Every attitude
matters:

good safety behaviors
generate rewards




Brazilian

Graduate in Public Relations
Has been working with
information security for 9 years
Senior Information Security
Analyst at Globo

Mountaineer
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Campaign
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Campaign Premises
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\/ Brazilian
culture

Positive
' Influencers




Timeline 2020

binar Webinar
Security sharing Passwords &
I MFA
| |
| Webinar Webinar
Worksh | On-line I Protecting
P EDERY scams information
| Best practices in Every attitude | | I it :
| | with a click
| workplace matters : |
|
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Charter of the  g_mail about Security Security in Incident Infomation Social
executive data leak Policy colaboration response classification ~ engineering
president I tools
S Top down
initiatives
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Timeline 2021

Information security training
for the artistic cast

. . Rewards

Piracy Ic!eptlty Passwords Program:

prevention digital and & MFA Every Attitude
accesses Matters

Q Supporting element of

o AWARENESS campaign




Rewards Program Objectives
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@ Improve the culture of information
< security.
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Reward safe attitudes.
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Engage the public in initiatives.
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Benefits

[g\? Gamification

[E{\?j Infosec lifecicle
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Low cost program



Levels of Experience
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Earning Points
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Engage Report Communicate



Losing Points
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Password "broken” Being involved in an Clicking and/or

in tests performed information security providing

by the Information incident credentials in
Security Team simulated or

real phishing



Education Material
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Rewards Program

Toda -
atitude Programa de E Home Pontuagdo Brindes Carrinho
conta recompensas

O I'G ! Le“c 1a Fre itas Comunicagdo de incidente - Severidade
50 pontos

m 7200 pontos - Baixa (4)

Comunicagdo de incidente - Severidade

Alta (2) 150 pontos

MIVEL 5

i

EL
NIVEL INlC |ANTE 07/ ComunicagGo de incidente - Severidade

Alta 2) 150 pontos

800 pontos pa nivel

Comunicagdo de incidente - Severidade

Critica (1) 200 pontos

Comunicagdo de incidente - Severidade

Critica (1) 200 pontos
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Call to Action

Yes, it is your turn now!

v Ildentify “rewardable” behaviors

v' Teach employees the desired
behaviors, before you start rewarding
or punishing

v' Make it simple

v' Don’t underestimate the power of non
monetary recognition



Thank youl!;)

leticia.freitas@g.globo

www.linkedin.com/in/leticiaofreitas
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