X
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Siemens Core Topics

The Future of Energy

It is becoming increasingly important
to handle energy responsibly as
prices increase, the threat of climate
c hange continues, and resources
dwindile worldwide. »

Healthcare

The basic objective of good
healthc are is not just to save
people’s lives but to improve their
guality of life and their overall
happiness. »

Page 2

IT and Software

Whether it's optimizing
manufacturing processes, managing
traffic, or analyzing patient data in
hospitals — IT solutions are essential
in every industry today. »

Sustainable Cities

With the right tec hnology, cities and
metropolitan areas can become
more environmentzally-friendly. »

Corporate Technology, RTC ITS

SIEMENS

.

The Future of

Manufacturing

With tec hnologic al innovations
Siemens supports industrial
enterprises to become more
productive, efficient and flexible. »

Financial Services
Financial Services is an international
provider of financing solutions. Our
financial and industry know-how
creates customer value and
enhances customer
competitiveness. »
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Global organization of CT (major locations)

[ Country with CT site
@ >500 People

) 100-500 People

* <100 People
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SIEMENS

GOAL:
We receive lot‘s and lot‘s

of cyber threat intelligence
based on STIX & CybOX
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SIEMENS

Exchange has taken off
Now what?




SIEMENS

Let's see

MIRACLE whats important
OCCURS

We receive lot‘s and lot‘s

of cyber threat intelligence

based on STIX & CybOX Detection tools
know what to look

for
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Reality

We receive lot's and lot's
of cyber threat intelligence
based on STIX & CybOX

Page 8
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SIEMENS

Analysts don‘t
know what's
Important

Detection tools
don‘t really know
what to look for

© Siemens AG 2015. All rights reserved
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SIEMENS

Drinking from a fire hose







SIEMENS

Detection with Cyber-Threat-Intelligence Sharing:
The second-order haystack problem




SIEMENS

Detection with Cyber-Threat-Intelligence Sharing:
The second-order haystack problem

Ou0euRnnbo

You need to be able to access all relevant = — D —
needles almost instantly M_es -
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What are essential ingredients of the miracle we are
trying to work?

THEN A
MIRACLE
OCCURS

Analysts know
what‘s important

We receive lot‘s and lot‘s
of cyber threat intelligence
based on STIX & CybOX

Detectlon tools .
know what to look
for

Page 14 Corporate Technology, RTC ITS



Two essential components for working the
Cyber Threat Intelligence Miracle based on
STIX/CybOX

SIEMENS

PPPPPP
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STIX and CybOX from 10,000 feet

\ Gedenkstatte /; *
5 Berhner/Mauer

olognscher o

rten Berlints. S
/ » \

\l 'y )
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U UserSession
ACW cou nt
. Muex EventLog

Volume

Pr cessl]lsl( PD F F I e i Memory !
NetworkRouleEnlrv I e QUEI’Y """”"m.‘:mmn Sys[em . PlDe :&:ﬁlm
i Kernel Semaphore B 7 Seton
X0 “.
Cenifcare
Netwark oy Addres

Fi

% > » m » EmailReceivedLineType
ey SN/ sReceived
5 Mailer %y 3
24 5 o foPriority
ttachmentsiE. o=
Errors. ¢ % 572 =Date
EmailReceivedLineListType ServeruMe.Sﬂge E% % th:- — a%
Originating AttachmentsType 85 20 <
Timestamp £ = fUD recedence
LinksType EmailHeaderType 5= Sender
Recipient g Ew
ContentI 3
Ve logy, RTC ITS
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Observable
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(Threat) Information

Where we come from:

In shared data, contextual information that
supports a precise analysis of what is happening
/ has happened often was

missing completely
or provided
rudimentary

within a document that is only fit for human
consumption (e.g., PDF report)

Page 18 Corporate Technology, RTC ITS
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Observable




Threat Intelligence

What kind of
activity does
this belong to?

atedCampaign[*]

| HistoricalCampaign[*] .
| Attribution[*]

Campaign

Who is behind
it (and what are
his motives?)

AssociatedActor(*]

What are the

vulnerabilities the
attacker exploits?

A
Relatedincident[*]

How confident am I,
what stage of the Kill-
chain are we talking
about, ...

MENS

What is the attacker‘s
modus operandi
(tactics, techniques &
procedures)?

Sub-Observable[*]

IndicatedTTP[*]

Indicator

RelatedTTP[*]

LeveragedTTP[*]

ExploitTarget[*]

4
COATaken[*]

What was the asset,
the impact, ...
AN

SuggestedCOA[*]

J

ParameterObservable[*] P

Course of Action

How should / did we

Source: http://makingsecuritymeasurable.mitre.org/docs/STIX-Whitepaper.pdf

Page 19

react?
: RelatedThreatActor[*] : J
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STIX and CybOX seen from 1 inch




SIEMENS

= [f you look at STIX and CybOX, you see that XML’s hierarchical
structure is used for two different purposes:

= modeling of containment relations between different objects

Observable

Event

Action File

= structuring of facts

Page 21

Filename

Filepath

Hashes

Hash/Type  mD5S

Value 6E48C3..

Corporate Technology, RTC ITS
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SIEMENS

<cybox:0bservable id="example:0bservable-a727a717-1852-4c79-93l16-2f3a8b4632c2">
<cybox:Event id="example:Event-44578866-b0c5-4551-84dd-0f1fo2fg8210f">
<cybox:Actions>
<cybox:Action id="example:Action-al8a058c-effa-4060-b8be-25elblade75f" action status="Success"
context="Host" timestamp="2013-04-08T7T09:22:00.0Z">
<cybox:Type xsi:type="cyboxVocabs:ActionTypeVocab-1.0"=Create</cybox:Type>
<cybox:Name xsi:type="cyboxVocabs:ActionNameVocab-1.0">Create File</cybox:Name>
<cybox:Associated Objects>
<cybox:Associated Object id="example:0bject-5ec92e95-a31f-470b-97c4-3a9046189fbb">
<cybox:Properties xsi:type="FileObj:FileObjectType"=>
<FileObj:File Name=foobar.dll</FileObj:File Name=>
<FileObj:File Path=C:\Windows\system32</FileObj:File Path>
<FileObj:Hashes>
<cyboxCommon:Hash>
<cyboxCommon: Type>MD5</cyboxCommon: Type>
<cyboxCommon:Simple Hash Value datatype="hexBinary">
6E48C348D742A931EC2CE90ABD7DACBA
</cyboxCommon:Simple Hash Value>
</cyboxCommon:Hash>
</FileObj:Hashes>
</cybox:Properties>
<cybox:Association Type
xsi:type="cyboxVocabs:ActionObjectAssociationTypeVocab-1.0">
Affected</cybox:Association Type=
</cybox:Associated Object>
</cybox:Associated Objects>
</cybox:Action=>
</cybox:Actions>
</cybox:Event=>
Jcybox:0bservable> 2015. All rights reserved



: SIEMENS
Example: Importing a CybOX 2.0 Observable

XML Source: Focusing on objects and facts

=cybox dbserygahle i d="example:0bservable-a727a717-1852-4c79-9al6-213aBb4632c2">
<cyboxf Event] id="example:Event-44578866-b0c5-4551-84dd-0f1f02f8210f">

<cybox:Actigm
r:cybc:xid:"exampl_e:Actiun-alBaGSBc-effa-4Bﬁﬂ-bﬂbe-25elblade?5f" action status="Success"
context="Host" timestamp="2013-04-08T09:22:00.0Z">
<Ccybox:Type xsi:type="cyboxVocabs:ActionTypeVocab-1.0">Create</cybox:Type>
<cybox:Name xsi:type="cyboxVocabs:ActionNameVocab-1.0">Create File</cybox:Name>
<cybox:Assocliated Objects=
<cybox:Assoclated Object id="exgmpleslblect-5ec92e95-a317-470b-97c4-2a9046189fbb">
<cybox:Properties ><5j.:type=FileﬂbjectTypE"}
<FileObj:File Name=foobar.dll</FileObj:File Name=>
<FileObj:File Path=C:\Windows\system32</FileObj:File Path=>
<F1leObj:Hashes>
<cyboxCommon:Hash=>
<cyboxCommon:Type>MD5</cyboxCommon:Type>
:cybaxtummun:51mp1§:H55h_value datatype="hexBinary">
6E48C348D742A931EC2CE9OABD7DACBA
=</cyboxCommon:51mple Hash Value=
</cyboxCommon:Hash=
<fFileObj:Hashes>
=/cybox:Properties>
<cybox:Assocliation Type
¥xs1:type="cyboxVocabs:ActionObjectAssociationTypeVocab-1.0">
Affected</cybox:Association Type=
</cybox:Associated Object=
</cybox:Assoclated Objects=

FbservedleventIAn that creates aith certain file name, file path and hash




SIEMENS
Example: A CybOX Observable XML Source

Defining object boundaries

<cybox:0bservabl '
<cybox:Event pLd="example:Event- 445?3866 bBc5- 4551 B4dd Gflfﬂ2f82lﬂf"
<cybox:Actions>
<cybox:Action fjid="example:Action-al8afb8c-effa-4060-b8be-25elblade/75f] action status="Success"

context="Host" timestamp="2013-04-08T09:22:00.0.">
<Ccybox:Type xsi:type="cyboxVocabs:ActionTypeVocab-1l.0">Create</cybox:Type>
<cybox:Name xsi:type="cyboxVocabs:ActionNameVocab-1.0">Create File</cybox:Name>

<cybox:Assocliated Objects=
<cybox:Assoclated Object 1d-"example ﬂbject 5ec92e95-a311-470b-97c4- aa994ﬁlﬂgfbb|>
<cybox:Properties xsi:itType= jectiype =
<FileObj:File Hame:fnnbar dll{fFllEﬂb] File Name=>
<FileObj: FllE_Path}C \Windows\system32</FileObj: File Path=
<F1leObj:Hashes>
<cyboxCommon:Hash=>
<cyboxCommon:Type>MD5</cyboxCommon:Type>
<cyboxCommon:Simple Hash Value datatype="hexBinary"=>
6E48C348D742A931EC2CE90ABD7DACBA
</cyboxCommon:Simple Hash Value>
</cyboxCommon:Hash=
<fFileObj:Hashes>
=/cybox:Properties>
<cybox:Assocliation Type
¥xs1:type="cyboxVocabs:ActionObjectAssociationTypeVocab-1.0">
Affected</cybox:Association Type=
</cybox:Associated Object=
</cybox:Assoclated Objects=

In the XML, an identifier is provided for each structure that naturally gives rise to an information object

of its own.



SIEMENS
Example: A CybOX Observable XML Source

Extracting ,,flat“ facts from hierarchical XML

<cybox:0bservable id="example:0bservable-a727a717-1852-4¢79-9a3l16-2f3a8b4632c2">
<cybox:Event i1d="example:Event-44578866-b0c5-4551-84dd-0f1fo2f8210f">
<cybox:Actions=
<cybox:Action id="example:Action-al8af58c-effa-4060-b8be-25elblade75f" action status="Success"
context="Host" timestamp="2013-04-08T09:22:00.0Z">
<cybox:Type xsi:type="cyboxVocabs:ActionTypeVocab-1l.0">Create</cybox:Type=>
<cybox:Name xsi:type="cyboxVocabs:ActionNameVocab-1.0">Create File</cybox:Name>
<cybox: ASSDClatEd Dbject5>
<Cyjpe

329046189fbb">

{cybnx XS1: type-"Flleﬂb] Flleﬂb]ectT}rpe =
<F1leUbj JFile Namejfoobar.dll</FileObj:File Name=

<FileObj: IJEIIEI!I >C:\Windows\system32</FileObj:File Path=
<FileOb]
<cyboxCommon [Hashal

<cyboxCommo FTvpeaD5< boxCommon: Type=

<cyboxCommorf: Simple Hash Value]datatype="hexBinary">
6E48C348D742A931EC2CE9O0ABD7DACKA

ﬂftybﬂxﬂﬂmmﬂn:51mp[E_HﬂEh_Ua[UE>
</cyboxCommon:Hash=
<fFileObj:Hashes>
=/cybox:Properties>
<cybox:Assoclation [ype

The facts we are really interested into about the observed file are:
+ Properties/File_Name = foobar.dll

+ Properties/File_Path = C:\Windows\system32
+ Properties/Hashes/Hash/Type = MD5
* Properties/Hashes/Hash/Simple_Hash_Value = 6E48C34D74A931EC2CE90ABD7DACG6A




SIEMENS

= [f you look at STIX and CybOX, you see that XML’s hierarchical

structure is used for two different purposes:

= modeling of containment relations between different objects

Observable

Event

—

Action File

= structuring of facts —

Filename

Filepath

Hashes

Hash/Type  mD5S

Value 6E48C3..

_/
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This leads
to nodes
and edges

This leads
to facts about
a node
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Full graph

A

1 - 4
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Reference graph
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Object Graph

Page 29
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Froperties

File

File
Fath

foobar.dll

CoaWindows'system a2




Two essential components for working the
Cyber Threat Intelligence Miracle based on
STIX/CybOX

SIEMENS




: : SIEMENS
Two essential components for working the

Cyber Threat Intelligence Miracle

CORRELATION
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Subject: WISF] Mew documents posted to the VISP portal

The following new reports have been added to our knowledge base:
TLP:AMBER - (C5I-4711 Phishing attacks targeting 0il & Gas sector

TLP:AMBER - C5I-86815 Glulx Malware Variant communicating using specific
HTTPS POST

We are interested in any additional information that your organization

may be able to share regarding this or similar activity. For any gquestions
or feedback related to this report, please contact us at: | &
1-874-555-8199

VISP@EQUOXI.COM

Page 33 Corporate Technology, RTC ITS © Siemens AG 2015. All rights reserved



SIEMENS

Object List

Object Timestamp

Imiport Timestanyd

Mame

] sIEMENS

‘guid-
c285357a-
9221-11e3-
b24e-
DDS05657 1bba

] sIEMENS

guid-
3574502
9221-11e3-
afba-
00505657 1bba

| T =IEMENS

2014-02-10
08:00:25 +0100

2014-02-10
08:00:27 +0100

T ADZ_A0

2014-02-13
154312 +0100

2014-02-13
15:43:37 +0100

AN 13

Analysis report: Profoma_Invoice.exe

Analysizs report. Profoma_Invoice exe

Anal=iz report: NFA fdn eve



SIEMENS

Subject: WISF] Mew documents posted to the VISP portal

The following new reports have been added to our knowledge base:
TLP:AMBER - (C5I-4711 Phishing attacks targeting 0il & Gas sector

TLP:AMBER - C5I-86815 Glulx Malware Variant communicating using specific
HTTPS POST

We are interested in any additional information that your organization

may be able to share regarding this or similar activity. For any gquestions
or feedback related to this report, please contact us at: | &
1-874-555-8199

VISP@EQUOXI.COM

192.168.1.13
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STIX/CybOX add a layer of complexity regarding

correlation

E.g.,

STIX
<Cy@;JK

Page 36

SIEMENS

Event 1

|
Event 21~ IP = 192.168.1.13
Event n
Report 1—|indicator 17 I[P = 192.168.1.13
Report 2—Indicator 2= [IP = 192.168.1.13

Report 3

Indicator 3

IP=192.168.1.13

Corporate Technology, RTC ITS




A STIX/CybOX-specific motivation for correlation:
Same observable information occurs in many
different observables

SIEMENS

192.1608.1.13

xmlns:dingos_au§hor="cert.siemens.com"

<cybox:0bservable id=1dingos author:0bservable-efas2866-789a-f46c-9231-35%230823246'
<cybox:0bject id=Jdingos author:Address-efa62066-709a-T46c-9e31-35%9230823246"
<cybox:Properties xsi:type=" AddressOb]:AddressObjec pe” category="Lpv4-addr'
<Address0bj:Address Value condition="Equals' AddrESSGI:-] Addi
<fcybox:Properties>
<fcybox:0bject>
<fcybox:0bservable>

Page 37 Corporate Technology, RTC ITS © Siemens AG 2015. All rights reserved



SIEMENS

Munich CERT has observed 192.168.1.13

M2X1452345)

£/

192.168.1.13

Page 38 Corporate Technology, RTC ITS



SIEMENS

Munich CERT has observed 192.168.1.13

UID

AM#X1452345

—

192.168.1.13

Namespace: munich.de

gggggggggggggggggggggggggggggggg



SIEMENS

192 108.1.13
\ Y

mespace: dc.us

N
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SIEMENS

Hamburg CERT has also observed 192.168.1.13

UlID

192.168.1.13

Namespace: hamburg.de

Page 41 Corporate Technology, RTC ITS



Further, Berlin CERT has observed 192.168.1.13

/UID

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

SIEMENS



SIEMENS

BB-S97345 \ AB-H2837334 ~
192.168.1.13 192.168.1.13
- / \_ /
dB°A1743571 N
192.168.1.13
\_ J
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SIEMENS

=l
B+*S97345 | L 192.168.1.13 } B-H2837334)
19‘2.155.1.13} 19‘2.153.1.13}
HH=124534 B-Y1987345)
19‘2.153.1.13} T 192'15551.13}
B*A1743571 M=X1452345|
192.153.1.13} 192.155.1.13}
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192.168.1.13

Page 45
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SIEMENS

192.168.1.13

/
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SIEMENS

B s97345 L 192.153.1.13} e
192.155.1.13} 192.155.1.13}
HH=124534 | B°Y1987345)
192-155-1-13J T 192.155.1.13}
B*A1743571)
192.155.1.13} 192.155.1.13}
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SIEMENS

=l
B+*S97345 | L 192.168.1.13 } B-H2837334)
19‘2.155.1.13} 19‘2.153.1.13}
HH=124534 B-Y1987345)
19‘2.153.1.13} T 192'15551.13}
B*A1743571 M=X1452345|
192.153.1.13} 192.155.1.13}
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Most promissing approach for correlating reports:

SIEMENS

find correlations on STIX/CybOX entities and ,,walk

the graph*

fSTIXﬂ
o
g

Campaign
Q

ThreatActor

I0
/7

Observable

M;C
\\ Observable

Page 49

Calculate
upon
import

|

(>
NG

STIX
2.a

Indicator

Observable

Corporate Technology, RTC ITS
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SIEMENS

Some examples of calculating the @

Design of data model

In Mantis, we exploit a feature of the mantis data model
for carrying out correlation on “fact level”

Use “normalized basic indicators”
see second part of talk

Machine learning approaches
Basic idea: calculate “similarity” on STIX/CybOX entities
Ongoing research with University of Gottingen
Stay tuned
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SIEMENS

= [f you look at STIX and CybOX, you see that XML's hierachical
structure is used for two different purposes:

= modelling of containment relations between different objects

Observable

Event

— This, MANTIS preserves

Action File

= description of facts

Filename
Filepath
Hashes L Tr_us, MANTISfIattens “
Hash[T into a list of ,fact term“-
A value pairs ...
Value 6E4ECS.. and deduplicates these
facts

_/
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SIEMENS
Example: A CybOX Observable XML Source

Extracting ,,flat“ facts from hierarchical XML

<cybox:0bservable id="example:0bservable-a727a717-1852-4¢79-9a3l16-2f3a8b4632c2">
<cybox:Event i1d="example:Event-44578866-b0c5-4551-84dd-0f1fo2f8210f">
<cybox:Actions=
<cybox:Action id="example:Action-al8af58c-effa-4060-b8be-25elblade75f" action status="Success"
context="Host" timestamp="2013-04-08T09:22:00.0Z">
<cybox:Type xsi:type="cyboxVocabs:ActionTypeVocab-1l.0">Create</cybox:Type=>
<cybox:Name xsi:type="cyboxVocabs:ActionNameVocab-1.0">Create File</cybox:Name>
<cybox: ASSDClatEd Dbject5>
<Cyjpe

329046189fbb">

{cybnx XS1: type-"Flleﬂb] Flleﬂb]ectT}rpe =
<F1leUbj JFile Namejfoobar.dll</FileObj:File Name=

<FileObj: IJEIIEI!I >C:\Windows\system32</FileObj:File Path=
<FileOb]
<cyboxCommon [Hashal

<cyboxCommo FTvpeaD5< boxCommon: Type=

<cyboxCommorf: Simple Hash Value]datatype="hexBinary">
6E48C348D742A931EC2CE9O0ABD7DACKA

ﬂftybﬂxﬂﬂmmﬂn:51mp[E_HﬂEh_Ua[UE>
</cyboxCommon:Hash=
<fFileObj:Hashes>
=/cybox:Properties>
<cybox:Assoclation [ype

The facts we are really interested into about the observed file are:
+ Properties/File_Name = foobar.dll

+ Properties/File_Path = C:\Windows\system32
+ Properties/Hashes/Hash/Type = MD5
* Properties/Hashes/Hash/Simple_Hash_Value = 6E48C34D74A931EC2CE90ABD7DACG6A




SIEMENS

Info Object

Fact 1
Factn

Observable

/| Cybox 2.0

Properties/Hashes/Hash/SimpleHashValue=6E48C3.. IS
shared between two different InfoObjects
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[ Gorr-ato ] Gorr s ] Gorrm ] Corr i

Analysis report: telexcopy.exe
Up&Down Graph [ Up-Down | Fut ] Up ] Down ] Corr_auto ] Gorr S ] Corrm | corr L

STIX_Package: Analysis report:
telexcopy exe

NS: certsiemens.com
ID:  guid-1287b14e-6368-11e4-84ae-00505697 1bba
Link:
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SIEMENS

Analysis report: telexcopy.exe

Correlation Graph

Cup-oom ] ] U] oown ] cor. o] cars ] coru] cor

STIX Package: Analysis report: telex.exe
NS: cert.siemens.com
ID:  guid-1eecBeat-6366-11e4-9009-00505697 1bba
Link:
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Detailed information is provided about what the

SIEMENS

relationship entails (which common facts were found
In which sub objects of the related reports)

Analysis report: telexcopy.exe

Identifying data

Identifier SIEMENS qid-1287014e-5358-11e4-84ae-00505857 1bba
CERT

Type stix.mitre.org: ST1X_Package 1 (hitp./istic . mitre.orglstic)

Correlations (Grouped by correlated fact)

Properties/File_Mame = run.dat

Properties/Sddress_\alue = 107

Properties\Value = blisterednanc.zapto.org

Page 56

Timestamp 2014-11-03T15:16:28+01:00

Import Timestamp 2014-12-08T14:15:21.867249+01:00

SIEMENS File-85591 50 8-
CERT — "
edD5-45941-ac41-

run.dat (& Bytes)

SIEMENS
CERT
943445

LLLLLLL

SIEMENS .| | 0 cony
CERT ~
c053-4718-84a4-

facts)

HEMENS . ¢ 1bTfab2- SIEMENS . id-1eecDeab-6366-11e4-
CERT CERT =
c7h1-40b4-Bfcc- S009-005056597 1bba Analysis report:
fblcc 2440451 telex exe
run.dat (8 Bytes)
SIEMENS
CERT guid-1eecSeab-6366-11e4-
O009-005055897 1 bba Analysis report

SIEMENS - URI-35dfc e86- SIEMENS . Juid-1eec Oeaf-5366-11e4-
CERT CERT =

afbb-4518-a5c 2- S008-00505597 1bba Analysis report:
1 8609b42de3b telex.exe

blizterednanc.zapto.org (3
facts)

Corporate Technology, RTC ITS



Detailed information is provided about what the

: : : . SIEMENS
relationship entails (which common facts were found
In which sub objects of the related reports)
Analysis report: telexcopy.exe
Identifying data
Identifier SIEMENS id-1287b14e-5358-11e4-84ae- 00505857 1 bba Timestamp 2014-11-03T15:16:28+01:00
CERT"
Type stix.mitre.ong: ST1X_Package 1 (http:iistic. mitre. orgistic) Import Timestamp 2014-12-08T14:15:21.867249+01:00

Correlations (Grouped by correlated fact

Properties/File_Mame = run.dat SIEMENS .. —coicSea-
ceRT FiE-a581c5es

CERT File-c 1b7fab2-
=406-4541-ac41- C7b1-40b4-Bfce-
Sbe2? 2 Srfed fblec 2440451

run.dat (& Bytes) run.dat (8 Bytes)

artis | e oy
=l L= - __ W auid-1 e Seab 11
Properties/Address T SIEMENS ) SIEMENS ) SIEMENS - emf GRS

The fact ,Properties/File Name = run.dat"” was
found in descendant object ,such and such” of STIX
Package ,Analysis report. Telexcopy.exe” — the same fact
IS present in object ,so and so“, which is a descendant of
STIX Package ,Analysis report : telex.exe”

97 = =

Properties
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SIEMENS

Name Object Type |
Analysis report. Order_Demands.exe >T1%_Package
Analysis report: telexcopy .exe STIX _Package
Analysis report: dogovor_po_zakazu 76888677 scr =T1X_Package
Analysis report: telex . exe ST11X_Package
Analysis report: lhre_ Rechnung_ 04.11.2014_ PDF exe >T1X_Package
Analysis report: \isualizar-boleto-fatura-atrasada-10-2014-104521305548000200047 cpl STIX_Package
Analysis report: PI-64535EMDE . exe >T11%_Package
Analysis report: Remittance_copy.exe >TIX_Package
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Analysis report: Order_Demands.exe

Correlation Graph
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Correlation Grap

STIX

SIEMENS

Possible pitfalls

Page 60

Wow, this malware report has a relationship with a
CISCP report!!!

Wait a second ... this is my development system ...
there should not be any CISCP reports on this system.
Ahhh.... 1t is the ,sample report.xml” that was sent
around to demonstrate the STIX updates made in
spring 2014

So what is the correlation here???? Certainly not the
fllename ,malicous.fil1" ?1?

Aha:
da39a3eebeobdb0d3255bfef95601890atfd80709
Is the SHA1 of an empty file...
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: : SIEMENS
Two essential components for working the

Cyber Threat Intelligence Miracle

DERIVATION & RATING OF
BASIC INDICATORS
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: : SIEMENS
Two essential components for working the

Cyber Threat Intelligence Miracle

DERIVATION & RATING OF
BASIC INDICATORS
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A rather easy, 1:1 mapping

<cyboy:Properties xsi:type="AddressObj:AddressObjectType" categoryf"ipv4-addr"s>_
<Address0bj :AddrESS_\Jalue >192.168.1.134/Address0bj:Addres

<fcybdx:Propertiess>

Address0bj:AddressObjectType" categoryf"ipv4-addr's
 [condtFion-"EquaTs 52,1681 39 Addressob]:Address

N

Type Subtype Value

IF vd 192.168.1.13

Pad ts reserved
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A file object may contain several basic indicators ...

ox:Properties xsi:type="FileObj:FileObjectType"=>
<FileObj:File_Name FileObj:File_ Name=
<FileObj:File_Extenslofzexed4/F1lelb]:File_Extension=
<FileObj:5ize_In_BytesylO>50/<¥FileObj:5ize_In_Bytes=
<FileObj:Hashes=>
<cyboxCommon :Hashz=
<cyboxCommon:Type condition="Equals" xsi:type="cyboxVocabs:HashNameVocab-1.0"§MD5<Acy
<cyboxCommon:Simple_Hash_Value condition="Equals" C
< fcyboxCommon :Hash=
<cyboxCommon :Hash=
<cyboxCommon:Type condition="Equals" xsi:type="cyboxVocabs:HashNameVocab-1.0" C
<cyboxCommon:Simple Hash_Value condition="Equals"§9f5fc5eafc2e7679a15d4810dd4aa326994
< fcyboxCommon :Hash=
<cyboxCommon :Hashz=
<cyboxCommon:Type condition="Equals" xsi:type="cyboxVocabs:HashNameVocab-1.0"> <
<cyboxCommon:Simple _Hash_Value condition="Equals"Fff947cbc6lcafead499e146b14957684ch1
</cyboxCommon :Hash=

</FileObj:Hashes>
box:Properties=

Page 64 Corporate Technology, RTC ITS © Siemens AG 2015. All rights reserved



SIEMENS

Type Subtype Value

Hash SHAZ56 ff947cbc6lcafead499e146b14
Hash SHAL 9f5icheafc2e7679a15d4810dd
Hash MDS ccalbaf09c0eB8e4d500754256

Filename a _cunning_plan.exe
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Another example: an observed email

<cybox:Properties xsi:type="EmailMessageOb]:EmailMessageObjectType"s
<EmailMessage0bi:Headers
<EmailMessage0bj:To>
<EmailMessage0bj:Recipient xsi:type="Address0bj:AddressObjectType" categ
<AddressObj:Address_Valuefan.innocent.victim@my-organization.com<yAc
<[EmailMessageObj:Recipients
<[EmailMessage0bj:To>

<[EmailMessage0bj:From:

<EmailMessage0bj:SubjectyAn offer you really cannot refuseq/EmailMessage0bj:

<EmailMessage0bj:In Reply To>4711</EmallMessageOb]:In Reply To:
<EmailMessageOb] :Date EmailMessageObj:Dates
</EmailMessageObj:Header>
<[cybox:Properties:
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Type Subtype Value
Email_Address sender professor.monarty@criminal-mastermind.com
Email_Address recipient an.innocent.victim@my-organization.com
Email_Subject An offer you really cannot refuse
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._—szZM§

B+S97345 ] =20815 B-H2837334)
192.168.1.13 152.168.1.13 192.153.1.13}
Type S\L;btype Value
HH.124534 IF 192.168.1.13
192.168.1. 13 B-Y1987345
192.168.1.13 }
B-A1743571) |
192.168.1. 13 192.168.1.13 }
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Derivation of possibly actionable indicators

M
T
L LA

Processing each STIX/CybOX XML upon import yields a table of basic
indicators that is fit for import into detection/prevention mechanisms.

Page 69 Corporate Technology, RTC ITS © Siemens AG 2015. All rights reserved



: : . SIEMENS
How to get from possibly actionable indicators to

Indicators that make action worthwhile?

AL

Processing each STIX/CybOX XML upon import yields a table of basic
indicators that is fit for import into detection/prevention mechanisms.
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: : SIEMENS
Two essential components for working the

Cyber Threat Intelligence Miracle

DERIVATION & RATING OF
ACTIONABLE INDICATORS




SIEMENS

Dictionary

SAVE POPULARITY

context « 9 A
noun | con-text | Vkan-tekst\ wcite! [ERS S+ | W Tweet

1 : the parts of a discourse that surround a word or passage and can throw
light on its meaning

2 : the interrelated conditions in which something exists or occurs :
ENVIROMMENT, SETTING <the historical context of the war=>
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N Who is the sender of the

\Q report?

What contextual information
does the STIX indicator
yield?

= Kill chain

= Confidence

),. = Associated Campaign &
Threat Actor

192.168.1.13
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Correlation Graph

-

In which other reports

does the basic indicator
occur?

. STIN

Ly ] s o o s o L ar ar

STIX— STIX /l

Page 74
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Rating basic indicators

First component: Walk the graph

” 192.168.1.13
h TLP Amber
) N Confidence High

Kill Chain C&C

~r - Campaign World
- - Domination
& Threat Actor  Cunning

Cricket

Extract context information from STIX/CybOX content upon arrival of an
import

This requires walking the graph that is formed by the STIX report
Codify context in a status information
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Rating basic indicators
Second component:
Cumulative status & Status update upon new reports

SIEMENS

TLP Amber

A - Pp= = 152.168.1.13
i Min. TLP Green

p Max. TLP Amber
S'I'Ih Confidence High M in . LOW
% O . Z:\lr::::n \f\lg;crjld Domination CO nfi d e n Ce

Max. High
® Confidence
m Kill Chain C&C; Delivery
u Campaigns World
m Domination,
Gru's Plot

Threat Actors Cunning
Cricket, ...
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Ra_ting basic indicators SIEMENS
Third component:
Analysts® input

‘ a\// O 192.168.1.13
ﬂ.ﬁ ) M Green
B Amber
vin. R0
six  STX i STIX g h 5 smc i Confidence
Max. High
Confidence
Kill Chain C&C; Delivery
Campaigns World
Domination,
Gru'‘s Plot

Threat Actors Cunning
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‘_
i amber

(=

Max. High
Confidence

Camoaigns ~ World
Domination,
Gry's Plot

Page 78 Corporate Technology, RTC ITS © Siemens AG 2015. All rights reserved



SIEMENS

IR
B°S973451 . V80

192.155.1.13J
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B"S97345 | @J{/ ;",3.,,9,,315 B*H2837334)
L 192.168.1.13 }

192.153.1.13J 192.168.1.13

HH=124534 |
192.168.1.13 J B-Y1987345|
192.168.1.13 }
B+A1743571)
192.153.1.13} 192.153.1.13}
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B°S97345 | 173”9,,515 B-H2837334
192.168.1.13 152.168.1.13 192.153.1.13}

e

Type %/ Value
HH=124534 IP 192.168.1.13
192.168.1. 13 B-Y1987345
192.168.1.13 }
B-A1743571/ BM=X1452345
192.168.1. 13 192.168.1.13 }
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IH I ’Hm&]
B+S97345 | *90903/ 1—]”;”9315 Qﬁ/ B.|-|2837334
192.168.1.13 152.168.1. 13J 192,168

1.1
/ J
2‘ Type / % Value
HH.124534 /IH~%# \ 182.168.1.13 \
197 . 168 k B-v1987345/ '?’3030
J \T 192.168.1. J
B°A1743571 / ”?*9080 ,g- : M-X1452345—®

192.168.1. 192.168.1.13
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By the way ..

You can take a closer look into our cauldron:

Central arts of Siemens’ threat-intelligence management
framework MANTIS are available from

https://github.com/siemens/django-mantis

Please make sure to use the development branch!!!

Follow the instructions at
http://django-mantis.readthedocs.org/en/development/installation.html

Note: this is not a finished product (see next slide)
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Caveat:

What MANTIS is and isn‘t

= MANTIS is an alpha/early beta = MANTIS isn’t a finished tool or project:

Page 84

implementation of a framework for

managing cyber threat intelligence

expressed in standards such as STIX,

CybOX, OpenlOC, IODEF, etc.

Our aims of providing MANTIS as open

source are:

= To aide discussions about tooling for
emerging standards such as STIX,
CybOX et al.

» To lower the entrance barrier for
organizations and teams (esp. CERT
teams) in using emerging standards
for cyber-threat intelligence
management and exchange.

» To provide a platform on the basis of
which research and community-
driven development in the area of
cyber-threat intelligence
management can occur.

we like to think that it provides a solid
basis on which cyber-threat intelligence
management can be built up upon, but if
you expect something that out of the box
covers all aspects of cyber-threat
intelligence management or are
unable/unwilling to dive into Django and
Python code and fix/modify according to
your requirements, MANTIS isn’t for you.

MANTIS (currently) isn’t a tool fit for
importing huge datasets or huge numbers
of datasets. This situation may change at
some point of time with more stream-lined
importers, but MANTIS is really not
intended to deal with very big data the
way log management solutions are.
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Summing up

Threat-Intel exchange using STIX/CybOX has taken off
Now we need to learn to “drink from the fire hose”
Nature of STIX/CybOX adds requirements for
correlation of reports
extraction of basic indicators

rating of indicators (partly) based on contextual information
contained in STIX-portion of reports

This talk has shown possible approaches
Most likely, there are different approaches

whatever tooling you use for dealing with STIX/CybOX:
you cannot do without capabilities for correlation and
Indicator management
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