


























































Target Supply Chain

Must Haves:
• Petrochemicals:

• Lubricants
• Plastics, polymers

• Parts
• Bearings
• Valves

TLP WHITE





















Why Bearings??



Why Bearings??



Why Bearings??

• Supply Chain!
– Closely tied to downstream sectors
– Multiple Industry coverage





Main targets?  

– Supply Chain
• Logistics

– Maritime Transport

• Manufacturing
– Materials

• ERP / Procurement
– All of the above



That one email deployed Kazy
keylogger

• Widely deployed
• Long used (2010)
• Many variants:

– Hawkeye
– Predator
– Cyborg

Some with zero AV 
detection





What do we think it is??

What do they want?



Intelligence 
(High Confidence: 75%+)

This TTP offers a full view 
of all happenings in and 
around major world ports.

• Military? Unrest in the 
middle east requires to 
need to monitor 
comings and goings of 
troops, aid, logistics.

• Pirating? Pirate 
operations are 
becoming more high 
tech. 

• Commercial? Many 
routes include Oil & 
Gas.

• Drugs?





Drugs 
(Medium – High 
Confidence: 50-75%)

• Antwerp attacks 
followed similar TTP

• One person has been 
identified using a 
similar TTP

• India and 
pharmaceutical nexus 
suggests the need to 
move drug precursor 
chemicals

Cocaine

Opiates

India:
Precursor
Chemicals

This TTP would allow full 
access/manipulation of 
documentation needed 
move drugs and transfer 
money.
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