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The Daily Show Agenda

Chris Hall, Wapack Labs
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What is Daily Show?...

* A series of global cyber espionage
campaigns - presumed related;
* Primarily targeting :
» Maritime Transportation & Logistics
* Qil, Gas & Petrochemical
* most downstream sectors
* Industrial Manufacturing
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What is Daily Show?...

* Three distinct clusters of
activity to date:

» “Daily Jon”
» Primarily Maritime
Transportation targeting
« “Daily Mom” e ®

» Primarily Oil, Gas,
Petrochemical and
manufacturing targeting @

« “Daily Rom”

= Primarily Oil, Gas, &
Petrochemical and
manufacturing targeting

s



It all started with a Google
dork...

GO gle "Operating System Intel Recovery”
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It all started with a Google
dork...




It all started with Google dork...




It all started with Google dork.
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Operating System Intel Recowery
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The (“big data”) problem..

What do you do when you stumble upon ...

» Thousands of key-logger output files
(in multiple formats)

 Thousands of screenshots
 Perishable Intel

?




The (“big data”) problem..

Keylogger
Output Analysis

DUMMIE 3]

Learn to:

* Chuco ver Attacker ntent!

F attribute Attacker!




The (“big data”) problem..

Approach
» Scheduled tasks — Wget
* Parsing — Python
» Storage and Accessibility — MySQL

* Victimology / Data Mining —

* ID compromised sites/emails
* ID trends




The real problem..

Deconstructing Key-log Files:
» Concrete
* science
Deconstructing intent:

 Abstract
o art

Fem



Think like a criminal..

« What would you do with near perfect access and
intelligence on:

* ports

« customs

« shipping companies

« finance

« supply chain/procurement
+ Oiland gas
« manufacturing




Objectives

» Create a plan to distribute goods and/or
monitor and manipulate trade

» |dentify a means to monitor and
manipulate comings and goings of all
activities in the ports.

» |dentify a means of moving illegally
gotten money without being caught.




How do we distribute our <stuff>
internationally without being caught?
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o .
Know the routes. L. . .
Understand ’
movement, and T
how/where cargo S P, 5 N
gets tracked. e T
AR “' : ",' g it "\ g i, P

Imagine shipping UPS.
Use the tracking system
to send a test package,
and target the nodes.

Funktioner Rapporter System Hjelp

[ETA da] ETA | Nate [
2203 | 09.00
It won't take long to 21-03 | 19.00 E—
figure out where - - -
packages get R
transferred. 2103 | 22:30
2203 | 19:00

52.03 | 01-00 -

International shipping
works the same way.




Then control

them.. How?
Pick the right
targets.

There's always a risk
[reward | amount of work
calculation necessaryto
accessand hold access
in systems that will allow
continued, reliable
monitoring or
manipulation throughout
the operation.

Target determination and prioritization:

1. Administrative —Enterprise Resource Planning System
2. Port operations — Command and control room

Work
required by
attacker (to
gain access)

What would
the attacker
gain access to?

Risk of of
being caught
during access

Components of typical port Access
operations™ required

Cameras near cranes Physical i Limited

Internal
Physical movement
systems

License plate recognition connected to
the dispatch systems

Remote, but Movement,
within inventory,

dock work,

range coordination

Wireless terminals used for field work

wireless

All internal
operational
Systems

Command and control room Remote

Interfaces ta external systems such as
Enterprise Resource Planning systems,
used to track employees, logistics,

Full
Remote administrative
access

nccounting, other.

* SOURCE: Magal 53 Corporation




P: Print E: Export M: E-Mail : Upload '
Voucher Display

ERP!

Mo B437

ERPcan be usedto ga:e 11-Sep-2014
satisfy both ple
requirements— paty Losoer A D

distribution and Name of Item
movement of money!

« VAT
+ Customs

+ Inventory tracking
(fraud?)

+  Money movement

ERPis a
SCHAAWEEEEET
target.... Andthese
bad guys ownit.

-_

Total

Marration;



S0, now that we

know our desired (OFFER)M/V AMERICAN SPIRIT AGENCY APPOINTMENT

Taylor Spencer [AS GGG
tarQEt: How do You replied on 2/30/2015 10:47 AWM,

Kon 330,205 4:27 AM

we exploit the [T
ﬂrst Vlctlm? i Message gﬁh-pmtnt particulars.zip (2 BE] _Certification_tet (250 B)

From: AMERICAN STEAMSHIP COMPANY
!—°9|5t,"35 are arranged by an On behalf of AMERICAN STEAMSHIP COMPANY a subsidiary of GATX Corporation, the
agent’ before a ship arrives in  owners and managers of The M/V American Spirit.

ort.

P We would hereby like to officially nominate you as our agent for M/V American
This could include cargo Spirit.
transfer or replenish food or ATTACHED IS THE SI/ITENERARY AND VESSEL SHIPMENT PARTICULARS.
fuel.

The vessel will call at your Port on the 4th of April 2015.

An email would normally PLS ADVISE US OF THE FOLLOWING ITEMS ON URGENT BASIS.
include a large attachment

with a list ofrequirementsand 1) ADVISE US OF FLWG ITEMS-

payment information. 1. ESTIMATED VESSEL'S SCHEDULE

2, ESTIMATED PORT EXPENSES

This attachment contained a S Broeh DREORMATION TE Mt

special gift... a keylogger.

h



Which dumps user credentials to every
account used by that user. Over 15Gb

recovered to date.

* Credentials
Computer login, email

All web accounts -
iIncluding credentials for
corporate resources

Application keys for all
applications on the
system

* Screen shots of
shipping manifests

* Financial transactions
between importing and
exporting parties.

2

CPU Name: WEWT1T15

| Local Date and Time:
Installed Language:

Gperating System Intel Recovery
B T LT T T T
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ru—fl

Net Version: 2.8.58727.5420
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| Operating System Versiony 6,1.74

sdEddEddEdaddddEdRaanddhEdE
Mail Messenger FPassword

LR e e R R e

| Operating Systes: ML z

| Internal I Address: [N
| External 1P Anarcns:“""""'“" oy
Installed Anti-¥irus: System Ced H. Y |

Installed Firewall:
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________________________________ Server Port
| uAL, : f:p::;r:p_u'if{”rtu
Web Browser t Chrome e
| User Hame : B User

| Pagsward : SRR Pa s s rd

| Password ;AN
| Password Strength @ Strong

1 Thundcrh'rd

j Password Strength @ Very Strong| Profile
| User Hame Field
| Password Field

Password Strength : Very Strong
SMTP Server H
EMTP Server Part

| ——— L 1 o0t P h e s e e
'

| URL i fepsdfhonard

| Web Browser : Chrome ) T O O T T O O O R U
| User Hame r

J Narme : Paning
: Thunderbird

Application

. i . B L Ty " T
| User Hame Field Email i R S e e
| Password Fleld H Server :
qqqqqqqqqqqqqqqqqqqqqqqqqqqqqqq { Berver Port :

| Secured : No

1::.1-r---r-lu-l--n-r IRAAEEREEFEEEENY T_ﬂ}E i IH‘P
| umL i Mt T gapr : .
Wek Browser : Chroms Pas b
User Name : Hemmmate | 05 SW0 D
Password 1 S Frofile

Password Strength @ Strong
User Mame Field SHMTP Server
Password Fleld

SMTP Server Port

Password Strength : Very Weak

™ § REEps /fLad S e R S SRS
Web Browser : Chrome ame : —b—p-ie—[j-a—A—r— - —p ]2
User Hame : A Application H Thuﬁlﬂtfb rd
Password H m Email i
F:M;‘-Erd 5':rl:n-:|l:h : Strong Carver
- - e =L ———— .E,Eru'q!r Purt

Secured

Type

User

Password

Profile



Once in, nothing is off limits.

O — oo, O stoms

*i‘ .III

—— . \]onifests

VoL B .- * FInancials
« Movements/schedule
— S

w= __ +* More??

e e L
-




|s this real?
Absolutely.

Targeting ERP in a port
allows hackers to freeze
frames on video
cameras, disable vessel
tracking systems, create
temporary delays in
movements, falsify
container
counts/weights, and
more.

...and it all started with
one email.

(@)

MAGAL S’

Security, Safety, Site management

17 Alcalef Street
Yehud Industrial Zone, lsrael gbioo
T: 972-3-539-1464 F: 972-3-536-6245

www.magal-s3.com




Police warning after drug traffickers'
An example... cyber-attack

Antwerp 8y Tom Bateman

Reporter, Today programme

@ 16 October 2013 Europe

The head of Europe's crime fighting
agency has warned of the growing risk
of organised crime groups using
cyber-attacks to allow them to traffic
drugs.

The director of Europol, Rob Wainwright,
says the internet is being used to

facilitate the international drug trafficking Earlier this year drug traffickers hacked into

business. the computer controlling shipping containers
at the port of Antwerp

His comments follow a cyber-attack on
the Belgian port of Antwerp.

Drug traffickers recruited hackers to breach IT systems that controlled the
movement and location of containers.




Money
movement
becomes much
easiler

+ VAT Fraud — Missing
Trader, Carousal
Fraud

+ Money Laundering

+ Fake user accounts
and payments...

+ The world is now
your illegal oyster.




Target Supply Chain

How?

+ Exploit trust relationships
* Manufacturers
» Distributers
« Suppliers
» Logistics




Target Supply Chain

How?
« |dentify Industries

 |dentify “must-haves”
for multiple industries

* Target the "must-
haves” suppliers




Target Supply Chain

Must Haves:
e Petrochemicals:

e Lubricants

e Plastics, polymers
* Parts

* Bearings

* Valves

TLP WHITE




Target Supply Chain

Go after the little guy
Small Medical Respirator
Manufacturer

L eads fo intel on petrochemical
suppliers




Target Supply Chain

Go after the conferences
Supply Chain Mgmt Summit
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Target Supply Chain N
' (=
Go after the conferences ‘ * .
Supply Chain Mgmt Summit 4 * !
5 C f [ -

dex of /uploads
Namg Last modified Sue Dexcophon




Target Supply Chain

Go after the conferences
Supply Chain Mgmt Summit




Target Supply Chain

Go after procurement




Target Supply Chain

Go after the pipes:
Flow Metering




Target Supply Chain

Go after parts manufacturers:

General inguiry about your Beann-

Bearing,Bearing Manufacturer



Target Supply Chain

Go after parts manufacturers:

o<+ [
Thanks for your inquiry, Thi -r T _ ur owwn factory which have produced bearings for 16

wvears, Dur !:;-n’_ll cts maln include pillow block bearing, deep greove ball bearing and taper roller beanng

Please tell me the models of bearing you need, the quantity and requirements of quality, so we can guote you best

Best regards,

General Mechanical :C;ﬁ'ij':.::l'!'.-"l'!'.._ Bearing Manufacturer




Target Supply Chain

| 5 !
:

Go after parts manufacturers:

e to do business with yvow/eo

Thanks fc | specifications/document to see if vou cf
years, Ou

indly check attachment to view our
E16

Dravid Perlmutter
Please te . Windows Corporation
VP Executive team
Bestregd | 2200 Mission College Blvd.
Santa Clara, CA 95054-1543
Alice TsSA

r




Why Bearings??




Why Bearings??

F
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Why Bearings??

e Supply Chain!
— Closely tied to downstream sectors
— Multiple Industrv coverage




Daily Show

. Nearle/ everP/ maj| or ort
targe ed rom
Singapore.

« Comprehensive supply
chain targeting

» Mostdownstream sectors

« /0+ domains and
servers

« 1500+ victims and
counting

* More than 15Gb of
credentials, screenshots,
and documents
recovered to date.

_



Main targets?

Raw Transportation  Processing Inbound  Manufacturing  Outbound
Materials Logistics & Distribution  Logistics

s 2

Daily Jon

— Supply Chain

N
* Logistics & I
— Maritime Transport V/]\N

e Manufacturing

— Materials

 ERP / Procurement

— All of the above Daily Mom

e

Daily Show



That one email deployed Kazy

 Widely deployed
e Long used (2010)

e Many variants:
— Hawkeye
— Predator
— Cyborg

Some with zero AV
detection

keylogger

Home Products Malware Research Suppo

Home > Threat Database > Trojans > Kazy Trojan

Kazy Trojan

By SpideyMan in Trojans User Rat

Sl'lnare:D n” u‘ mﬂn

Kazy Trojan Description

The Kazy Trojan is 2 malware threat that first surfaced in 2010. According to E
associated with a variety of different criminal activities, including keyloggers, p
only as strong as its payload. This is because the Kazy Trojan is a dropper Troj
computer systems. Criminals can use the Kazy Trojan to install practically any |
including but not limited to spyware, adware, remote access tools, Keyloggers,
all kinds. The best way to protect yourself from the Kazy Trojan is by preventir

Preventing a Kazy Trojan Attack

There are several things you can do to prevent a Kazy Trojan infection. The mi
reliable anti-virus program and a firewall. Your security software should be fulk
updates to its virus database. To protect yourself from the Kazy Trojan, it is als
maost Trojans, the Kazy Trojan cannot spread on its own. Kazy Trojan requires
directly or through another malware infection. This is why the Kazy Trojan is cl
deceptive practices.

The Kazy Trojan and the 'Safe Password Generator'



Exploiting others

Maritime Shipping Companies
Logistics Companies
Manufacturing — QOil and Gas
Chemical and Pharma

Ener

Customs Offices

Real Estate (Financing)

Financial systems also targeted:




What do we think it is??

What do they want?



Intelligence
(High Confidence: 75%+)

This TTP offers a full view
of all happenings in and
around major world ports.

- Military? Unrest in the

middle east requires to j!l. EI!'I']"-i I'M_g EE-EH SIEHTED

need to monitor a in this quarler s
comings and goings of _ ENGAGING IN THE UNLAWFUL ACT OF

troops, aid, logistics.
o SMUGGLING

operations are : :
becoming more high wheseever com by ::aj'-:l-rﬂr...ﬂmn_
beadimg o the captare of this ship

tech.
- Commercial? Many OF 188 Crew «uld
el e A e Bl :.I'-..1--

routes include Oil & £ 500 m

Gas.
'."'r\.--l 'l|:|':| |"J_‘.\..-'.I-'i.‘|" .:l::.-.-\. s g

This 197 dap ol Octeler 1782

e Drugs?




Commodities/
Front-running

(Medium Confidence:
50%+)

This TTP offers inside
knowledge on large
procurements of raw
materials

Targeting of
procurement officers
and purchasing
platforms

Targeting of traders
and trading companies

Manufacturers are
large consumers of
raw materials

“Everything counts in
large amounts”

Welcame s STALA




Drugs
(Medium — High
Confidence: 50-75%)

This TTP would allow full | ™~ ,
access/manipulation of Opiates
documentation needed

move drugs and transfer
money.

India:

* Antwerp attacks
followed similar TTP

* One person has been Chemicals
. . . Cocaine
identified using a -
similar TTP

* India and
pharmaceutical nexus
suggests the need to
move drug precursor
chemicals

Precursor

Major Trafficking Routes Growing Areas
m— piates N o opium pappy
—COCEINE © oot G4 THIS81AI (RO0350) 1




Oil & Gas

(Low to Medium
Confidence: 25-50%)

State sponsored or
corporate espionage,

monitoring shipping lanes,

competitors.

Froma geopolitical
perspective, increased
Qil & Gas distribution
into the EU and Nordics
is highly prized. Lower
prices rec;uwes higher
volume of salesto
balance national
budgets. Control of the
Black Sea, Red Sea,
Suez Canal become
critical.

Other routes include
LNG movementto S.
Korea, Singapore.

= = - - . L | .I o | Y
3 .- % w.‘:\ |
We have also observed a Nigerian nexus but are unclear on ""‘ -

involvement. Nigerian targeted victims include:




Real Estate,

Investments, W W—
Construction, l ) -
Loans 1
Low Confidence: This TTP may ' L
be used to smuggle low cost or Laade \ hf : --"":'"'-:".'- L
sub-par building materials. :_'-ft _ el : r |
™ g B F ]
el T AR
High Confidence: The ww n LUALLLILAL
Financial community is w1 w1~ MO N
targeted in relation to Real : mmw
Estate Holdings —holdings : : \ ‘Mm“ -
in the UAE and Iran. w0 N g WO MR n T e
W ¥ o T RIS W
[ 14
| | ekl O W WY
e i o e Oy B VTR W W
Nigerians are said to be i rRITEN D ':- VUV W -
one of the largest holders v ' "':' e B LT T L O R
of the debt. Additionally, o el S Ly
Nigerian scammers appear 1 amIWTEE Yy ‘. “ L
to be taking advantage of w g W e R Wy
money movement. v l.’“';:‘.“‘“ LIS b
w1 v v YO R T v




More
widespread?
Air? Rail?

This TTP could easily have
been spread to other

shipping/logistics
organizations.

While not witnessed directly,
nearly all of the logistics
companies and agents offer
full service shipping, not just
maritime. The possibility
that this includes other
modes of shipping/logistics
is very real.

Access to customs, gac.com,
one rail system (witnessed
by Wapack Labs) could
justify an assessment that
this is more widespread than
just maritime.

vy _




LESSONS LEARNED




Lessons
learned

Strong passwordsare
meaningless without
layered defenses.

+ Emails sent
appeared legitimate

+ Usersclickedon
what appearedto be
a legitimate
attachment

+ Targets propagated
exponentially once
in, but only specific
users were hit.

+ Each ofthese
targeted users had
keyloggers installed

TYPE

email
email
email
email
email
email
email
email
email
email
email
email
email
email
email
email
email
email
email
email
email

PASSWORD
knj88445678
lgaz@wsx#edcSriv
DxR28283Cf
leesk6266
5jdj2860
adam12345
2323 @8Mj
vbnvbn
J6757ux5
16757uxb
sukses50001
louis
2015ZEUS@#S
9051945
Fktrctq165
Ray@neill1960
unilogops1
Kas@2014
Kk123456
kqEst@2014
1023RAZA1023RAZA



implements functions of aeder Procurement (SRM
LeSSO n S plasc emuent, crdder achinchulrag, shupperag t }
e wRCing, Sales HII"T{E;—LW with support for I I
e i et pmepiet ]
learned S
Il
ERP and other Cust ces (CRM
‘horizontal’ systems ustomer services ;
= Anyne it wre)
dre hlghlyI chEtEd Capture and maeriain Cutoms COmr T 1o information Focu on eaternal strategins PTOC'I.IEtlﬂl'I {PLMJ
i v, TacilEate T i o
targEtE C 4: “u"-flilff-"l a I: L LFY 2 W“mmm
Il thve i turing Caped ity and
. rratorial nesource. & a evoived
Business Intelligence e-Commerce || fomtheme

+ Enterprise Resource

Planning Whsrcrsy oo endsis Contd wanhcune procesis sod
applications touch wnage and o costs with | S—mme———
nearly everythin tsieaeim o  cwlenges _‘m"!!'“‘.*'! ,
Y rything et 4
* Onetargeted Enterprise asset = |
computer offers management - Distribution (SCM)
Corporate performance 9 - .
accessto many P Pe ik
internal capabilities and governance
+ Because ofits Human Resource _ -
complexity, it is also Masntain a complete evmployee - | []
the hardest system T e i :
to protect.

Il ERP Il modules




Personnel
(physical and
information)
Security
matters.

Hotels are monitored for
movement of ships
personnel.

Many examplescan be
found online. As an
example, in an unrelated
event, hackers targeted
senior executives
travelling across Japan,
China and Russia, using
a keyloggerto steal
logins for Google,
Facebook and Yahoo

services. (SOURCE:
theguardian.com, 10 Nov 2014)




Logistics and
are easy (and
highly prized)
targets

Heavy cyber victim
count in Egypt suggests
full monitoring of all
activity in and out of the
Red Sea and Suez
Canal.

Others include routes
infaround the Black Sea,
Sea of Azov

Madilemraoneon Sea

Ship Waokes




The Easy Button..

Why “hack the hard way’...
« Commercial malware works
« Zero AV detection
« CHEAP!
« Anonymous infrastructure providers
« Convincing social engineering
» “little fish” can easily catch big ones




Want more information

RED SKY

« Wapack Labs

» Search “Daily Show” on
cms.wapacklabs.com

* On Red Sky Alliance

* Search Security

Intelligence for “Daily
Show”

* Weekly Wolfpack -
Introducing Daily Show

* Wapack Labs 3.18.15
CTI&A The Daily Show

Agenda.pdf ALLIANCE
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