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The Open Internet
What was that about again?
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Security, stupid
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Where the rubber meets the road.

12
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One goal of the workshop is to 
improve mutual awareness of 
the participating organizations, 
to understand their roles, and 
improve communication 
between them.  A key outcome 
of the workshop is to provide 
greater awareness of existing 
efforts to mitigate specific types 
of attacks and greater 
understanding of the options 
others have to collaborate and 
engage with these efforts.  
Another goal is to improve end 
user experience through 
stronger coordination between 
the security, operations, and 
research  communities.
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{
  "handle" : "2001:0DC0:2000::/35",
  "startAddress" : "2001:dc0:2000::",
  "endAddress" : "2001:dc0:3fff:ffff:ffff:ffff:ffff:ffff",
  "ipVersion" : "v6",
  "name" : "APNIC-AP-V6-BNE",
  "type" : "ASSIGNED PORTABLE",
  "country" : "AU",
  "parentHandle" : "2001:0DC0::/32",
  "objectClassName" : "ip network",
  "entities" : [ {
    "handle" : "DNS3-AP",
    "vcardArray" : [ "vcard", [ [ "version", { }, "text", "4.0" ], [ "fn", { }, "text", "DNS Administration" ], [ "kind", { }, "text", "group" ], [ 
"adr", {
      "label" : "6 Cordelia Street\\nSouth Brisbane\\nQLD 4101"
    }, "text", [ "", "", "", "", "", "", "" ] ], [ "tel", {
      "type" : "voice"
    }, "text", "+61 7 3367 0490" ], [ "tel", {
      "type" : "fax"
    }, "text", "+61 7 3367 0482" ], [ "email", { }, "text", "dns-admin@apnic.net" ] ] ],
    "roles" : [ "administrative" ],
    "objectClassName" : "entity",
    "remarks" : [ {
      "title" : "remarks",
      "description" : [ "DNS in-addr.arpa zone files maintainer" ]
    } ],
    "links" : [ {
      "value" : "http://rdap.apnic.net/ip/2001:dc0:2000::/35",
      "rel" : "self",
      "href" : "http://rdap.apnic.net/entity/DNS3-AP",
      "type" : "application/rdap+json"
    } ]
  }, {
    "handle" : "IRT-APNIC-AP",
    "vcardArray" : [ "vcard", [ [ "version", { }, "text", "4.0" ], [ "fn", { }, "text", "IRT-APNIC-AP" ], [ "kind", { }, "text", "group" ], 
[ "email", {
      "pref" : "1"
    }, "text", "security@apnic.net" ], [ "adr", {
      "label" : "Brisbane, Australia"
    }, "text", [ "", "", "", "", "", "", "" ] ], [ "email", { }, "text", "helpdesk@apnic.net" ] ] ],
    "roles" : [ "abuse" ],
    "objectClassName" : "entity",
    "remarks" : [ {
      "title" : "remarks",
      "description" : [ "APNIC is a Regional Internet Registry.", "We do not operate the referring network and", "is unable to investigate 
complaints of network abuse.", "For more information, see www.apnic.net/irt" ]
    } ],
    "links" : [ {
      "value" : "http://rdap.apnic.net/ip/2001:dc0:2000::/35",
      "rel" : "self",
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"Registry Operator shall implement a new standard supporting access to domain name registration data (SAC 051) no later than one hundred thirty--five (135) days after it is requested by ICANN if: 1) the IETF produces a standard (i.e., it is published, at least, as a Proposed Standard RFC as specified in RFC 2026); and 2) its implementation is commercially reasonable in the context of the overall operation of the registry."
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This is not a 

representation of 

the proposal

http://www.internetsociety.org/who-makes-internet-work-internet-ecosystem

just a mental model

http://www.internetsociety.org/who-makes-internet-work-internet-ecosystem


RIPE CRISP Team Members, 12 May 2015

Overview of the process
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Mutually Agreed Norms for 
Routing Security (MANRS)

Stimulate visible improvements in security and resilience of Internet Routing by changing 
towards a culture of collective responsibility 



Collaborative Security | 18 June 2015

common problems to be addressed
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coordination and collaboration between network operators

 1 The organization (ISP/network operator) recognizes the interdependent      
nature of the global routing system and its own role in contributing to a 
secure and resilient Internet. 

 2 The organization integrates best current practices related to routing      
security and resilience in its network management processes in line with 
the Actions. 

 3 The organization is committed to preventing, detecting and mitigating      
routing incidents through collaboration and coordination with peers and 
other ISPs in line with the Actions. 

 4 The organization encourages its customers and peers to adopt these      
Principles and Actions.

Principles
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Prevent propagation of incorrect routing information.

Prevent traffic with spoofed source IP addresses.

Facilitate global operational communication and coordination between 
network operators.

Facilitate validation of routing information on a global scale.

Acti
on 1
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on 2

Acti
on 3

Adva
nced

 

Acti
on 4
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