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Background�

•  Energy Sector in Poland�
•  The object is one of the 

companies �
•  Initial interest in having IRT�
•  CERT Energa�



Background�

•  National Critical Infrastructure 
Protection Programme�
•  Recommendation 2.8.2.10 �
•  To establish CERT�
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Background�

•  Incidents�
•  Only ICT domain �
•  Malware�
•  Phishing both sides�
•  Targeted attacks �
•  „Twitter” stock exchange 

attacks �

•  Not recognized OT domain �
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Methodology �
8 steps by CERT/CC �

STEP	
  1	
  
O
bt
ai
n	
  
M
an

ag
em

en
t	
  

Su
pp

or
t	
  a

nd
	
  B
uy
-­‐In

	
   ST
EP
	
  2
	
  

ST
EP
	
  3
	
  

ST
EP
	
  4
	
  

ST
EP
	
  5
	
  

ST
EP
	
  6
	
  

ST
EP
	
  7
	
  

ST
EP
	
  8
	
  



Methodology�

•  ENISA Good Practice Guide for 
Incident Management �



Methodology�



Methodology�

•  SIM3 - Security Incident 
Management Maturity Model � 0	
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Challange #1 �
Formal regulatory mess�

•  Personal data protection�
•  Classified information�
•  State level �
•  Company level �

•  National Cybersecurity Policy�
•  National Strategic Plan For 

Protecting Critical 
Infrastructure�



Challange #2 �
Documentation �

•  Different documentation in all 
campanies �
•  A lot of documents �
•  Inconsistency�
•  No clear rules about incident 

reporting schema�
•  In fact – many changes 

needed�

Picture:	
  hQp://rcmguy.com/	
  



Challange #3 �
Heterogeneous ICT environment �

•  ICT�
•  OT�
•  Various ICS systems�
•  Outsourcing�
•  Remote access �

•  2 SIEMs�
•  2 SOCs (?)/NOCs�
•  2 Teams�
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Challange #4 �
Distributed security roles �
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Challange #5 �
Internal politics�

•  The first question was:�
•  Where in the organizational 

structure the CERT will be 
situated?�
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Best Practice #1 �
Use their knowladge about crisis management �
•  They work in crisis 

management situations almost 
all the time�
•  Recognize the existing 

processes and try to find 
specific things for 
cybersecurity�



Best Practice #2 �
Ensure ICT and OT technical competences�

•  Do not build only coordination 
center without technical 
knowladge�
•  You do not need your technical 

knowladge operationaly but you 
must understand to incident and 
have common language and 
esteem for technical partners �
•  Ensure access to technical tools – 

e.g. SIEM �
•  Do not propose IPS in OT 

environment �
•  Make simple port scanning�

Picture:	
  hQp://tenabla.com/	
  



Best Practice #3 �
CSIRT SERVICES are your foundations �

•  You learn the organization �
•  They learn a CERT concept �
• Make a survey�

What	
  services	
  do	
  
you	
  serve?	
  

What	
  services	
  you	
  
would	
  like	
  to	
  serve?	
  

What	
  services	
  your	
  
cons1tuency	
  need?	
  



Best Practice #4 �
Work with workflows�

•  In sophisticated organizational 
structure this is the best to 
identify parties and tasks �
•  Take main types of incidents 

and work with them�
•  Use graphics rather then text �



Best Practice #5 �
Recognize a structure of regulations�

•  Use an umbrella document to 
introduce CERT in the 
organization �
•  Focus on regulations relate to 

incident response but not the 
whole security�
•  Find existing regulations�
•  Add regulations�

•  Try to put CERT as high as 
possible �
•  Separation of IT and CERT -> 

MUST�
•  Separation of IT security and CERT 

-> recommended�
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Best Practice #6 �
Use this time to introduce metrics �

•  Number of incidents�
•  Classification �
•  Reaction times �
•  etc�



Best Practice #7 �
Keep asking and implement answers �

•  Prepare the final document 
backbone at the very begening 
and feed it with your findings 
all the time�
•  Give an open acces to your 

partners at organization side�
•  Document all Q&A as the 

special chapter�
•  Start your project diary�



Best Practice #8 �
Have friends of your idea�

•  Tell nice stories about CERT�
•  Inspire by the picture of future 

CERT in the organization �



Best Practice #9 �
Avoid politics�

•  Just listen them�
•  Do not change your pragmatic 

plan�
•  Do not write the most 

important document yourself�
•  They will do it better�
•  They know the organization 

wording �
•  They will learn more about 

what they are building �



Best Practice #10 �
Build the external contacts�

•  Build the external contacts 
from the very begening�
•  Sectorial �
•  Country level �
•  International level �

•  Explain how these 
communities work�
•  Start to share information – 

having live cases during the 
process only can help you�

�



Best Practice #11 �
Understand the organization �

�
�
�

Beer Trusted Party J �



Thank	
  you!	
  
	
  
QuesGons?	
  
miroslaw.maj@cybsecurity.org	
  
miroslaw.maj@comcert.pl	
  


