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W H AT  A D VA N TA G E  C A N  K N O W I N G  
T H E  O R I G I N S  O F  A  M A L I C I O U S  
B I N A R Y  G I V E  Y O U ? ?

• We can apply past analyses of motivations and 
capabilities of adversary 

• Connect disparate events into one whole picture 

• So what’s the best way to connect the dots?



A G E N D A

• Methods to connect binaries 

• Getting a test dataset and 
ground truth 

• Results 

• Sample clusters found 

• Takeaways and Future 
direction



W H AT  I S  T H E  B E S T  WAY  T O  
C O N N E C T  S I M I L A R  B I N A R I E S ? ?

• Imphash— md5 hash of the import 
table 

• ssdeep— Context triggered 
piecewise hashing 

• SDhash— Bloom filters
How to : 

1. Get non-trivial dataset of binaries related to targeted 
campaigns 

2. Establish ground truth without static/dynamic analyses of 
hundreds of binaries? 



G AT H E R I N G  D ATA

• Published Jan-March 
2015 

• e.g. “Project Cobra 
Analysis”, “The Desert 
Falcon Targeted 
Attacks”

• Extract MD5s 

• >10% Malicious 
on Virus Total

MD5s Similarity Metrics

• Calculate for each 
binary 

• Import hash 

• ssdeep 

• SDhash
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APT Whitepapers



A S S E S S I N G  C O R R E L AT I O N S

Are these malware related?



{Actor Names, 
Campaign Name, 
Malware Families, 

Aliases}

APT1 APT2

{Actor Names, 
Campaign Name, 
Malware Families, 

Aliases}

A S S E S S I N G  C O R R E L AT I O N S



• No one method 
found all the 
correlations 

• Imphash had the most 
false positives 

• Sdhash had maximum 
recall 

• Both ssdeep and 
SDhash had near 
perfect precision

S U M M A R Y  R E S U LT S

Recall Precision



I M P H A S H E S



• 4 0 8  T R U E  C O R R E L AT I O N S  

• 1 7 2  FA L S E  P O S I T I V E S  

• H I G H  F I D E L I T Y  T R U E  P O S I T I V E S  

• 2  C O R R E L AT I O N S  A C R O S S  C A M PA I G N S  B Y  T H E  
S A M E  A C T O R  

• N O  C O R R E L AT I O N S  B E T W E E N  D I F F E R E N T  
V E R S I O N S  O F  T H E  S A M E  M A LWA R E  

• N O  C O R R E L AT I O N S  A C R O S S  PA R T S  O F  T H E  K I L L  
C H A I N  W I T H I N  C A M PA I G N

I M P H A S H
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I M P H A S H



I M P H A S H

• S A V  s a m p l e s  c i r c a  2 0 1 1  
• U s e d  b y  t h e  W a t e r b u g  

A t t a c k  g r o u p   
• A K A  T u r l a / U r u b o r o s

• V e r s i o n  1 . 5  o f  C o m R A T  ( T u r l a  
A t t a c k e r s )  

• C o m p i l e d  o n  M a r c h  2 5 ,  2 0 0 8  
• O t h e r  v e r s i o n s  o f  t h e  R A T  i n  t h e  

d a t a s e t  w e r e  n o t  c o n n e c t e d

• W i p b o t  2 0 1 3  S a m p l e s  
• U s e d  b y  t h e  W a t e r b u g  

a t t a c k  G r o u p  
• C o m p i l e d  o n  1 5 - 1 0 - 2 0 1 3  
• A l s o  r e f e r r e d  t o  a s  T a v d i g /

W o r l d C u p S e c / T a d j  M a k h a l



I M P H A S H



I M P H A S H

• B o t h  s a m p l e s  o f  C o m R A T  
• A s s o c i a t e d  w i t h  W a t e r b u g  G r o u p  

a n d  T u r l a  A t t a c k e r s  r e s p e c t i v e l y

• S a m p l e s  o f  t h e  C a r b o n  M a l w a r e  
• R e l a t e d  t o  P r o j e c t  C o b r a  a n d  T h e  

W a t e r b u g  A t t a c k  G r o u p



I M P H A S H



I M P H A S H

• C r e d e n t i a l  s t e a l e r  a n d  d r o p p e r  
f r o m  O P  A r i d  V i p e r  

• V s .  D r o p p e r s  u s e d  b y  A t t a c k s  
o n  t h e  S y r i a n  O p p o s i t i o n  
F o r c e s  

• N o  c o m m o n  a t t r i b u t i o n  o r  
K N O W N  l i n k

• B i n a r i e s  f r o m  S I X  d i f f e r e n t  
c a m p a i g n s  

• N o  c o m m o n  A c t o r  o r  M a l w a r e  
F a m i l y  

• D i f f e r e n t  p a r t s  o f  t h e  K i l l  c h a i n  



I M P H A S H



S S D E E P



• 8 5 6  T R U E  C O R R E L AT I O N S  

• 0  FA L S E  P O S I T I V E S  

• 1  C O R R E L AT I O N S  F O U N D  C O N N E C T I N G  
C A M PA I G N S  B Y  T H E  S A M E  A C T O R  

• S E V E R A L  C O R R E L AT I O N S  B E T W E E N  
M I N O R  V E R S I O N S  O F  S A M E  M A LWA R E  

• N O  C O R R E L AT I O N S  A C R O S S  PA R T S  O F  T H E  
K I L L  C H A I N  W I T H I N  C A M PA I G N

S S D E E P
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S S D E E P



S S D E E P

• W i p b o t  2 0 1 3  
• U s e d  b y  t h e  W a t e r b u g  

a t t a c k  g r o u p

• C o r r e l a t i o n  a c r o s s  m i n o r  
v e r s i o n s  o f  C o m R A T  

• C o m p i l e  d a t e s  s p a n  o v e r  3  
y e a r s

• S A V / U r u b o r o s  s a m p l e s  
• U s e d  b y  t h e  W a t e r b u g  

A t t a c k  g r o u p   
• T i m e s t a m p e d  2 0 1 3



S S D E E P



S S D E E P

• B a c k d o o r s  u s e d  i n  O P  
D e s e r t  F a l c o n  ( K a s p e r s k y )  

• 6 3 0  C o r r e l a t i o n s .  A v e r a g e  
s i m i l a r i t y  s c o r e  w a s  3 5 . 1 3  

• D i f f e r e n t  V e r s i o n s  o f  C a r b o n  
M a l w a r e  c o m p l i e d  i n  2 0 0 9  

• F r o m  P r o j e c t  C o b r a  a n d  
W a t e r b u g  C a m p a i g n s .



S S D E E P



S S D E E P

N O  FA L S E  P O S I T I V E S



S D H A S H



• T H R E S H O L D = 1 0   

• 1 4 1 2  T R U E  C O R R E L AT I O N S  

• 3  FA L S E  P O S I T I V E S  

• 1  C O R R E L AT I O N S  F O U N D  C O N N E C T I N G  
C A M PA I G N S  B Y  T H E  S A M E  A C T O R  

• S E V E R A L  C O R R E L AT I O N S  B E T W E E N  M I N O R  
V E R S I O N S  O F  S A M E  M A LWA R E  

• 1  C O R R E L AT I O N S  A C R O S S  PA RT S  O F  T H E  K I L L  
C H A I N  W I T H I N  C A M PA I G N
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S D H A S H

• C o r r e l a t i o n  b e t w e e n  D r o p p e r ,  S t a g e  1 ,  S t a g e  2  a n d  
I n j e c t e d  L i b r a r y  o f  C o b r a  C a m p a i g n  

• H i g h  s i m i l a r i t y  w i t h  C a r b o n  T o o l  u s e d  b y  t h e  W a t e r b u g  
g r o u p  

• W i d e l y  v a r y i n g  A V  l a b e l s  e v e n  c o n t r o l l i n g  f o r  v e n d o r  
• C o r r e l a t i o n s  m a d e  b y  s d h a s h  o n l y

• S A V / U r u b o r o s  s a m p l e s  
• 3 0  d i f f e r e n t  B i n a r i e s  c o m p i l e d  

o v e r  3  m o n t h s  i n  2 0 1 3  
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S D H A S H

• B a c k d o o r  u s e d  b y  O P  D e s e r t  F a l c o n  
• V s .  S c a n b o x  s a m p l e  ( k n o w n  t o  b e  r e l a t e d  

t o  A n t h e m  a t t a c k s  a n d  D e e p  P a n d a )  
• N o  k n o w n  r e l a t i o n s h i p  b e t w e e n  t h o s e  

a c t o r s / c a m p a i g n s / m a l w a r e  f a m i l i e s

• “ H t t p B r o w s e r ” m a l w a r e  
u s e d  i n  A n t h e m  a t t a c k  

• “A m m y A d m i n ”  t o o l  
u s e d  b y  t h e  C a r b a n a k  
g r o u p



S D H A S H



W H AT  N E X T ?

• Imphash, ssdeep, SDhash— which is best? 

• It pays to know your adversary 

• APT binaries may share code within campaign and 
actor— Code similarity can be used to connect 
binaries from the same source. 

• Connections can help make strategic decision to 
respond to an adversary, NOT infection.



A C K S / Q & A / T H A N K S !

@bsoman3, bhavna.soman@ {intel.com, gmail.com}

• Chris Kitto and Jeff Boerio for 
helping me make better slides. 

• Wonderful folks that write 
Security white papers 

• @kbandla for creating and 
maintaining APTNotes 

• Virus Total for the great data 
they provide

http://intel.com
http://gmail.com

