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Storm Builder for Security Intelligence
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Connecting information, delivering intelligence 9 §
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Our Employees Sinfonier

* Mostly:

» Telco engineers

« Computer Science
* Engineers

» Science or Scientist people




But there also space to: Sinfonier

* Lawyers

 Business
administration

* Economist
* Psychologist
 Philologist
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24 a LEARN  TEACH
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)l‘fzéou cge ypu can@ Choose

J the course of your life.”

Chrls Bosh

v Unfortunately yet not everyone knows to code
v'Fortunately everyday schools are getting it should be one more basic class




But... Why we need to code? Sinfonier

June 2015 Cover

* Hot topic
« +- 2020 Digital natives workforce

feport Satetise

class Tsasel)
*TTI000 write docs hece™"
dof __inde__(salf, "*kvargs)
# TO0D: Yalidate fngut
solf, __dict . wpdetel(ksargs)

oLy RPN S R How we are introducing code in our kids?
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® That price s only USD;
# 7000 figere owt International gricing/currencies
pages~112,
pubdatesdatet ine datetima (2015, 6, 15),
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If You Can’t Read This, You Better Read This
Code: An Essay oo




The need of visual coding Sinfonier
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ESinfonier

Real Time Processing
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Sinfonier

5 STORM

“Apache Storm is a free and open source distributed real time computation system.
Storm makes it easy to reliably process unbounded streams of data, doing for real
time processing what Hadoop did for batch processing. Storm is simple, can be
used with any programming language, and is a lot of fun to use! “

http://storm.apache.org/

L—.mu__



http://storm.incubator.apache.org/

Where used Sinfonier

Weather webMD Al‘g@%c - mFullContact - YAH JAD AN

Channel

W S
Flipboard
pa rcy i?ibagoclﬁ H‘c‘)‘l‘id’a\ayCheck.com and many

A Xero

(\’ Cerner Aerls Balﬁﬁﬁ
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Sinfonier

5 sTORM

« Extremely broad set of use cases
« Scalable

* Guarantees no data loss

» Extremely robust

* Fault-tolerant

* Programming language agnostic

L—.mu_;_
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Sinfonier

Le chiffonnier est un meuble a
tiroirs apparu sous la Régence. Il
est destiné a ranger le linge. Il
est le plus souvent plus haut que
large et possede généralement
un marbre en guise de dessus.




Yelefonica Sinfonier

Sinfonier is a change in the focus in respect
to current solutions in the area of processing
information in real-time. We combine an
easy-to-use interface, modular and
adaptable, and we integrate it with an
advanced technological solution to allow you
to do the necessary tune up suitable for your
needs in matters of information security.

Sinfonier is borne out of the cooperation and
knowledge, where any work can be re-used
and the efforts are done in improving the
processing and collection of the new
information which is generated.

\.h-mﬂu_z—




“felefonica Our Open project to stream processing Sinfonier

Drag & Drop Automatic Storm
Interface Deploy API Cluster

®+@+®=0
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Visual Progamming Sinfonier

PUDLLC SLallic VOLd maangouran BL1 aIrgs) wirows cxcepuoaion L

TopologyBuilder builder = new TopologyBuilder();

builder.setSpout(“word”, new TestWordSpout(), 1©);
builder.setBolt("exclaiml”, new ExclamationBolt(), 3).shuffleGrouping(“word”);
builder.setBolt("exclaim2”, new ExclamationBolt(), 2).shuffleGrouping(“exclaimi™);

Config conf = new Config();
conf.setDebug(true);

if (args != null && args.length > 8) {
conf.setNumWorkers(3);

URL * http-//www.google.es/ale
Frequency (sec.) " 300

StormSubmitter.submitTopologyWithProgressBai
}

else {

LocalCluster cluster = new LocalCluster(); Q 3 N
cluster.submitTopology(“test”, conf, buildei
Utils.sleep(1©800); Field url - ‘
cluster.killTopology(“test"”);
cluster.shutdown();

Replace P

WordpressVersion wpversion




Modules Sinfonier
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Sinfonier

Topology life cycle

Modules (94)

TOP MODULES MY MODULES NEW MODULE +

Date from |yyyy-mm-dd

Name | Owner

Show deleted ) Inapropiated 1 Informer

DomainRankingAlexa
bolt

Entity: clamain @

Status: private -_-/I

Language: Python

Code URL:

https://gist.github.com/pejema

/92694487 cfcoeT aBbobs

Description:

Alexa provides global rankings on 30 million
websites. With this bolt, we obtain global
rank, country rank and owner of domain if it
is found.

Fields:

MName: Label Type

field Field string

Remove from my tools l_"

Tweet

Type: drain
tweet
private
Java

Code URL:
https://gist.github.com/ffrdnz
/2736b50a568749eda1ca

ption:

Description:
Tweets the content of a json's given field

Mame Label Type:
Consumer
consumerkey Key string

Remowve from my tools ‘f_

ype: spout
rssltem ATOM
Status: published

Language: Java

I .figist.github.com/frdnz
/13041 cadBbe23a19291f

Description:
Consume Atom Feed Documents.
httpiwaw.w3.org/ 2005/At0

Label Type

url URL uri




Topology life cycle Sinfonier

DASHBOARD TOPOLOGIES MODULES USERS EDITOR
(@ New |giyg Load || Save | (@ Delete (@ Help | & Run | (g Zoomin | (< Zoom out

Modules [<]
Spouts - Properties -
|Enter a title [
ﬁ RSS Title - ter a title
Tag [Enter a tag |
=' Twitter
&% CVEDetails C
-
& Dummy al lvaS Description /
i‘l FEED Minimap -
=E IrcReader

2% JDBCRead
E‘l JSONarray

=E LogTrust
* POP3Feed

-':1 ShodanSearch
Bolts

Filter
FlatJson

Rename

ShortUrl




Topology life cycle Sinfonier

Topology Wordpressrss

Wordpressrss (oc

Descripiion GoogheAlen I
Mo description vet IEmgaA;?P&rsar . g
Sharing L FILPars—arJ\ .
private ,f""_h'_— N
Tag: [Rename Wordoressy rsruL | .-"‘_\I
undefined iP2LatLon A/ WPEcunWofdpmn
Updated D”d‘m"”ap AcdField
26 days ago doinFleide
Last Execution: I
naver Webthumbnail
Created by firanz at Fri Jul 18 2014 00:47:16 GMT+0200 (CEST) T
Inumanardi:wmmlmawmﬁm‘mf’m" DucksBoardTimeline |

InsgriMongo |
Use as template




Advantages

Sinfonier

Collaborative
scheme

Enable automation

through actionable

intelligence thanks
to a flexible
integration
framework

Facilitate
generation,
enrichment and
dissemination of
cybersecurity data

Leverage on
structured
cyber security
data output
normalization







Some Modules

Remove from my tools ’_

Webthumbnail

Vpe: bl
Entity: ur
published
Java

hitps://gist.github.com/firdnz
/beldfdeddladasfeasbe

Descripticn:

Webthumbnail.org offers a simple to use AP
for generating website screenshots on
demand. Add screenshot field.

Remove from my tools ’_

DucksBoardStatus
VPE drain
unknown s
Status published
anguage: Java

github.com/firdnz
a7c6ad0cB5c2e509

Display the status of an item in your
Ducksbeard.

Remowve from my tools ’_

ShodanSearch

vpe spout
Entity ip %
Status: published
Java

hitps.//gist.github.com/firdrnz
feB194deB9fdaT 32c0a4f

Nias

h Shodan using the same query syntax
as the website and use facets to get
summary information for different properties.
Emit each new match itern.

Remove from my tcols ’_

TwitterUser

spout ﬂ
Entity tweet 5
Status published @
Language: Java

Rééi—timé updates of all data from user
timeline.

Remove from my tocls ,_

LinkedINUserParser

vpe balt
Ertity user
Status: published

Language: .Java

Code URL

hitps:.//gist.github.com/firdnz
f2cT31a33535ce7c81003a8

[ T L
ESCrpno

Get user info from public profile URL

FRemove from my toclks ’_

InstaPush

Vpe drain
Entity unknown ‘gt
Status: published

nguage: .Java

https://gist.github.com/firdnz
{19e37 42807 1655f0faak

d push using instapush.im events.
Meeds a frackers list, each element match
with a json received fields and an event tifle.

Remove from my tools 4
CSV
WD spout
E Lnknowr
Status private
Langu Java

ps:fgist.github.com/firdnz
/399461 800dei6i032314

SV file and emit each line into a JSOMN
object. Key list are key names for comman

separated vallues.

Remove from my tools ’_

VirusTotallP

DE! bolt -

ol & L=

hitps://gist.github.comyfirdnz
fB538194d9cT7E8304eabd

Dies fion:
Retrieve a report on a given IP address
{including the informaticn recorded by

VirusTotal's Passive DMS infrastructure)




Some Modules

Sinfonier

Femove from my tools ’_

DomainTLD

Type: bolt A
Entity: domain WWW
Status: published v
Language: .Java

gist.github.comdfirdnz
/45edfcSe3909f13c55E

Descriptic
Get TLD r'n:urn Domain using Google
InternetDomainMame Class.

hitpe//docs. guava-libraries.gocgleccde.com
/git-history/release/javadoc/index. htmi

Remove from my tocls ’_

LogTrust

ype spout
Entity unkrowT
Status: published |ﬂgi|"UST

Java

UR
https://gist.github.com/ajsanchezsanz
f3cH5e1a48d3d3802112b

Read LogTrust AP1 and retrieves info

Remove from my tools f_

HibpwnedAccount
Type: bolt

user

published

anguage:  Java

hitps:/fgist.github.comifirdrz
3::1].,—— 82ccez0ddz17ia

Des -
Gettlng aJI breau:r'es for an account.

Remove from my tools ’_

JSONarray

TVpe: spout

unknown

published

© Jdava

hitps://gist.gthub.com/firdnz
/5i444345d78e42c502a6

D

Ccnsu me JSDN Array from server. [(3,0,...

Remove from my tocls ’

FreeGeolP

Status: published

age: Java

hitps://gist.github.coméfirdnz
/BE3abdB93435bBd57 108

Dies
Rec:ewesa }son with a field to be
geclocated, and returns the same json with
latitude and longitude fisld. Uses free
websenvice from FreeGeclP (10.000 gueries
rate limit shared by Sinfonier usad). If it could
not determine location, both fields will return
as 0.0

Remove from my tcols t_

CVEDetails

spout

CVE Details
unknown -

status published

uage: Java

github.com/firdnz

f38actcl3e

éoréume JSON CVEFeed from
CVEDetails.com.

Remove from my tools f_

PeerReach

Type balt

Entity user

Status: published
Java

thu I::- \.c-"n firdrz
-~t:-5 G702

Gc:-r'.sur".lé. F;eer Reach APl Returrs a
detailed cvenview for a single user based on
a Twitter Screen Name.

Remove from my tcols l_’

RdataDNSDB

Vpe bolt
Entity domain

published o

Java

github.comvfirdnz
18e63fcbda

/668e5d1 :).’

Get Rdata from field. Domain, IP or Range
and RawHex supported.




Adding Knowledge: Modules Sinfonier

New module  Name: Your module name. Must be

Name | UpperCamelCase
Icon Nofile selected. ® |C0n: Add an image.
» Entity: In order to catalog.
Entty
Type Alows + Type: Choose your type of module. Spout,
parallel Bolt and Drain. Won’t be ch
P eting olt and Drain. Won’t be change.
Language » Language: Java or Python
Source iype Code UAL | e * Code: Url point to Gist.github.com
» Description: Describe what you module do.
Description .
* Fields: Declare your parameters.
Fields Add
Name [apikey l Label [APIKey l Type Required
Allows Variables

remove
Ticktuple Add

Libraries Add

LL_MM-I-—-




Adding Knowledge: Modules Sinfonier

github




Yelefoniica Sharing information - The need of standards rS' fonier

. ST|x|O%EE S

IODEFQ

TAXI| OpenloC» O
STIX¢Ti%

IODEFQpen|OC IODEF

Lh-mﬂ-l-_;—

CybOX




“felefonica Sharing information - The need of standards Sinfonier

Information Sharing Specifications for
Cybersecurity

TAXII™, the Trusted Automated eXchange
of Indicator Information;

STIX™ the Structured Threat Information
eXpression; and

CybOX™ the Cyber Observable
expression.

® https://www.us-cert.gov/Information-Sharing-Specifications-Cybersecurity
M‘_ﬂ_




But really what we see lately? Sinfonier

Mostly:
Not standards at all...

ZO(y Rejected due to
o) missing information

ACNS

Automated Copyright Notice System (ACNS) 2.0

ARF

Abuse Reporting Format

‘ (RFC5965)
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Time to Play
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Mobile Threats Sinfonier

- , -
- >
| |fQ]e|‘ Jsin'fonje/ DASHBOARD  TOPOLOGIES ~ MODULES  USERS

TOPOLOGIES | NEW TOPOLOGY +

My Topologies

DetectingEmbe ddedAPKs (Used as template 1 time)

Description: ASSAuth | B, |’m I {mm
eCrime 2015 Keynote: Join the phishing dots to detect s - — °&msmo
suspicious mobile apps W“m>\ .-..."“‘ \ - ~—r |
NaMORTm ) o w
Sharing: covri?iet-* —reeamar &\Qdé\
vat (8 comrrerl : . Ja-“ T
prvaie Publish o Js"ON'Fm'
= JAV&I&A%Q’E!_!"A_,_ Q""Eé'r'n“on\
18g: e A‘E}.—w Lo
undefined Bemoueneld_comment : E&mmy// )
Ro;\ama'_Q_/ — o
Sy T Cpatn s mont UvaMuliiig,
aday ago comment -gomimien Oonamnak\
/—Jnunuuln‘l'tlm oommem
_ast Execution Filtar s B m—— comment
DuckaBoardMan ent T pent
never comment - N
— Jﬂv’“‘e_‘)"" — 1
Created by citronio at Sun May 10 2015 17:28:58 GMT+0200 {CEST) el /=t s =
comment
comment

D EE KN

EmaillnjectorTacyct il

Description: DummylistSpout
No description yet o= —




Mobile Threats Sinfonier

1P [QCYl | DEsins carlos.diazhidalgo@telefonica.com

Search
EX |
Order by: | Relevants first % ﬁ

2,955,730 results found, 623,915 (21.11%) of them are now unavailable apps in their markets

Goog|e P|ay services ( Version 5089070 in Google Play )

) & Google Inc.| A Android

' Google Play services is used to update Google apps and apps from Google Play. This component provides core fu
] nctionality like authentication to your Google services, synchronized contacts, access to all the latest user privacy
_‘ settings, and higher quality, lower-powered location based services. ...

—

Goog|e+ ( Version 413666839 in Google Play )

& Google Inc. | 4 apps-help@google.com | A Android

Google+ is a free app where you can explore your interests, connect with people, and share things you're into. Fol
o low interesting people, experts and influencers to start getting great content in your home stream. You can also fi

nd content using the search box, trending hashtags, What's Hot, and ...
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Sinfonier

Global
Security Service Portals
q wn
Threat Detection c
Saqggara Dashboard GRC - O
Real Time Dashboard with: + Legal and regulatory compliance 8 )
Executive views with critical active incidents management - _S
and ticketing information : Risk management Antifraud Q c
Full overview of SLA performance and security Business process modeling = g
indicattors continuously available on the web Business continuity management (e 2
porta = h ith e
Configurable dashboards according to user needs szr:]ézgﬁglnet crf;t:?g:;dnsdv::dicators Vulnerablllty o.
Document Management System Management
QW™
Global £ %
BIG DATA - -9
Security Analytics Sinfonier ] 8
U =
X n

Global

n
\
N
7
v’
4

Em————— e — D
14

Local
Sagqgara CA/SC

e

N
& L,
N

Global

Security Web Portals

Tools, Processes and
People

Cybersecurity Services Managed Security

Services
| I

Global
Telefonica s Proprietary Technolog




ESinfonier

1]

Data Source

Select

saqq-
ticket

kafka

saqq-
security-
alarm

ESinfonier

N

2]

Process
data

MATCH
Alarm_id
In real time

—

saqq-
health-
alarm

Alarm_id

saqq-

ticket

Ticket_id
Alarm_id

e

Notification
Time =

Detection date

Detection . Notification date -

date

>

Notification
date

Saqgqara
Dashboard

Sinfonier

3] Produce
Results

% MNotification of Medium security incidents
01/03/2015 - 24/03/2015 v [T Calendar periods.

e 100%

400
2015-03-20
7| & Total security incidents medium priority: 59 .
» % Notification of Medium security incidents: 97.66%
00 Number of Medium Security alarms: 58 I 75%

200

100

0
2015-02-01
TIME

Dsta lact updated: 24 Mar 18:14

\/ 25%

Ticket Type: |
Service: RISK

ncident

M [TORING

we vill clozed the caze with a mazzive dizinfection in all affected computers.




Cyber Security Sinfonier

Ingestion M

Y e—m— N

Real Time / \
Processing
‘ Queue

\ 4

Persistence

LA

Analytics

O

Data
Exploitation
Visualization

Internal
Information




Fiware ESimfonier
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Join us
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Sinfonier-project Community E Sinfonier

Join us:

sinfonier-project.net

. @e_Sinfonier
o . J@ffranz @LeoAmorV
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‘ ‘ All knowledge is connected to all other knowledge.
The fun is in making the connections, ’

Arthur Aufderheide

Yelefonica




