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Community offerings: 

Commercial offerings: 

Risk Based Security – Who Are We? 
 



What’s IoT? 
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Internet of Things – Who Came Up With The Term? 
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Internet of Things – Definition? 
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“The Internet of Things (IoT) is a computing concept that describes a future where 
everyday physical objects will be connected to the Internet and be able to identify 
themselves to other devices. The term is closely identified with RFID as the method 
of communication, although it also may include other sensor technologies, wireless 
technologies or QR codes. 

 

The IoT is significant because an object that can represent itself digitally becomes 
something greater than the object by itself. No longer does the object relate just to 
you, but is now connected to surrounding objects and database data. When many 
objects act in unison, they are known as having "ambient intelligence.“” 

 

”The Internet of Things is a difficult concept to define precisely.” 
 

- Techopedia.com 
 

http://www.techopedia.com/definition/28247/internet-of-things-iot 

Internet of Things – Definition (Techopedia.com) 
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“The Internet of Things (IoT) is the network of physical objects that contain 
embedded technology to communicate and sense or interact with their 
internal states or the external environment.” 

 

- Gartner 

 
 

 

 

http://www.gartner.com/it-glossary/internet-of-things/ 

Internet of Things – Definition (Gartner) 
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“The Internet of Things (IoT) is the network of physical objects or "things" 
embedded with electronics, software, sensors and connectivity to enable it 
to achieve greater value and service by exchanging data with the 
manufacturer, operator and/or other connected devices. 

 

Each thing is uniquely identifiable through its embedded computing system 
but is able to interoperate within the existing Internet infrastructure.” 

 

- Wikipedia 

 
http://en.wikipedia.org/wiki/Internet_of_Things 

Internet of Things – Definition (Wikipedia) 
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“The fact that I was probably the first person to say "Internet of Things" doesn't give 
me any right to control how others use the phrase. But what I meant, and still mean, 
is this: Today computers - and, therefore, the Internet - are almost wholly dependent 
on human beings for information. 

 

If we had computers that knew everything there was to know about things - using 
data they gathered without any help from us - we would be able to track and count 
everything. 

 

We need to empower computers with their own means of gathering information, so 
they can see, hear and smell the world for themselves, in all its random glory. RFID 
and sensor technology enable computers to observe, identify and understand the 
world - without the limitations of human-entered data.” 

- Kevin Ashton 
 

http://www.rfidjournal.com/articles/view?4986 

Internet of Things – Definition (Kevin Ashton) 
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Internet of Things – So, What Is it? 
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1. Needs to be networked / connected 

2. Some capability of sensing and decision 

making without human interaction/control 
 

 

Many products have the word ”Smart” in their 

name or to describe its function 

Internet of Things – Definition (Conclusion) 
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Internet of Things – Examples (Everyday Life) 
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Internet of Things – Examples (Just because we can...) 
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Looking past all the hype, IoT does not just 
pertain to consumers. 

 

From a business perspective, it can:  

• help to cut costs 

• save time 

• improve productivity and efficiency. 

Internet of Things - Definition 
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Internet of Things – Process 

Image source: http://www.business2community.com/tech-gadgets/four-internet-of-things-trends-0273289 



N O T   J U S T   S E C U R I T Y  ,    T H E   R I G H T   S E C U R I T Y  

Internet of Things – Examples (Retail) 
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Internet of Things – Examples (Environmental) 
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Internet of Things – Examples (Your Network?) 
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Internet of Things – Examples (Your Network?) 
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Internet of Things – Why Should You Care? 
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• The analyst firm Gartner says that by 2020 there will be over 26 
billion connected devices… that’s a lot of connections (some 
even estimate this number to be much higher, over 100 billion).  

 

• “we expect the number of connected objects to reach 50bn by 
2020 (2.7% of things in the world)” - Cisco 

 
 

 

 

http://www.forbes.com/sites/jacobmorgan/2014/05/13/simple-explanation-internet-things-that-anyone-can-understand/ 

http://newsroom.cisco.com/feature-content?type=webcontent&articleId=1208342 

Internet of Things – Why Should You Care? 
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How many IoT devices are on your network today? 

 

How many of them do you know about? 

 

If they are not already on your company network, 

they will be soon! 

Internet of Things – What About YOUR Network? 



What’s The Problem? 
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Internet of Things – What About YOUR Network? 
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Internet of Things – What About YOUR Network? 
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Internet of Things – IoT IS Coming! 
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Even more Shadow IT, where unexpected  
 

BI/PD (Bodily Injury, Property Damage) - People 

can get hurt, and property can be damaged 
 

Real world impact - no longer 1s and 0s 

Internet of Things – How Is This Different? 
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Internet of Things – What’s In The News? 
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Internet of Things – What’s In The News? 
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Internet of Things – What’s In The News? 
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Internet of Things – Junk Hacking 
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Internet of Things – IoT Not Just In Your Garage 
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Internet of Things – IoT Connected 
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Internet of Things – Tripwire Study 
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Internet of Things – Tripwire Key Findings 

63% of executives expect business efficiencies 

and productivity to force adoption of IoT 

devices despite security risks 

 

46% say that IoT has the potential to become 

“the most significant risk” on their networks 
 

 

 

http://www.tripwire.com/company/news/press-release/study-critical-infrastructure-executives-complacent-about-internet-of-things-security/ 
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Internet of Things – Tripwire Key Findings 

59% of IT personnel working in medium- 

and large-sized businesses are concerned 

that IoT could become “the most 

significant security risk” on their 

networks 
 

 

 

 

 

http://www.tripwire.com/company/news/press-release/study-critical-infrastructure-executives-complacent-about-internet-of-things-security/ 
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Internet of Things – Tripwire Key Findings 

 

Less than ¼ of IT professionals are 

confident in the secure configuration 

of common IoT devices on  

enterprise networks 
 

 

 

 

 

 

 

 

 

 

 

 

http://www.tripwire.com/company/news/press-release/study-critical-infrastructure-executives-complacent-about-internet-of-things-security/ 
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Internet of Things – Tripwire Key Findings 

Remote workers have an average of 11 

IoT devices on their home networks 

 

24% have already connected at least one 

of these to their enterprise networks 
 
 

 

http://www.tripwire.com/company/news/press-release/study-critical-infrastructure-executives-complacent-about-internet-of-things-security/ 
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Internet of Things – Tripwire Key Findings 

Only 30% of IT professionals believe their company 

has the technology necessary to adequately evaluate 

the security of IoT devices 
 

1/5 of the respondents stated that they have 

“no visibility” into current protection levels 
 

 

 

http://www.tripwire.com/company/news/press-release/study-critical-infrastructure-executives-complacent-about-internet-of-things-security/ 
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Internet of Things – Crowdfunding 
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Internet of Things – Kickstarter & Indiegogo 
Rank Company Description Amount raised Campaign end Crowdfunding 

site 

1 Pebble Smart watch $10,266,845 May/2012 Kickstarter 

2 OUYA Cloud video game 
platform 

$8,596,474 Aug/2012 Kickstarter 

3 The Dash Smart earphones $3,390,551 Mar/2014 Kickstarter 

4 Scio Molecular sensor $2,762,571 Jun/2014 Kickstarter 

5 Oculus Rift 3D headset $2,437,429 Sep/2012 Kickstarter 

6 Sense Pillow/room sensor $2,364,765 Aug/2014 Kickstarter 

7 Canary Home security device $1,961,663 Aug/2013 Indiegogo 

8 Anova Precision 
Cooker 

Smart cooker $1,811,321 Jun/2014 Kickstarter 

9 JIBO Social robot $1,781,437 Sep/2014* Indiegogo 

10 Scanadu Scout Sensor packed device $1,662,187 Jul/2013 Indiegogo 
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• Crowdfunding: 

–Lots of innovation is happening, which is 

great, but its happening in some cases 

under-funded 

–Quick go-to-market is important 

–Features win out over security 

–Devices still will end up in the enterprise 

 

Internet of Things - Crowdfunding 
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Internet of Things – Is There An Impact? 



N O T   J U S T   S E C U R I T Y  ,    T H E   R I G H T   S E C U R I T Y  

Internet of Things – 3rd Party Breaches 
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Internet of Things – 3rd Party Breaches 
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Internet of Things – 3rd Party Breaches 
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Not just a few 3rd party breaches... 

 

 

 

In 2014 alone: 

 

      
      

 

Source:  Cyber Risk Analytics (www.cyberriskanalytics.com) 

Internet of Things – 3rd Party Breaches 
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Internet of Things – More Shadow IT With IoT! 



What’s The Attack 

Surface? 



N O T   J U S T   S E C U R I T Y  ,    T H E   R I G H T   S E C U R I T Y  

Internet of Things - Communication 

Mobile App  

Cloud / 
SaaS 

Other Devices 

Internal Network 
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• Remotely accessible services with proper 

authentication / authorization? 

• Secured communication with other 

devices, clients, cloud? 

• Secure firmware updating? 

Internet of Things – Devices (ASA) 
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During a wireless assessment of a client’s WiFi network, 
InGuardians sniffed for ZigBee, Z-wave, and other 900 MHz 

traffic common for IoT devices 
 

It was found that the building contained a ZigBee network 
that the client was not aware of 

 

This network supported devices controlling the building’s 
HVAC system, which put the company’s manufacturing 

process at risk 
 

 
http://www.forbes.com/sites/sungardas/2015/01/29/the-internet-of-things-has-a-growing-number-of-cyber-security-problems/ 

Internet of Things – It’s Not Just WiFi 
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• Remotely accessible services with proper 
authentication / authorization? 

• Secure storage of data? Loss of device 
may be similar to losing keys to the 
kingdom. 

• Secure communication to cloud and 
devices? 

Internet of Things – Mobile App (ASA) 
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• Servers securely configured? 

• Mature patch strategy e.g. using VI 

solution? 

• Secure storage of data? 

• Redundancy and do devices work if no 

connectivity to cloud? 

Internet of Things – Cloud (ASA) 
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Enterprise IoT 
 

BYOD (BYO-IoT) / Cross-contamination 
 

Remote workers 

 

Internet of Things – Three Threat Scenarios 



IoT Security 
Current State 



N O T   J U S T   S E C U R I T Y  ,    T H E   R I G H T   S E C U R I T Y  

Internet of Things – What’s In The News? 

Stunt Hacking? 



N O T   J U S T   S E C U R I T Y  ,    T H E   R I G H T   S E C U R I T Y  

Internet of Things – IoT Vulns So Far? 
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Why so relatively few critical vulnerabilies? 
 

Requires physical access to devices and 

often extracting firmware from them, as it’s 

not otherwise readily available 

Internet of Things – State of Security 
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Since there still isn’t much IoT 

vulnerability information (yet!) are 

there lessons learned from regular 

embedded devices? 

Internet of Things – State of Security 
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Internet of Things – State of Security 

 

2015*:    5,215 
2014:  13,527 
2013:  11,178 
2012:  10,372 
2011:    7,921 
2010:    9,165 
2009:    8,183 
2008:    9,806 
2007:    9,587 
2006:  11,049 
 

 

Source: OSVDB.org 
*YTD May 31st, 2015 
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Internet of Things – State of Security 

 

2015*:    5,215 
2014:  13,527 
2013:  11,178 
2012:  10,372 
2011:    7,921 
2010:    9,165 
2009:    8,183 
2008:    9,806 
2007:    9,587 
2006:  11,049 
 

 

Source: OSVDB.org 
*YTD May 31st, 2015 
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Internet of Things – TRENDnet 
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Internet of Things – D-Link 
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Internet of Things – TP-LINK 
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Internet of Things – Everfocus 

21 
Vulnerabilities 
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Full report available at: 
https://www.riskbasedsecurity.com/research/RBS-2015-001.pdf 

Internet of Things – Everfocus (Code Maturity) 
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No CSRF protection whatsoever 
 

Allows e.g. rebooting device or creating user accounts 
 

http://[IP]/cgibin/reboot.cgi?action=reboot 

Internet of Things – Topica IP Cameras (TOP-788XMP) 
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Supports 3 user types: 

“Viewer”, “Remote Viewer”, and “Administrator” 
 

Restricts access to user_management_config.html but 

not /cgibin/users.cgi 
 

action=add&index=5&username=test&password=test

123&privilege=1 

Internet of Things – Topica IP Cameras (TOP-788XMP) 
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Internet of Things – Mobile Apps 
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Devices are likely affected by many basic 

vulnerabilities (low code maturity) 
 

Mobile apps may not perform proper TLS certificate 

validation or store data securely 
 

If this is the state of their devices and apps, how much 

do you trust their cloud with your data? 

Internet of Things – State of Security 



Actions And 

Response 
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Internet of Things – FTC Fines and Penalities 
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Internet of Things – FTC Fines and Penalities 
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TRENDnet is: 
 

• prohibited from misrepresenting the security of its 
cameras  

• required to establish a comprehensive information 
security program designed to address security risks that 
could result in unauthorized access   

• required to obtain third-party assessments of its 
security programs every two years for the next 20 years. 

• required to notify customers of security issues and 
updates available to correct any flaw 

 

 

Internet of Things – FTC – TRENDnet Settlement 
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Internet of Things – FTC Fines and Penalities 
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Internet of Things – FTC Recommendations 
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Internet of Things – Regulatory Mandates? 

H.R.5793 - Cyber Supply Chain Management 
and Transparency Act of 2014 (Introduced in 
House - IH) 

• To ensure the integrity of any software, 
firmware, or product developed for or 
purchased by the United States Government 
that uses a third party or open source 
component, and for other purposes. 
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Internet of Things – Where To Start At Your Org? 
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Internet of Things – Security Needs A Seat! 
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• Get an inventory of your current IoT devices 

– Network scanning / mapping - know what software is in 

use where including IoT devices 

– Look at outgoing web traffic / logs to see what IoT 

devices are talking outbound 

• Know where risk is in your environment 

– Map and track in existing asset management data / 

CMDBs 

– Ensure you have proper vulnerability intelligence 

Internet of Things – Find Your IoT! 
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Most organizations ONLY use scanners for managing 
vulnerabilities 

 

– Many scanners do not even include IoT checks in their 
products! Even if they did they can’t find some of the issues! 

– Even if they did, it is a much longer Time of Exposure than if 
you truly know your environment (assets) and map to 
known vulnerabilities 

– Use scanners as a catch all and to help uncover configuration 
issues, but know IoT isn’t a focus yet! 

Internet of Things – Don’t Only Rely On Vuln Scanning 
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Internet of Things – Basic Security Foundation! 
Vendors 

Implement proper network 

segmentation for all IoT 

devices where possible  

– Allows for reduction of attack 

surface 

– Improves incident response 

ability when devices are clearly 

indentified 
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Internet of Things – IoT Vendors 

• Accept devices are going to be connected to the Internet and can 
be easily accessed 
– Plan for this and ensure the proper security is in build into the product 

• Ensure software / firmware can be updated and actually update it! 
– Do NOT allow “forever day” bugs! 

– Plan for updates, limit the use of embedded components where possible 

– Create an easy to use auto-update features available 

• Educate staff on security issues 
– Train developers on secure development 

– Create a process and figure out how to respond when issues are 
found/reported 

– Create an Incident Response team and disclosure vulnerabilities 
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Internet of Things – IoT Vendors (cont) 

• Implement proper logging and audit history for access and usage 

• Implement access control for the device, including two factor 

authentication options. 

• Perform source code security audits and product penetration tests 

• Consider creating a bug bounty program to reward reported 

vulnerabilities in products 

• Understand the 3rd party libraries and code used in the product 

– Select secure libraries from the beginning 

– Monitor for 3rd party vulns and correct. 
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There is a cost of ownership with using 

3rd party libraries 
 

Evaluate vulnerability trends in libraries 

as part of selection criteria 
 

Does the library have unpatched vulnerabilities? 

End of Life? 

Internet of Things - Know What You’re Committing To 
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Do you have enough people resources to handle the 

expected vulnerability load? Cadence of releases? 

 

What is your prioritization model? 

 

What early monitoring processes can you put in place 

to minimize surprises? 

Internet of Things - Know What You’re Committing To 
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Internet of Things – Incident Response 

Identify 
Issue 1 Assess 

Impact 2 Dev & 
Test Fix 3 

Public 
Release 
w/ CVE  

4 Post 
Release 5 

Identify 
Issue 1 Assess 

Impact 2 Dev & 
Test Fix 3 Release 4 

Post 
Releas

e 
5 So you’re a software 

vendor… 

Enterprise admin?  
Your patch lifecycle 

starts HERE 
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• IoT is already in your network and more is coming very 
soon! 

• Start talking with your executives about the issues and 
ensure you are in the loop to conduct the proper risk 
assessments. 

• Inventory IoT and ensure ongoing monitoring 

• Ensure you incorporate your incident response 
program to include IoT products and vendors. 

• Work with vendors and pick products that 
demonstrate they care about security! 

 

Internet of Things – Conclusion 
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Thank you! 
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Internet of Things – Questions? 
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