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Participants: 4 cybersecurity senior analysts (experts)

Materials: 3 cybersecurity incident reports (tickets)

Data collection: 
• Each expert was presented with one ticket at a time in a fixed order and 

asked to decide what they would recommend.
• Each expert was asked to think aloud while reading the tickets and making 

their decisions (Ericsson 2006, Ericsson & Simon 1993).
• Each expert’s comments were recorded, transcribed, and numbered.

Data analysis: 2 coders independently coded the comments
• for the criteria the experts used to decide how to handle the incident
• for the attack attributes the experts tried to verify

Methodology: A think-aloud study of 4 senior 
analysts deciding on actual incident reports
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Experts’ think-aloud comments reveal their 
schemas—the info they search for to make a decision

24. Telling you who their market is, is a good 
idea. 
25. But I want to see right out front what kind 
of money this guy is putting up of his own.
26. I'd like to see what the tax ramifications 
are right up front. 
27. I want to know what the project is,
28. the amount of the required investment,
29. what the tax ramifications are,
30. projected revenue and profit.

(Young 2011)

A few of a VC’s comments 
on a business plan

A few of Expert 2’s comments 
on  ticket 1

1. What type of activity are we looking 
at? 
2. And then who it’s from?  
3. Sometimes who it’s from indicates 
what actions I might need to take or 
where the information needs to go. 
4. As well as who they sent it to.  Did 
they send it just to me? 
5. Or did they send it to multiple places 
looking for feedback from other places as 
well?
6. So I’m assuming the second page, this 
is the info that they actually sent in.
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Finding 1: The experts used similar 
incident handling schemas
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Finding 2: The experts used similar         
attack schemas
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Finding 2: The experts used similar         
attack schemas
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Finding 3: The experts agreed on how to handle 
ticket 3, but disagreed on tickets 1 and 2.



9
A Cognitive Study 
of Incident Handling 
Expertise

Distribution Statement A:  
Approved For Public Release; 
Distribution is Unlimited.

Finding 4: The experts found more attack attributes 
than incident handling criteria in the three tickets.
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Finding 5: The experts’ understanding of the incident in 
ticket 3 was most complete, definite, and in agreement.
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The format of ticket 3 prompted the sender         
to provide more schema-relevant information

• Mail stream number:
• Spam score:
• Assignee: 
• Subject:
• Date received:
• From:
• To:
• CC:
• Replication:

• Tracking number:
• Report type:
• Contact information:
• Reporting date:
• Reporting tier: 
• Categories: 
• Explain how the tier/categories 

were determined:
• Impact from this incident: 

Partial format of ticket 3 
(8 of 48 questions)

Complete format 
of tickets 1 and 2
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Hypothesis: The experts’ agreement on ticket 3 
depended on the structured format used by the sender
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• Expertise has been shown to be schema-driven among: 
• accountants (Bhaskar 1978) 
• physicists (Larkin, McDermott, Simon, & Simon 1980) 
• medical doctors (Heller, Saltzstein, & Caspe 1992)
• Wall Street analysts (Kuperman 2000)
• military officiers (Connely et al. 2000)

• Although experts’ decisions show a high degree of consensus in some 
fields, consensus is low in most (Shanteau 1992; Stewart, Roebber, & Bosart 1997). 

High consensus Low consensus
Weather forecasters Pathologists
Actuaries Clinical psychologists
Physicists Stockbrokers

• Decision quality in law, finance, and military operations has been shown to 
suffer when schema-relevant information is missing or when it is not 
formatted in a way that reflects experts’ schemas (Baranski & Petrusic 2010; 
Brenner, Koehler, & Tversky 1996; Maines & McDaniel 2000; Young 2011).

Discussion: Our findings and hypothesis 
are consistent with findings in many different fields
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1. Provide senders with a  
structured format to fill in that 
reflects the experts’ schemas.

2. Provide junior analysts with a 
structured format to fill in that 
reflects the experts’ schemas.

3. Provide senior analysts with a 
mobile app that tracks their 
schema-driven analysis.

Recommendations
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