27th ANNUAL o

FIRST

CONFERENCE

14-19 JUNE 2015

' UNIFIED SECURITY: - s

. e T
_ = | oy el
T ¥
- ol b= R TR e
\ = - £ 8
1.3 i o< T8 ———




BARRIERS AND PATHWAYS TO
IMPROVING CSIRT EFFECTIVENE
INFORMATION SHARING

Presented By:
Kr|§t|n I\/I..RepchlckM.A. /:5 EORGE
Julie Steinke, Ph.D.

LauraFletcher UNIVERSITY




Ajﬂ R
WORKSHOP OVERVIEW /SSrmies

'ﬂi‘ﬁiF

Project funded by the U.S. Department of

lomeland Security, Science & Technology
Directorate (BAA 11-02)

Contact:
ScottTousley

Contact; " Sk Contact:
=, I iy KasClark il 1ichard\Widh

i l Nationa | Cyber Securi ty Centre
&% Ministry of Security and Justice

Agency

15 June 2015 3



WORKSHOP OVERVIEW "'n £

Other Team Members

Stephen J. Zaccaro, Ph.D.
Lois E. Tetrick, Ph.D.
Reeshad S. Dalal, Ph.D.
Tiffany R. Chen, Ph.D.
Amber Hargrove, M.A.
Carolyn J. Winslow, Ph.D.
Kristin M. Repchick, M.A.
Daniel Shore, M.A.

15 June 2015

Alan J. Tomassettl M.A.
Alva Gorab, M.A.
Jennifer Green, M.A.
Balca Bolunmez

Laura Fletcher

Ziton Sheng, M.A.
Qikun Niu, M.A.
Shannon Schrader




RESEARCH T EAM

Dartmouth College
Shari L. Pfleeger, Ph.D.

Hewlett-Packard
William G. Horne, Ph.D.
Sandeep N. Bhatt, Ph.D.
Loal Zomlot, Ph.D.

15 June 2015 5



SESSION ROADMAP

How to Share
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SESSION OBJECTIVES

A Understand and describe various
perspectives on information sharing

A Facilitate effective information sharing
A

Develop and implement strategies to
enhance cybersecurity information sharing
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Perspectives on Information Sharing

Cvybersecurity Domain

A Questions:

I Obstacles within and
between levels?

I Incentives to
iInformation sharing?

Tier 2 InRes Tier 2 InRes
Tier 1 Watc Tier 1 Watch
Cyber

Incident
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Perspectives on Informationgissa
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Organizational Psychology

A Consciousainddeliberate
attempts...to exchange
work-relatedinformation

Adgal {Ay3 audl d
other group members
about ataske

Bunderson& Sutcliffe (2002, p. 881)
Jehn& Shah (1997, p. 777)
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Perspectives on Informatiomi%
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Sharing 1%';,
Organizational Psychology

A Within a team

I Coworkersleader
subordinate

A Between teams

I Different _
specialties/functions

A Between external teams
I Examples:
A Otherbusinesaunits
A Clients
A Other CSIRTs

A Law enforcement
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Multiple Teams
& Agencies

Individuals
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ORGANIZATIONAL
PSYCHOLOGY

What is Information Sharing?
A Many forms

Handoff
Public Announcements

Data
A Specific threats
AlIndicators of compromise
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