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SESSION ROADMAP
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SESSION OBJECTIVES

ÅUnderstand and describe various 

perspectives on information sharing

ÅFacilitate effective information sharing

ÅDevelop and implement strategies to 

enhance cybersecurity information sharing
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PERSPECTIVES ON

INFORMATION SHARING

Cybersecurity Domain
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Perspectives on Information Sharing

Cybersecurity Domain

ÅQuestions:

ïObstacles within and 
between levels?

ïIncentives to 
information sharing?



Perspectives on Information 
Sharing

Organizational Psychology

ÅConsciousand deliberate
attempts ...to exchange
work-related information

ÅάaŀƪƛƴƎ ǎǘŀǘŜƳŜƴǘǎ ǘƻ 
other group members 
about a taskέ
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Bunderson& Sutcliffe (2002, p. 881)
Jehn& Shah (1997, p. 777)



Perspectives on Information 
Sharing

Organizational Psychology
ÅWithin a team
ïCoworkers, leader-

subordinate

ÅBetween teams
ïDifferent 

specialties/functions

ÅBetween external teams 
ïExamples:
ÅOther business units 
ÅClients
ÅOther CSIRTs
ÅLaw enforcement
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PERSPECTIVES ON

INFORMATION SHARING
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Individuals

Multiple Teams 
& Agencies



PERSPECTIVES ON

INFORMATION SHARING
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Individuals
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ORGANIZATIONAL

PSYCHOLOGY

What is Information Sharing?

ÅMany forms

ïHandoff

ïPublic Announcements

ïData

ÅSpecific threats

ÅIndicators of compromise
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