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Attacks on Software
Publishing Infrastructure
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5% of SySAdmin accounts
or their laptops may be
compromised at any
moment
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From the recent news:

“Juniper said that someone managed to get into its
systems and write "unauthorized code" that "could
allow a knowledgeable attacker to gain administrative
access."”

“‘LANDESK has found remnants of text files with lists
of source code and build servers that the attackers
compiled,” John said. “They know for a fact that the
attackers have been slowly [archiving] data from the
build and source code servers, uploading it to
LANDESK’s web servers, and downloading it.”

CCCCC



Infestation & Lateral | o
M Ove m e nt 1. gtsa$tre%esktop infected WCE or Mimikatz is

2. Privileged user or Application logs in - WCE
hijacks credentials

3. Rootkit remotely installed on server in
DataCenter datacenter

4. Super user performs task on datacenter
server, malware hijacks credentials

5.  Malware spreads throughout datacenter

« Targeting older software (Flash, Word, Acrobat
Reader, Java)

« Malware customized to avoid AV signatures

alualn * Higher they get — the more unique the malware
Cisco



Infestation Abuses Applied
Software Publishing Infrastructure

update.company.com

Build Cluster Distribution

Code
Repository

Manufacturing

Customers

1. Engineer desktop infected. Access to
source code and Build server available

2. SysAdmin targeted for access to
systems and/or the Distribution Creds.

3.  SysAdmin laptop infected

Software Developer _ _
Al 4. Either way Customers are infected



Windows Detection
Capabillities
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AGENDA

- Scope & References

- Why Another Audit Document

- Auditing Quick Overview

- Need For A Partnered Approach.

- Review Auditing & Associated Events.
- Review Registry Auditing.

- Dashboard & Queries.

“I’m no expert, but I think it’s

some kind of cyber attack!” - N eXt St e p S .

el
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SCOPE & REFERENCES

- Focus Is On Windows 2008 (& Newer) systems.
- More Details:

ijhal
Cisco


mailto:iislam@cisco.com

WHY ANOTHER AUDIT DOCUMENT

- Red Team Lessons Learnt.
- Audit Category/Sub Category <> Event ID Mapping



AUDITING QUICK OVERVIEW

v
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NEED FOR A PARTNERED APPROACH

Increasing Number Of Systems & Applications.
Security Teams - Limited Ops Awareness

Ops Teams - Limited Security Awareness.
Raise Security Awareness!

E Fl
WE PROVIDE WIN-WIN |2|  UH...OKAY... slweooNT 1 poneT
SCENARIOS AND BUT WHAT IS THE I| SELL; WE BUY, T
CUSTOMER-FOCUSED £| AcTuAL PRODUCT I| PARTNER.  clnveL.
SOLUTIONS. £ OR SERVICE YOU H

SELL?

el
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REVIEW AUDITING & ASSOCIATED EVENTS

B Group Policy Management Editor [_[O]

Advanced Audit Policy Configuration

Getting Started

- Open GPMC
- Audit Policy

T
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REVIEW AUDITING & ASSOCIATED EVENTS

rator: Command Prompt

icrosoft Windows [Uersion 6.3.7600 ~
[{c> 2013 Microsoft Corporation. A1l rlg}\ts reserved.

:\Hindous\system32>auditpol /get sCategory:x
(usten audit policy

ategnry/ﬁ‘nhtatzgury Setting
Syst
courity Systen Extension Success and Failure
ysten Integrity Success and Failure
Poec Driver o Auditing
- ither System Events Success and Failure =
courity State Change Success and Failure
oo Logon/Logof £
ogon uccess and Failure
agof uccess and Failure
ccount Lockout 6 Auditing
= = Psec Main Mode o Auditing
Psec Quick Mode o Auditing
- Pseg Extonded Mods o Auditing
. pecial L uccess and Failure
Geher LogonsLogoft Events uccess and Failure
User / Device Claims No Auditing
ject Access
ogistry uccoss and Failure
AM o Auditing
ortification Services o Auditing
pplication Generated uccess and Failure
andle Manipulation o Auditing
ile Share uccess and Failure
ileering Platform Packet Drop o Auditing
iltering Platform Connection o Auditing
ither Object Access Events uccess and Failure
otailod Filo Shavo o Auditing
lemovable Storags o Auditing
antval Policy Beaging o Auditing
Privilee Use ]
noh senSIcUE TFIUTTEE 0Te RE“HUgTCIng
Other Privilege Use Events Ho Auditing
Sensitive Privilege Use No Auditing
Detailed Tracking
Frocess Creation Success and Failure
Process Termination Failure
DPAPI Activity Ho Auditing
RPG Events No Auditing
Policy Change
Authentication Policy Change Success
futhorization Policy Change Success
MPSSUC Rule-Leyel Policy Change Success
Filtering Platforn Policy Change Ho Auditing
Other Policy Change Events Ho Auditing
Audit Policy Change Success and Failure
Iser Account Management Success and Failure
Computer Account Management Success and Failure
ecurity Group Hanagement Success and Failure
istribution Group Management Success and Failure
pplication Group Management Success and Failure
ither Account Managenment Events Success and Failure
DS Access
Directory Service Changes Mo Auditing
Directory Service Heplication Ho fuditing
Detailed Directory Service Replication No
Directory Service Access No Rnd1t1ng
fccount Logon
erberos Service Ticket Operations Success and Failure
Other Account Logon Events Success
Rerheros Authentication Service Success and Failure
Gredential Validation Success and Failure

$\Hindous\system32d

vae
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REVIEW AUDITING & ASSOCIATED EVENTS

CATEGORY SUBCATEGORY MEMBER SERVER DOMAIN CONTROLLER  EVENTS TO MONITOR
SETTING SETTING|

Security Systern Extension 4611 (trusted logon - rupas)
4697 [service installation]

Systern Integrity 5038 [code integrity - hashof file isinwalid)

IPsec Driver 4261 (IPsec dropped aninbound packet failed a replay check. It could indicate a replay attack againstthis computer)
4962 [IPsec dropped aninbound packet failed replay check. Too low a sequence number to ensure itwas not areplay)

Other Systern Events 5024 (firewal| started)
S025 (firewall stopped)
S030 (firewall failed to start)

.
Security State Change 4605 [systern start-up) ‘ a t e O r I e S
4609 [systemn shutdown)

4616 (tirme change)

Sub-Categories

4625 (logan fail)
4625 (Failure Reason- "Account locked out”)
4645 (explicitcredentials- usingfor example tunas)

Associated Events

4634 [accountlogoff)
Account Lockout -

IPsec Main Mode 4646 (IKE Dos-prevention mode started )
AE50 [An IPsec security associationwas established. Certificate auth was not used.)
4651 [&n IPsecmainmode security associationwas established, Cert used for auth )
4652 [An IPsecmainmode negotiation failed.)
4653 [&n IPsec mainmmode negotiation failed.)
AE55 [An IPsecmainmode security association ended.)
4976 [Duringmain mode negotiation, |IPsec received aninvalid negotiation packet. Ifthis problem persists,itcould indicate a network issue aran attermpt to modify arreplay this negotiation
5049 (An IPsec security associationwas deleted.]
5453 [IPsec Policy dgent applied Active Directory starage IPsec policy onthe cormputer.)
IPsec Quick Mode 4654 (&n IPsec quick mode negotiation failed.)
4977 (During quick mode negotiation, IPsecreceived an invalid negotiation packet. If this problem persists, itcould indicate a network issue oranatternpt to modify or replay this negotiation.)
5451 [&n IPsec quick mode security associationwas established.)
5452 [An IPsecquick mode security association ended.)

IPsec Extended Maode 4978 [Duringextended rmode negatiatian, IPsecreceived aninvalid negotiation packet.)
4973 (IPsec mainmode and extended mode security associations were established.)
4950 (IPsec mainmode and extended mode security associations were established.)

T
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REVIEW REGISTRY AUDITING
1. "Object Access” Audit. 2. Enable SACL (audit)

B Group Policy Management Editor M= &3

Object Access

T
CIsCo © 2016 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 18



REVIEW AUDITING & ASSOCIATED EVENTS

Search Pivat GG Alerts Dashboards Search & Reporting

5 minutes v

AD SERVERS
~268 Hosts*
~587 Million Event
~142GB Storage

Events

100 Per Page ~ Format ~ Preview v

‘WinEventLog:Appl

WinEventL { ApplLoc and Script

/EXE and DLL

Search Pivat GG Alerts Dashboards Search & Reporting

WINDOWS SERVERS B e
~4500 Hosts
~171 Million Event

100 Per Page v Format v Preview v

WinEventL

~44GB Storage

WinEventLi

Data Collection: 24 Hour Period

CIsCo © 2016 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 19



DASHBOARD & QUERIES

Search Fivat FReports  Alerts Dashboards

ost Activity

HOST TIER GROUF COMPUTER NAME

D a S h b O a rd S EVENT SUMMARY BY TASK C I nen = EVENT SUMMARY 8Y HOST
Key Differences: I

Standard Operational View.
Change “Index” For Queries P —

RATIONAL ACT ONITORING

Tags & Macros - N

Due To Time —Windows Only

ART DETAILS

T
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DASHBOARD & QUERIES

Event Summary By Task Category

Event Summary By Host

Host Support Details

System Shutdown & Restart

Local Security Group Change Monitoring
Authorizations

Successful Authorizations Grouped By User

MSI Package Installations
Suspect PowerShell Commands
Process Execution Monitored Commands

v
CIsco

Process Execution

Process Tracking By User

New Service Installations
Suspicious Services

Registry Persistence Key Monitoring
Scheduled Task Monitoring

Firewall Change Monitoring
Application Crashes

Shares Remotely Accessed

Local Account Password Changes.

© 2016 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 21



DASHBOARD & QUERIES -Eevent summARIES

Event Category Activity Spikes Over Time
- Cross Reference To System/s Responsible

sfield2$ | search index=win |timechart $field2$ | index=win | eval host=lower(host) |
count(EventCode) by TaskCategory chart count over host by TaskCategory

EVENT SUMMARY BY TASK CATEGCORY Qv ol EVENT SUMMARY BY HOST

© 2016 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 22



DASHBOARD & QUERIES - authorizations
- Show Log On Activity To Service Grouped By User

index=win source=WinEventLog:Security EventCode=4624 | eval "Activity Time"=(_time) | eval User=mvindex(Account_Name,1) | eval User_Domain=mvindex(Account_Domain,1) |eval User_Domain=lower(User_Domain) | eval
Sub_Status=lower(Sub_Status) | eval Status=lower(Status) | eval ComputerName=upper(ComputerName) | eval Workstation_Name=upper(Workstation_Name) | search NOT ((Status=oxcooooo6d Sub_Status=oxco000321) OR (User=*s) OR
(User_Domain="nt authority")) | lookup logon_types_explained.csv Logon_Type as Logon_Type output Summary as Logon_Summary | lookup Windows_Event_Status_Codes.csv Error_Code as Status output Error_Message AS
Status_Message |lookup Windows_Event_Status_Codes.csv Error_Code as Sub_Status output Status_Description AS SubStatus_Message | rename Workstation_Name AS Source_Computer, ComputerName AS Destination_Computer,
Caller_Process_Name AS Process_Name, Source_Network_Address AS Originating_Source_IP | transaction mvlist=t User | table "Activity Time" User User_Domain Originating_Source_IP Source_Computer Destination_Computer
Process_Name Keywords EventCode Logon_Summary Status_Message SubStatus_Message Authentication_Package | convert timeformat="%m/%d/%Y %H:%M:%S %Z" ctime("Activity Time") | sort - _time

EventCode o Surnrany

DefaultAppF
DefaultAppFoal
DefaultAppFool

rern-lab1-v1

rmerm1-labl-v1

rnerni-lab -yl

rmerni-labl MEM1-LAB

rern-lab1-v1 R

rmerm1-labl-v1 L NULL
rmerni-labl MEM1-LAB R NULL
rmerni-labl \ LA R NULL
rmern-labl 4 R NULL
merni-labl L NULL
rmerni-labl . R NULL
rmerni-labl i g R NULL
rmern-labl 4 R NULL
merni-labl EL] L NULL
rmerni-labl LA NULL
rmerni-labl d AER 1 v NULL
rmern-labl 7 4 R NULL
rnermilabl & L& NULL
merni-labl-v1

memi-labi-«1

rerni-lab1-y1 MEM1

T
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DASHBOARD & QUERIES - suspecT POWERSHELL ACTIVITY

- Suspect PowerShell Commands

index=win EventCode=4688 powershell.exe (unrestricted OR bypass OR hidden OR Enc OR encodecommand) NOT
‘power_shell_macro’ | eval User=mvindex(Account_Name,0) | eval Activity_Time=(_time) | search NOT User=*s | decrypt
f=PCL_Encoded_String atob emit('Decoded_Stager') | transaction host User mvlist=t | table Activity_Time User host
Creator_Process_Name New_Process_Name Process_Command_Line Decoded_Stager| convert timeformat="%m/%d/%Y
%H:%M:%S %Z" ctime(Activity_Time)

Events Fatterns

100 Per Page v Format ~ Preview

host

T
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DASHBOARD & QUERIES - procESS EXECUTION MONITORED CMDS

- Identify Admin Commands Being Run

index=win source=WinEventLog:Security EventCode=4688 NOT [search index=win
source=WinEventLog:Security EventCode=4688 NOT "proc_mon_macro'| rex field=New_Process_Name
"(?P<Process_Name>[M\\]+)$" | search [|inputlookup suspect_proc_mon.csv | fields + Process_Name] | stats
Values(New_Process_Name), dc(New_Process_Name) AS New_Process_Count BY ComputerName | where (New_Process_Count
>=4) | fields + ComputerName] | rex field=New_Process_Name "(?P<Process_Name>[M\\]+)$" | search

| fields + Process_Name] | dedup ComputerName New_Process_Name Process_Command_Line | eval
Activity_Time=(_time) | transaction ComputerName mvlist=t | table Activity_Time, ComputerName, Account_Domain,
Account_Name, Logon_ID, Process_Name, New_Process_Name, Process_Command_Line Token_Elevation_Type eventcount |
convert timeformat="%m/%d/%Y %H:%M:%S %Z" ctime(Activity_Time)

v
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DASHBOARD & QUERIES - procESS EXECUTION MONITORED CMDS

Definition *
Enter il tring th

Arguments

T
CIsCo © 2016 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 26



DASHBOARD & QUERIES - procESS EXECUTION MONITORED CMDS

Commands Being Looked For.

T
CIsCo

Fatterns

Per Fage ~ Format ~
ption

and modifiesthe IP-to

1 To AutoRun

. ]

antime~ | Q

B Verh ode v

at.exe
autarun

ript.exe

find.exe

qpedit.exe

© 2016 Cisco and/or its affiliates. All rights reserved

Cisco Confidential
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DASHBOARD & QUERIES - procESS EXECUTION MONITORED CMDS

If 4 Or More Unique Commands Ran.

Show Results Of Each Command & Command Line Together With User & Time.

PROCESS EXECUTION - MONITCORED COMMANDS
Activity_Time mputerName unt_Domain ) m Mewi_P) nmand_Line
M1-Lab1 nistrato {

M1-Lab1 0

M1-Lab1

req add ntro ImagePath ft REG,
req delete "HKL o

T
CIsCo
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DASHBOARD & QUERIES - prRoCESS TRACKING BY USER

- Show Who Is Running What...

index=win source=WinEventLog:Security EventCode=4688 NOT ("NT AUTHORITY\SYSTEM" OR Account_Name=*$) | eval PID=tonumber(New_Process_ID, 16) | eval
PPID=tonumber(Creator_Process_ID, 16) | eval "Activity Time"=(_time) | transaction ComputerName Account_Name Account_Domain mvlist=t keepevicted=true | table "Activity
Time", ComputerName,Security_ID Account_Name, Logon_ID, Account_Domain, PID, New_Process_Name, Process_Command_Line, Token_Elevation_Type, PPID | convert
timeformat="%m/%d/%Y %H:%M:%S %Z" ctime("Activity Time") | sort Account_Name -"Activity Time"

UPDATED PROC ACTIVITY TRACKING

ComputerName ecurity_ID Account_| n FID New,_|

memi-ahi- WEM1-LAB - Gdd

memi-aht- MENM1-LAB1-

memi-aht- MENM1-LAB1- n onfig.e;
memi-labi- 2 4 MENM1-LAB1- = n ING EXE
memi-lab1- MENM1-LAB1- n GEXE
memi-aht- MENM1-LAB1-

memi-aht- MENM1-LAB1-

NE] i WEM1-LAB -}
ME| 2 MEM1-LAB1-S
ME| 2 469 044 MENM1-LAB1-
ME| MENM1-LAB1-
MEN MEMI1-LAB1-¥
ME| 2C a MENM1-LAB1-
ME| MENM1-LAB1-
ME| 0666 1-463 MENM1-LAB1-
ME| 06661-46926649 a? MENM1-LAB1-
ME| 661-469 9 MENM1-LAB1-
ME| 0666 1-46921 2 MEMI1-LAB1-
ME| 166 1-469 9 MEMI1-LAB1-
MEMI-Lab - 0666 1-463 9 2 MENM1-LAB1-}
MEMI-Labi-1 0666 1-46326 MEMI1-LAB1-¥1

T
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DASHBOARD & QUERIES - susricious services

- Shows Us If The Service Executable/Driver Is Not In \SYSTEM32\

search index=windows source=WinEventLog:Security TaskCategory="Registry" EventCode=4657 Object_Name="\REGISTRY\\MACHINE\SY STEM\\ControlSet*"
Object_Value_Name=ImagePath (Old_Value!=*system32* OR New_Value!=*system32*) | table _time Account_Name Account_Domain Logon_ID ComputerName EventCode
Process_Name Operation_Type Object Name Old_Value_Type Old_Value New_Value_Type New_Value | sort -time

SUSPICIOUS SERVICES

_time Aco am _Doma 0 : n Operation_Type 0 n 0ld_Value_Type

swegeditexe  Existing registry value modified N M o REG_EXPAND

T
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DASHBOARD & QUERIES —RrecISTRY PERSISTENCE KEY

- Identify Persistence Key Modifications.

index=windows source=WinEventLog:Security TaskCategory="Registry" EventCode=4657 NOT
(Object_Name="\\REGISTRY\\MACHINE\\SYSTEM\\ControlSetoo1\\services\\*") | table _time Account_Name Account_Domain ComputerName EventCode
Process_Name Operation_Type Object_Name Old_Value New_Value |dedup Account_Name, ComputerName, Process_Name, Operation_Type,
Object_Name, Old_Value, New_Value | rename Account_Name AS "User", Account_Domain AS "User Domain", Process_Name AS "Process Making Change",
Operation_Type AS "Registry Operation", Object_Name AS "Registry Service Path", Old_Value AS "Old Registry Value", New_Value AS "New Registry Value"

REGISTRY PERSISTENCE KEY MODIFICATION

_time

Chflats\EvilBinary.exe

5

Registry Persistence

T
CIsCo © 2016 Cisco and/or its affiliates. All rights reserved. Cisco Confidential &yl


https://blog.cylance.com/windows-registry-persistence-part-1-introduction-attack-phases-and-windows-services
https://blog.cylance.com/windows-registry-persistence-part-2-the-run-keys-and-search-order

DASHBOARD & QUERIES -sHAREs AccESsED

Identify Shares Being Remotely Accessed

index=win EventCode=5140 NOT (Account_Name=*$ OR Account_Name="ANONYMOUS LOGON" OR "SYSVOL" OR "IPC") | eval
"Activity Time"=(_time) | transaction Source_Address mvlist=t | table "Activity Time" Account_Name Source_Address
Account_Domain host Share_Name EventCode | convert timeformat="%m/%d/%Y %H:%M:%S %Z" ctime("Activity Time") | sort
"Activity Time"

SHARES REMOTELY ACCESSED 26m aga

Account_Darmain host Sl EventCode

rnermn1-labl ] 5140
mern1-labl 5140

5140

5140

5140

5140

W 5140

Adrninistrator 0 W 1-LA -1a 3 5140

016 04.43:44 COT Adm 0 ] MENT-LABT-V MERI-Lab1-V1 5140

A

T
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NEXT STEPS

POWERSHELL (version requirement)

WMI
SYSMON (FILE HASH)
FIREWALL

CCCCC


https://github.com/PowerShellMafia/PowerSploit
https://github.com/PowerShellEmpire/PowerTools/tree/master/PowerUp
http://www.kitploit.com/2016/01/p0wnedshell-powershell-runspace-post.html
http://www.powertheshell.com/powershell-obfuscator/
https://www.petri.com/enable-powershell-logging
https://logrhythm.com/blog/powershell-command-line-logging/
https://msdn.microsoft.com/en-us/library/aa826686(v=vs.85).aspx
https://technet.microsoft.com/en-us/sysinternals/sysmon

NEXT STEPS

- Useful Sources... (ThankYou)

- Download "Windows Auditing Guide”

el
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https://www.ultimatewindowssecurity.com/Default.aspx
http://eventopedia.cloudapp.net/Events/?/Operating+System/Microsoft+Windows
https://helgeklein.com/download/
https://technet.microsoft.com/en-us/library/cc731451.aspx
https://www.404techsupport.com/2010/05/rsop-and-gpresult-must-know-tools-when-using-group-policy/
http://www.stigviewer.com/stig/windows_8_8.1/2014-04-02/finding/V-43239
http://www.computerstepbystep.com/turn-off-multicast-name-resolution.html
https://support.microsoft.com/en-us/kb/299656
https://technet.microsoft.com/en-us/library/cc766341(v=ws.10).aspx
https://technet.microsoft.com/en-us/sysinternals/bb963902.aspx
https://cisco.box.com/v/15062016




