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Imagine a World…



First emerging around 2011, Java 
based remote access trojans have 
been used to compromise systems 
on a global scale by threat actors of 
varying skill levels and motivations.

Java based RATs are a serious threat 
to any system capable of executing the 
Java Runtime Environment. 
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Roadmap
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• Foundation  knowledge
• What,  How,  Why  and  Who  of  Java  based  malware

• Threat  landscape

• Analysis  Tools  and  Techniques

• Conclude  

• I’m  not  discussing
• Java  vulnerabilities  
• Android  malware
• Adware
• DoS malware



JDK

Java Basics
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• More  than  just  a  thing  outdated  websites  make  you  install

• Rich  ecosystem

• JVM  vs JDK  vs JRE

• Often  used  to  teach  OOP

• Compiles  (to  byte  code)
• Similar  to  Python
• Simple  to  disassemble

• Write  once.  Runs  (almost)  everywhere.
JRE

Dev  tools

JVM

Libraries



Reverse Engineering Scale 
of Tribulations

6 |    ©  2015,Palo  Alto  Networks.  

Simple

Remote  
Service
(Blind)

Source  
Code Delphi

Java

.NET

C++C

Complex



JAR (Java ARchive) Files
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• JAR  vs  Zip  format  
• JAR  has  manifest  file  as  first  entry  (optional)
• JAR  uses  unicode file  names
• ZIP  checks  CRC

• Resources

• Class  files
• 0xCAFEBABE
• Constant  pools  

• Manifest
• META-INF/MANIFEST.MF
• Key:  Values

JAR

manifest

a.class b.class

c.class d.class

a.jpg b.ico a.png



Java Remote Access Trojans
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• Some  are  abandoned  
• BlueBanana

• Some  are  being  actively  developed
• jSocket,  jFect,  OS  Celestial,  Ratty

• Most  use  kits  and  stubs  to  build  implants

• VirusTotal detections  are  often  inaccurate
• AV  will  detect  something  as  a  Java  based  RAT  but  call  it  “jrat”
• jRat is  a  common  name  for  Jacksbot
• Too  many  RATs  are  detected  as  jRat

• The  RATs  within  frutas/adwind family  are  very  similar  to  each  other
• Some  implants  may  match  more  than  one  Yara rule  for  the  families
• Too  many  RATs  are  detected  as  Adwind



Other Java Threats
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• Banload and  other  droppers  /  downloaders

• Java  Ransomware
• PoC on  Github

• https://github.com/codertimo/Ransomware
• From  what  I  can  tell,  written  by  two  high  school  students
• Not  actively  distributed  



Cross Platform APIs and Libs
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• java.util.prefs – persistence  mechanism
• Windows:  registry
• Linux:  hidden  files  in  user’s  home/  dir
• OSX:  .plist files  in  user’s  Library/  dir

• Commonly  (mis)used  libraries
• Sigar
• Sarxos
• Bridj
• Slf4j
• JNA
• jnativehook
• Kryonet
• webcam-capture

• Runtime.getRuntime().exec()
• Operating  system  specific  command  execution



Who’s Using Java Malware?

11 |     ©  2015,Palo  Alto  Networks.  

• Mostly  opportunistic  attackers  but  not  all  

• Financially  motivated  actors  targeting  Brazilian  systems

• Kaspersky  found  adwind distributed  to  banks  within  Singapore  via  phishing  
emails

• CitizenLab reported  in  Dec  2015  PackRat using  Adzok and  AlienSpy (among  
others)

• Kaspersky  reported  on  Javafog,  a  Java  version  of  Icefog [30]



Roadmap
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• Foundation  knowledge

• Threat  landscape
• Families,  capabilities,  auxiliary  tools

• Analysis  Tools  and  Techniques

• Conclude  



Timeline of RATs
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Frutas
Adwind
Unrecom
AlienSpy
jSocket
Adzok
BlueBanana
Crimson
jCage
jFect
jRAT
jSpy
OS  Celestial
qRAT
OmniRAT
Ratty

Feb  2012

Jan  2013

Nov  2013

Oct 2014

July  2015

Sept  2012
2010  ?

Oct  2012

July  2013

Nov  2015

Oct  2012

Dec  2013

May  2015

Jun  2015

Feb  2016

Nov  2015



Frutas Lineage: Frutas
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• Frutas PoC emerged  early  2012    [2]
• Includes  a  simple  ASCII  readable  ‘config.txt’  or  ‘config.xml’  file
• Writes  ‘frautas.lock’  file  to  temporary  directory  to  avoid  concurrent  executions
• Became  popular  among  Spanish  speaking  criminals  July  2012  [1]



Frutas Lineage: Frutas
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Frutas Lineage: Adwind
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• Emerged  early  2013  from  a  rebranded  Frutas [3]

• Subsequent  variants  began  using  obfuscation  [4]

• Support  for  Android  (APK  binder)  introduced

• Modular  plugins



Frutas Lineage: Adwind
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Frutas Lineage: Unrecom
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• Rebranded  Adwind around  late  2013  [5]  [6]
• UNiversal REmote COntrol Multi-platform
• Adwind “acquired”  by  LustroSoft

• Introduced  LiteCoin mining  plugin  [7]



Frutas Lineage: AlienSpy
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• Emerged  Oct  2014

• Improvements  [3]
• Sandbox  detection
• TLS  for  C2
• Anti  Analysis  [8]
• Allatori Obfuscation



Frutas Lineage: AlienSpy
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Frutas Lineage: AlienSpy
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Frutas Lineage: AlienSpy
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Frutas Lineage: jSocket
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• AlienSpy domain  taken  down  after  Fidelis  report  (April  2015)

• jSocket emerged  July  2015  [10]

• Similar  to  AlienSpy but  used  subscription  model  (SaaS)  

• Kaspersky  estimates  Jsocket (Adwind)  author  [11]:
• made  $200,000  per  year
• sold  to  1,800  customers



Frutas Lineage: jSocket
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Frutas Lineage: jSocket
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Adzok (aka Adsocks)
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• Emerged  2010?  (0.7.0  was  around  in  January  of  2011)  [12]

• Free  version  used  by  PackRat group  [13]

• Open  Source  [14],  Free,  and  Pro  Versions

• Still  active:
• Sold  online  from  Boliva [15]
• Twitter  profile’s  latest  tweet  was  July  2015)  [16]



Adzok (aka Adsocks)
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Adzok (aka Adsocks)
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Adzok (aka Adsocks)
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• Emerged  2010?  (0.7.0  was  around  in  January  of  2011)  [12]

• Free  version  used  by  “PackRat”  group  [13]

• Open  Source  [14],  Free,  and  Pro  Versions

• Still  active:
• Sold  online  from  Boliva [15]
• Twitter  profile’s  latest  tweet  was  July  2015)  [16]



BlueBanana
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• Emerged  September  2012

• Obfuscated
• Encoded  strings
• Class  file  names

• Beacons  with  a  configured  password  in  its  first  data  packet



BlueBanana
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Crimson
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• Oldest  forum  post  I  could  find  was  dated  Oct  2012  [17]
• The  builder’s  “about”  section  claims  December  2013

• Encrypted  communications
• AES
• Blowfish
• DES
• Triple  DES

• Drops  settings  files  into  one  of:
• sqlite database  ‘Psettings.db’  – v1.2.3
• base64  encoded  ‘settings.properties’  – v1.3.0
• No  file  dropped  – v2.1.0



Crimson
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Crimson
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Crimson
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jCage
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• Emerged  July  2013

• Makes  use  of  jnativehook lib

• Seems  to  be  focused  on  Windows  systems  
• I  could  not  find  a  sample  which  executed  on  OSX



jCage
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qRat (Qarallax/Quaverse)
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• Emerged  May  2015

• Three  stage  JAR  loader  [20]

• SaaS model  (similar  to  jSocket)
• Used  a  hardcoded  IPv4  and  domains

• Only  runs  on  windows

• A  second  version  in  the  wild  [32]  recently

• Downloads  auxilary Jars  from  qarallax[.]com

• Runs  on  Macs  too!

• Used  to  target  travelers  applying  for  US  Visa  in  Switzerland  [33]  – 6  June  2016



qRat (Qarallax/Quaverse)
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qRat (Qarallax/Quaverse)
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jRat (aka Jacksbot)
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• Emerge  Oct  2012

• Portions  are  open  sourced  by  redpoins0n
• Plugins,  scripts,  uninstaller,  and  auxiliary  tools
• https://github.com/java-rat

• Not  everything  is  jRat
• AV  tends  to  call  everything  Java  RAT  or  jRat (or  Adwind)

• Persists  using  [19]
• OSX:  a  LaunchAgent plist
• Linux:  ~/.config/autostart
• Windows:  Registry  run  key



jRat (aka Jacksbot)
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jFect

45 |     ©  2015,Palo  Alto  Networks.  

• Emerged  Nov  2015

• Heavily  obfuscated

• IRC  or  HTTP  communications

• LaunchAgent plist for  persistence  on  OSX



jFect
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jFect
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• Emerged  Nov  2015
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OmniRAT
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• Emerged  Nov  2015

• Multi  OS  implant  and  panel  support
• Android  control  panel

• Hardcoded  C2  (doesn’t  use  a  configuration  file)

• Android  version  can  spread  via  SMS  [21]



OmniRAT
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OmniRAT
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jSpy and OS Celestial
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• jSpy emerged  Dec  2013,  OS  Celestial  is  likely  a  second  version
• Open  source  library  reuse
• Similar  features
• Similar  configuration  file  options
• Similar  configuration  parsing  classes
• Overlap  in  domain  builders  beacon  to

• jstealth.co[.]uk
• jstealth[.]net

• Detectable  by  files  it  drops  on  Windows

• Uses  LaunchAgent plists for  persistence  on  OSX



jSpy and OS Celestial
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jSpy and OS Celestial
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jSpy and OS Celestial
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Ratty
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• Actively  being  developed  on  Github [22]
• Seems  Windows  is  further  developed  than  OSX  (further   than  Linux)

• Currently  using  a  simple  xor over  its  configuration  file

• Palo  Alto  Networks  has  seen  this  RAT  being  distributed  in  the  wild  since  April  5  
of  this  year  and  still  see  active  use  of  this  RAT.  



Ratty
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Ratty
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(Crypt|Pack|Obfuscat|Bundl)ers
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• Allatori

• Zelix Klassmaster (ZKM)

• launch4j  (jar  to  exe)

• Jar  Bundler  (removed  in  OS  X  Mountain  Lion  10.8.2)

• JarToApp
• https://github.com/redpois0n/JarToApp

• jCrypt

• jarProtector

• jFuzzle



Roadmap
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• Foundation  knowledge

• Threat  landscape

• Analysis  Tools  and  Techniques
• Hunting,  analysis,  heuristics

• Conclude  



Analysis: OSX and Windows
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• OSX  persistence  mechanisms  [29]

• Plists

• Hidden  files  and  directories

• Dtrace and  JVM  hotspots

• KnockKnock [31]

• Registry  keys

• LNKs  in  Startup  Folder

• Procmon

• Regshot



Tool: JWScan
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Tool: Bytecode Visualizer
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Tool: Bytecodeviewer
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Tool: RATDecoders
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• Github repository  by  kevthehermit [27]

• Contains  static  configuration  decoding  scripts  for  many  RATs
• Not  just  Java  based  ones

• Fantastic  resource  for  building  an  Intel  pipeline
• Combine  with  VirusTotal,  Laikaboss [28],  etc
• A  handful  of  vendors  are  doing  this  internally



Technique: Hunting
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• Palo  Alto  Networks  telemetry  has  seen  Java  RAT  distributed
• As  JARs
• As  class  files  
• As  PEs  which  drops  JARs
• In  email  attachments
• As  URL  downloaded  resources

• Typical  RAT  behavior
• Unpack  itself  (often  to  a  “better”   location:  temporary  or  hidden  directory)
• Persist  (registy,  plist)
• Sleep  (optional)
• Beacon

• Yara rules
• JAR  files
• Class  files

• Names  in  JAR
• Bytes  in  class

§ Beware	  of	  libraries	  included	   in	  JARs



Technique: JAR Deobfuscation
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• Deofuscation logic  is  in  the  JAR  somewhere

• Decompile  class  files

• Search  for  methods  wrapping  strings  passed  to  other  methods

• If  those  methods  do  math  manipulations  on  a  string,  re-implement  in  Python

• Eclipse conditional  breakpoints  [23]  [24]  [25]



Technique: JAR Heuristics 
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• Counting  constant  pool  size  for  a  JAR’s  main  class  [18]
• Different  bands  within  a  family  are  caused  by:

• Droppers/packers
• Different  versions  of  implants
• Analysis  Errors

• Counting  resources  included  in  a  JAR

• These  heuristics  are  bad  at  determining  good  vs bad  JARs

• These  heuristics  are  pretty  good  at  determine  bad1  vs bad2  JARs

• These  heuristics  have  weaknesses  
• Jarinjarloader is  often  set  as  the  main-class  in  a  jar’s  manifest.  It   then  loads  a  
different  class  (from  a  URL  or  from  itself)

• Manifest  files  are  not  required  for  Jars  to  execute



Constant Pool Sizes

69 |     ©  2015,Palo  Alto  Networks.  



Roadmap
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• Foundation  knowledge

• Threat  landscape

• Analysis  Tools  and  Techniques

• Conclude  



Key Take Away Items
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• Java  RATs  have  been  around  since  2010

• Java  RATs  are  still  not  extremely  popular  compared  to  other  languages
• However  their  use  is  growing

• Java  RATs  have  been  used  by  financially  motivated,  opportunistic,  and  
surgical  threat  actors

• Keep  an  eye  out  for  Ratty  RAT.  It’s  been  growing  in  popularity  since  its  release

• Look  at  the  RATDecoders Github repository
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Questions
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