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WHY ARE WE HERE!

1. We (ICEBRG) expand or extend on current tools to handle
gaps in our capabilities

2. ICEBRG 1interns are required to have an “intern project”

which challenges them and does something productive for
us and for the community

3. Saw the opportunity to build a flexible, performant, open
source Mach-0 parser for everyone
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HOW DID IT START!

The format 1is highly complex
and looked like a good | R, _;_:
rabbit hole 4 T |
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SOLVED PROBLEM? SORTOF... (NOT REALLY)

There are other parsers.
...some cost money ($$$)

We Can Build 11! ...Some require a knowledge of
_ Objective-C / C++

it
-7 ...most have only partial coverage of
binary metadata

Areas for 1improvement

1. Accessibility (python)
2. Coverage / Extensibility
3. Free (Open Source)
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_ BUILD APARSER?:.

Understand the
history

Identify key features
Research the format
Work through the code
Research the format
Triumph

Rinse, repeat



GETTING THE LAY OF

THE LAND




ILDRHISTORY LESSON

Thanks Wikipedia!
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1977: Berkeley - BSD
1985: CMU - Mach Kernel
1986: Berkeley - 4.3BSD
1989: NeXT - NeXTSTEP
1993: Berkeley - FreeBSD

1997: Apple acquires NeXT

2000: Apple - Darwin

2001: Apple - 0S X 10.0




WHATIS IT!

“... a file format for
executables, object code,
shared libraries,
dynamically-loaded code, and
coredumps.” - Wikipedia

$ man Mach-0O

The object files produced by the
assembler and link editor are in
Mach-0O (Mach object) file format.

The complete description of a

Mach-0O file is given in a number
of include files. The file <mach-
o/loader.h> describes the headers,
<mach-o/nlist.h> describes the
symbol table entries with <mach-
o/stab.h> supplementing it, and
<mach-o/reloc.h> describes the
relocation entries.
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WHERE 15 17 FOUND? P

MACH-0'S EVERYWHERE

/Applications/

/L-Ibra'jy/ ‘ $ file /bin/* | grep ‘Mach-0’ | wc -1
/usr/bin/ " 39

/CoreS/ ; $ fiij /sbin/* | grep ‘Mach-0’ | wc -1
/System/ ‘: $ file /usr/bin/* | grep ‘Mach-0’ | wc -1

913




-
Higher level binary _ -
description: magic, ‘ -
architecture, and H EAD E R
flags.
LOAD COMMANDS
Layout, dependencies, SEGMENT COMMAND 1
and generic info for
the kernel and linker SEGMENT COMMAND 2
SECTION .
- SECTION
A ’ —-— ~
h 1 : S
The usual suspects: New segment, SECTION
e __TEXT but section #’s SECTION -
¢ __DATA don’t reset. -
° __0B3JC -
° __IMPORT -
e _ LINKEDIT And other SECTION

fun stuff...



MACH-0 FILE FORMAT VIS. EXECUTABLE AND LINKABLE FORMAT(eLr)
MachO. ___ BEFs.

Segment Section

Section N/A

Jusr/lib/dyld Jusr/bin/Id

dylib (dynamic library) so (Shared object)

‘-:f.'Mac 05 X 'and'ﬁos'.";_ . -2
: __-"'/W"agInterna lS“ﬁ“\ http://newosxbook.com/articles/CodeSigning.pdf




DOWN T0 DETATLS




HEADER
struct mach_header {
/usr/include/mach-o/loader.h uint32_t magic;

cpu_type_t cputype;
cpu_subtype_t cpusubtype;
uint32_t filetype;
uint32_t ncmds;
uint32_t sizeofcmds;
uint32_t flags;

#define MH_MAGIC Oxfeedface

#define MH_CIGAM Oxcefaedfe struct mach_header_64 {
uint32_t magic;
cpu_type_t cputype;
cpu_subtype_t cpusubtype;
uint32_t filetype;
uint32_t ncmds;
uint32_t sizeofcmds;
uint32_t flags;

#define MH_MAGIC_64 Oxfeedfacf uint32_t reser\/ed;

#define MH_CIGAM_64 Oxcffaedfe




HEADER: FILE TYPES & FLAGS

#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

#define
#define

#define

#define

#define

MH_OBJECT
MH_EXECUTE
MH_FVMLIB
MH_CORE
MH_PRELOAD
MH_DYLIB
MH_DYLINKER
MH_BUNDLE
MH_DYLIB_STUB
MH_DSYM
MH_KEXT_BUNDLE

MH_NOUNDEFS
MH_INCRLINK

MH_DYLDLINK

MH_BINDATLOAD

MH_PREBOUND

What we’re
focused on




#define LC_SEGMENT

#define LC_SEGMENT_64
#define LC_SYMTAB
#define LC_DYSYMTAB

#define LC_LOAD_DYLIB

) #define LC_CODE_SIGNATURE
49 different load = =

commands. ..

[

o\

49 different
structures?!?!

eh, more like 30

linkedit_data_command:
LC_CODE_SIGNATURE
LC_SEGMENT_SPLIT_INFO
LC_FUNCTION_STARTS
LC_DYLIB_CODE_SIGN_DRS
LC_LINKER_OPTIMIZATION_HINT VS stz
¥

struct load_command {
uint32_t cmd;

Ox1
0Ox19
Ox2
Oxb
Oxc
Ox1d




uint32_t
uint32_t
char

uint32_t
uint32_t
uint32_t
uint32_t

vm_prot_t
vm_prot_t

uint32_t
uint32_t

SEGMENTS & SECTIONS

struct segment_command {
cmd;
cmdsize;
segname[16];
vmaddr ;
vmsize;
fileoff;

filesize;
maxprot;
initprot;
nsects;
flags;

struct section {

char

char

uint32_t
uint32_t
uint32_t
uint32_t
uint32_t
uint32_t
uint32_t
uint32_t
uint32_t

sectname[16] ;
segname[16] ;
addr;

size;
offset;
align;
reloff;
nreloc;
flags;
reservedl;
reserved2;

[ Divx_Installer

__TEXT
__text
(’_ __Stubs
__stub_helper
__const
__objc_classname
__objc_methname
__objc_methtype
__cstring
__gcc_except_tab

_unwind_info

\\_ :_eh_frame

__DATA
__program_vars
__nl_symbol_ptr
__got



SYMBOL TABLE oo}
- " “index” aCtually

h -~ means byte offset :P

_—
_—
-
—-—

struct nlist {
union {
#ifndef __LP64__
char *n_name;
#endif
#define R e

#define } n_un;

#define Lint8_t  n_type;
#define i ceeEs
#define intle t [N,

uint32_t n_value;

Indicates “stab”

o stas_|[pexr][ Tvee
symbol.




SYMBOLS... BUT WHAT DO THEY MEAN!!

: The symbol 1is undefined.
Undefined symbols are symbols referenced 1in
this module but defined in a different
module. Set the n_sect field to NO_SECT.

/System/Library/PrivateFrameworks/StoreUI.
framework/Versions/A/StoreUl

/System/Library/PrivateFrameworks/StoreUI.

N-ABS—0x2): The symbol is absolute. The

linker does not update the value of an
absolute symbol. Set the n_sect field to
NO_SECT.

framework/Versions/A/StoreUl

/usr/lib/1libobjc.A.dylib

N_SECT (0xe): The symbol 1is defined in the__
section number given in n_sect.

\ Local Symbols /
: The symbol 1is undefined and

the image is using a prebound value for the .:\» /

bol. Set th t field to NO_SECT.
Symbo s SR S \\.* Imported Symbols (Classes, /
N—INDR—{—6xa): The symbol is defined to be Functions, Methods, Fields, etc.) /
the same as another symbol. The n_value
field is an index into the string table MH_TWOLEVEL: Determining Dynamic ]
specifying the name of the other symbol. Library from high 8 bits of n_desc.

When that symbol is linked, both this and
the other symbol point to the same defined
type and value.

#define GET_LIBRARY_ORDINAL(n_desc) (((n_desc) >> 8) & 0Oxff)

http://math-atlas.sourceforge.net/devel/assembly/MachORuntime.pdf
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CODE STGNATURE

Code Directory

e The “Bookkeeper”
e Hashes
o Executable
o Info.plist
o Signature
e Identity

Requirements

° Validation
constraints

e Requirement
Language (see
link below)
identifier

° certificates

Entitlements
° Permissions
e Capabilities
° iCloud
° Push

Notifications
e App Sandboxing

Certificates

° X.509

e CMS SignedData
in DER format

e Typically
anchored by
“Apple Root
CA”

https://developer.apple.com/library/mac/documentation/Security/Conceptual/CodeSigningGuide/RequirementLang/RequirementLang.html



LODE STGNATURES: BLOBS ON BLOBS ON BLOBS... -

kSecCodeMagicRequirement = Oxfade0co0,
kSecCodeMagicRequirementSet = OxfadeOcO1,
kSecCodeMagicCodeDirectory = OxfadeOcO2,
kSecCodeMagicEmbeddedSignature = 0xfade@ccO,
kSecCodeMagicDetachedSignature OxfadeOccl,
kSecCodeMagicEntitlement = Oxfade7171,
kSecCodeMagicByte = Oxfa

libsecurity_codesigning/lib/CSCommonPriv.h

opensource.apple.com

libsecurity_utilities/lib/blob.h

’u;.,

"CRAZYPILLS




Specific to Blob type

BLOBS: THEY'RE NOT S0 BAD..

libsecurity_codesigning/lib/cscdefs.h

typedef struct __CodeDirectory {
: BlobIndex { uint32_t magic;
u?nt32_t type; uint32_t length;
uint32_t offset; uint32_t version;
} CS_BlobIndex; uint32_t flags;
uint32_t hashOffset;
typedef struct __SuperBlob { uint32_t identOffset;
uTnt32_t magic; uint32_t nSpecialSlots;
uTnt32_t length; uint32_t nCodeSlots;
uint32_t count; uint32_t codelLimit;
CS_BlobIndex index[]; uint8_t hashSize;
uint8_t hashType;
uint8_t sparel;
} CS_SuperBlob; uint8_t pageSize;
uint32_t spare2;

typedef struct

libsecurity_codesigning/lib/requirements.h _
libsecurity_codesigning/lib/sigblob.h } CS_CodeDirectory;




UNTVERSAL (FAT) BINARIES - - R

\ \

$ file /usr/bin/python

/usr/bin/python: Mach-0O

/usr/bin/python (for architecture i386): Mach-0O executable 1386
/usr/bin/python (for architecture x86_64): Mach-O 64-bit executable x86_64

$ file /usr/lib/dyld

/usr/1lib/dyld: Mach-O universal binary with 2 architectures

/usr/lib/dyld (for architecture x86_64): Mach-0O 64-bit dynamic linker x86_64
/usr/1lib/dyld (for architecture i386):Mach-O dynamic linker 1386

$ file /usr/bin/* | grep ] we -1 4
\

Yo binary so fat, its Mach-0’s got Mach-0’s!







Hashing
(md5, shal, sha256)

ADDITIONAL FEATURES

Output file

Convenience & Usability

Abnormalities
(error handling,
work in progress)




SUMMON THE DEMO DEMONS



HURDLES & LESSONS
[EARNED

Documentation on the
Mach-0 format 1is sparse,
and scattered across the
interwebz, some of it
pretty well hidden.

Reading other people’s
code sucks.

Just because 1it’s not all
human readable, doesn’t
mean it’s not worth
reading. The information
is detailed, and
potentially very useful.




AREAS FOR
IMPROVEMENT

Code quality, consistency,

robustness, etc.

Documentation (spelunking

shouldn’t be a headache)

Error handling

(understanding errors)




MOVING FORWARD




<_ ‘
S hat can we learn from all
‘ i this data?
How do we give it context
and understand 1it?

PARSED ALL THE
THINGS... NOW WHAT!




Dynamic Libraries

Functions/Classes/Methods

trings

bnormalities

ode Signature

ncryption (Good vs. Evil

Im
—

oolchains

https://www.carbonblack.com/2016/03/01/analyzing-entrypoint-

instruction-differences-in-mach-o-files-with-mpesm/



https://www.carbonblack.com/2016/03/01/analyzing-entrypoint-instruction-differences-in-mach-o-files-with-mpesm/
https://www.carbonblack.com/2016/03/01/analyzing-entrypoint-instruction-differences-in-mach-o-files-with-mpesm/
https://www.carbonblack.com/2016/03/01/analyzing-entrypoint-instruction-differences-in-mach-o-files-with-mpesm/

THES WAS ALMOST A TALK ABOUT MACHINE LEARNING
MACHINE LEARNING

Machine learning 1is hard.
We built a really cool model.

2 key problems:

1. Size / Diversity of available
corpus

2. Training Set

Overfitting is a thing.

oS Sl , 3 '

oy A

o sx iy

i ] || / - -
[main o mi&g"‘ '

We’re not giving up though.



If you’re interested:

WHAT'S NEXT!

Future goals...

Continue to build corpus
(big bucket ‘o binaries)

Feature selection

lassification

Clustering

Malware discovery!


mailto:aaron@icebrg.io
mailto:aaron@icebrg.io
mailto:will@icebrg.io
mailto:will@icebrg.io

QUESTIONS!

HTTPS://GITHUB.COM/AARONST/MACHOLTBRE 61T
AARON@ICEBRG.10
WILLOTCEBRG.10
WWW TCEBRG.I0

THANKYOU!!



