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Staying a Step Ahead of Threats

Make every effort to PREVENT attacks

Detection is not enough. The only way to avoid the cost
of an attack is to prevent it altogether

DETECT and CONTAIN attacks as soon as
possible

Once infected, the cost of the attack just keeps on rising

Effectively RESPOND and REMIEDIATE

Address the real business impact
Make sure the intrusion doesn’t come back



e
Timing Is Everything

Days to Identify and Contain a Data Breach

MINIMUM 2

MEAN '

MAXIMUM

Identify
M Contain

Source: 2015 cost of data breach study: global analysis, Ponemon Institute




Loud Infection = Fast Response

CryptoWall TeslaCrypt
4%

1-3 days

m 3-7days

7-14 days

14-28 days

28+ days

~70% of the infected machines are remediated within a week.



Silent Infection = Slow Response

Dorkbot Conficker
m 1-3days
m 3-7days
m  7-14 days
5% 14-28 days
56% 68% 28+ days

11%

~60% of the infected machines remediation takes more than a month.



Loud vs. Silent; What is More Severe?

Median 1-3 days More than 28 days
Response Time

Attack Vector Mostly Phishing & Mostly Phishing &

Exploit kits Exploit kits
Attack Type Data corruption, Espionage,
Denial of Service, Banking credentials,
Ransom demanding Data breach
Discovery Easy Hard
Damage Temporal Continual



Reasons For Slow Response

* Internal bureaucracy and politics

Different teams with different agendas need to
collaborate

* Network configuration issues
Difficult or impossible to track the infected host

* Understaffed security teams

“62% of organizations are receiving more alerts
than they can feasibly investigate”

Source: 2015 Incident Detection & Response Survey, RAPID7




Threat Context

e Given one or more  p2 total
hosts access a
“Malicious site”

 What should the Analyses dae 2016-05-16 12:11:55 UTC ( 0 minutes ago )
security team do
with such
information?

e How should it be

Websense ThreatSeeker Malicious site

prioritized vs. other ...
aI e rtS ? LIeE Malware site

CLEAN MX

URL: hitp://settings-yahoo.com/

Analysis @ Additional information @ Comments i) Votes



Research Questions & Directions

 How to choose your battles

Aggregate & summarize multiple alerts to a
reasonable number of incidents to decrease
workload

* How to fight the right war

Adding a context layer to incidents to better
prioritize their urgency
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Algorithmic
Overview



Aggregating Events to Incidents

* Discover similarity between compromised
hosts

* Reduce overhead of security incidents

e Assist in prioritization & remediation
One script to clean them all




Step 1 — Pre-processing

* Get all alerts from all available sensors’
events:
= FW & IDS
= End Point
= Domain Controller
" Proxy & DNS Servers




Step 2 — Feature Vector

e Create a list of all unique 10C

= Domains

= Destination IP for non HTTP/DNS
addresses

» Destination port

= And any other forensics telemetry type you
can get

* Not all features are equally weighted features




Step 3 — Host Matrix

e Create a matrix where the rows are for hosts and
the columns are for the features

e Example:
3 hosts —A, B, C
4 10Cs — evil-1.com, evil-2.com, 1.2.3.4, TCP/6667
Domain weight is 1, IP weight is 1.3, Port weight is 1.6

-mmm

Host A
Host B 0 0 1.3 1.6
Host C 0 1 1.3 1.6




Cosine Similarity

e a measure of similarity between two
vectors of an inner product space that
measures the cosine of the angle
between them — number in range [0,1]

A:B;
_A-B 2;
o A B o n n
[ATIB] \/ZA? \/ZB:2
i=1 i=1

def cosine similarity(x,y):

similarity = cos(f)

numerator = sum(a*b for a,b in zip(x,y))
denominator = square rooted(x)*square rooted(y)
return round(numerator/float(denominator),3)

Source: https://dataaspirant.com/2015/04/11/five-most-popular-similarity-measures-implementation-in-python/



https://dataaspirant.com/2015/04/11/five-most-popular-similarity-measures-implementation-in-python/

Step 4 — Similarity Matrix

 Create the Cosine Similarity matrix when
we are comparing every 2 hosts’

* In the below example:
Green is for strong matches
Yellow is for weak matches
Red is for non-matches

—mm
Host A
Host B - 1 0.9

Host C - - 1




Step 5 — Noise Reduction

 Mask out weak matches for noise
reduction

_IE_IIﬂ-

Host A
Host B - 1 0.9
Host C - - 1




Step 6 - Extract Incidents

* Create a graph using the similarity matrix
as a graph adjacency matrix

Host Host
B C

* FInd the graph connected components
which comprise the security incident that
we looked for:

{Host A}, {Host B, Host C}




PoC at Customer sites (24 Hours)

_ Organization A Organization B

Unique Indicators 177 41
Compromised Hosts 29 19
Security Incidents 11 (-62%) 9 (-52%)
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PoC at Customer sites (24 Hours)

_ Organization C Organization D

Unique Indicators 42 90
Compromised Hosts 35 44
Security Incidents 13 (-62%) 16 (-63%)
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Model Limitation

e This model has a hidden assumption that
all indicators that are found on a given
host are related

* We all know that’s not always the case

L




Differentiate Incidents

e To differentiate the incident we need to
break it down to its components —
Indicators

* Define similarity between indicators

« Consider recurring occurrences of the
same indicators on different hosts




URL Similarity

Equal non-zero amount of dashes Same IP resolutions amount

Equal non-zero amount of digits Both domains had never had IP allocated
Digits/Dash are on the same index Shared ASN

Subdomains under same domain Shared IP addresses

Same exact registrant Same TLD which is not .com and not local
Same anonymized registrant service Close registration date

Different anonymized registrant Close first detected date

Small domain/registrant edit distance Close language ratio

Same exact domain name Shared URL path exactly

Same domain name length Similar URL path



CryptoWall C2 Servers

» Are the URLSs below related?
» abelindia.com/1Laxd8.php
* purposenowacademy.com/5 YQDI .php
» mycampusjuice.com/z9r0gh.php
* theGinGod.com/HSOILJ . php
» yahoosupportaustralra.com/8gX7hN.php
» successafter60.com/i1Cqgjno.php
»alltimefacts.com/EIFSId.php

e Other than the funny URL path pattern

= All the above URLs were first seen on 04-Nov-2015
which indicate they belong to the same campaign



Emotet Malware DGA

* Are the domains below similar?
* myjfqirgagnpboou.eu
» kgpaorkwglgrfcre.eu
* pgxhgpvumylnikjh.eu
* 1ddxbogywitoaddv.eu
» clgarxlbvxcraght.eu

e Other than the simple pattern [a-z]{16}\.eu
» All domains had never had an IP allocated
* All domains were never registered
* Close linguistic ratio

= Same TLD which is not .com and not local
s



Virus Total URL - Emotet DGA

pagxhgpvumylnikjh.eu 0/67
1ddxbogywitoaddv.eu 0/67
1dluegkbfkkclcdj.eu 0/67
jinstqfppyclvonk.eu 0/67
clgarxlbvxcraght.eu 1/67
kgpaorkwglgrfcre.eu 1/66

* Scanned on May-2016
RS



Expedia Phishing Campaign

' - " [FEaTrees | P e e R [
o Expedia PartnerCentral - © X §_ | - F/ O Expedia PartnerCentral - © X

€« C' | [ expediapartnercentral.it By @ = <« C' | [ partner-expedia.com By @ =
expedia® expedia®
PartnerCentral Naliano + PartnerCentral ltaiano
Accedi a Expedia PartnerCentral Accedi a Expedia PartnerCentral
Nome utente/Indirizzo e-mail Benvenuti in EPC Nome utente/Indirizzo e-mail Benvenuti in EPC ’
Abbiamo apportato delle modifiche per migliorare I'esperienza degli Abbiamo apportato delle modifiche per migliorare I'esperienza degli
utenti. Effettua I'accesso per utilizzare le nuove funzionalita seguenti utenti. Effettua I'accesso per utilizzare le nuove funzionalitd seguenti
Password ,& Navigazione piu veloce Password - Navigazione piu veloce
v Individuare gli strumenti di cui hai bisogno & ancora pidl 2@ Individuare gli strumenti di cui hai bisogno & ancora pid
semplice semplice
Hai dimenticato la password? Hai dimenticato la password?
‘ o '* Modifica rapida '5 Modifica rapida
Memorizza credenziali » Modifica o prolunga le promozioni con un clic Memorizza credenziali » Modifica o prolunga le promozioni con un clic

. Durata della promozione i
Accedi }l P ' o eeeah A Durata della promozione .
allll L& linee guida sulla promozione consentono di migliorare all e guida sulla promozione consentono di migliorare

un'offerta un'offerta

Ricerca dettagli Expedia Virtual Card (EVC) v Ricerca dettagli Expedia Virtual Card (EVC) v

expediapartnercentral.it partner-expedia.com

Can you spot the Phishy one?




Expedia Phishing Campaign

/ o Expedia PartnerCentral - - X \ WA

-— -

s o e et

€« C' | [ expediapartnercentral.it

expedia

PartnerCentral

Nome utente/Indirizzo e-mail

Password

Hai dimenticato la password?

[_] Memorizza credenziali

Accedi

Ricerca dettagli Expedia Virtual Card (EVC)

By @ =

Italiano +

Accedi a Expedia PartnerCentral

Benvenuti in EPC

Abbiamo apportato delle modifiche per migliorare I'esperienza degli
utenti. Effettua I'accesso per utilizzare le nuove funzionalita seguenti:

,& Navigazione piu veloce
#°# Individuare gli strumenti di cui hai bisogno & ancora piil
semplice

'* Modifica rapida
» Modifica o prolunga le promozioni con un clic

} Durata della promozione
llll Le linee guida sulla promozione consentono di migliorare
un'offerta

expediapartnercentral.it

WY o Expedia PartnerCentral - © X .\\_
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€« C' | [ partner-expedia.com

PartnerCentral

Nome utente/Indirizzo e-mail

Password

Hai dimenticato la password?

] Memorizza credenziali

Accedi

Ricerca dettagli Expedia Virtual Card (EVC)

Accedi a Expedia PartnerCer;

Italiano «

venuti in EPC

o apportato delle modifiche per migliorare I'esperienza degli
& ffettua l'accesso per utilizzare le nuove funzionalita seguenti:

\ ividuare gli strumenti di cui hai bisogno & ancora pil
plice

ifica rapida
ca o prolunga le promozioni con un clic

a della promozione
e guida sulla promozione consentono di migliorare
erta

partner-expedia.com

Legal Department- Domain

Administrator

domains@expedia.com
RS

danito alex

alexxissisi@libero.it



More Like This...

« Under the name of “danito alex” two more
domains were registered on the same day

= accessoclienti-expedia.it
= accessoclienti-expedia.com

List of domain names registred by Danito Alex

Domain Name Create Date Registrar
partner-expedia.com 2016-04-27 pop.it
accessoclienti-expedia.com 2016-04-27 ascio.com
accessoclienti-expedia.it 2016-04-27

Source: http://domainbigdata.com/name/danito%20alex



http://domainbigdata.com/name/danito%20alex

VT URL - Expedia Phishing Campaign

accessoclienti-expedia.com 0/67

accessoclienti-expedia.it 2/67

partner-expedia.com 7/67

* Scanned on June-2016



Step 1 — Pre-processing

e Get all loC from all available sensors’
events:
e FW & IDS
 End Point
e Domain Controller
 Proxy & DNS Servers




_—
Step 2 — Similarity Graph

G < Init-Graph()

For each pair of 1oC of same type, do:
G.Add-Node(loC-A)
G.Add-Node(loC-B)

If G.Has-Path(loC-A, 10C-B) = False
AND loC-A is similar to 10C-B, then:

G.Add-Edge(loC-A, 10C-B)
Incidents < G.Connected-Components()




Phishing Actor

* Are the domains below similar?
e settings-yahoo.com
 linkedin.net
e antiviruspc-update.com
 google-japan2010.com
e yahoo-japan2010.com
e facebook-support.org




Phishing Actor

x » settings-yahoo.com < linkedin.net settings-
yahoo.com

« Same anonymized registrant service provider

/ » settings-yahoo.com < antiviruspc-update.com
» Shared IP addresses
e Same anonymized registrant service provider
» Equal non-zero amount of dashes antiviruspc- yahoo-
« Same IP resolutions amount update.com japan2010.com

x » settings-yahoo.com < google-japan2010.com

e Same anonymized registrant service provider
» Equal non-zero amount of dashes

» Both contain popular domain name google-

e settings-yahoo.com < yahoo-japan2010.com japan2010.com
» Shared IP addresses
e Same anonymized registrant service provider
» Equal non-zero amount of dashes
» Both contain same popular domain name

settings-yahoo.com <> facebook-support.org linkedin.net facebook-
« Shared IP addresses
« Same IP resolutions amount
» Equal non-zero amount of dashes
» Both contain popular domain name

x

support.org




Phishing Actor

settings-
yahoo.com

/ » linkedin.net <& antiviruspc-update.com
e Same anonymized registrant service provider
» Close registration date
e Shared IP addresses

x- linkedin.net <> google-japan2010.com
e Same anonymized registrant service provider
e Shared IP addresses

antiviruspc-
update.com

x- linkedin.net <& facebook-support.org
« Shared IP addresses
» Close registration date

yahoo-
japan2010.com

google-
japan2010.com
: . facebook-




Phishing Actor

settings-
yahoo.com

/  antiviruspc-update.com < google-japan2010.com
e Same anonymized registrant service provider
» Equal non-zero amount of dashes

e Shared IP addresses antiviruspc- yahoo-
update.com japan2010.com

/ e antiviruspc-update.com < facebook-support.org
» Close registration date
« Same IP resolutions amount
» Equal non-zero amount of dashes
google-
e Shared IP addresses japan2010.com

: . facebook-

The graph is connected; therefore, all the domains are related




Virus Total URL - Phishing Actor

google-japan2010.com 0/67
yahoo-japan2010.com 0/67
facebook-support.org 1/66
linkedin.net 1/67
antiviruspc-update.com 2/67
settings-yahoo.com 5/67

* Scanned on May-2016
RS



There’s Always Room For More BL
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Source: Data Driven Threat Intelligence:
Metrics on Indicator Dissemination and
Sharing, MLSec/Niddel



loC Similarity as a Tl Feed

 The idea Is to leverage existing feeds to
create an in-house Tl feed

'WEBMAIL WESTINQHOUSENUCLEAR.COM

WESTINQHOUSENUCLEAR.COM

AOLNETS.COM

01CBDI0BASCF7ESS95B208E4CAZD2D15
0AD293CAAGD19FAZ5F C23FADBBBSSFEC

PRIVACY-YAHOO.COM 07FD027C4TCER2B3064A06138FEA2C03
1396E3304F95BFD72367E41F31370828
UD567984532FES1571A10BA3BECID09Y
3745 114 143

58.158 177102 OFSEADGASFI432E35ER2FCT21BF299ET

114C8D4316248DE8630364CF4C24AT754
0AS57719D18CE3527B02017EAT43F1EA

06CF3DD355DE28E5955E71717FDASESC

DELIVERY-YAHOO.COM
SETTINGS-YAHOQ.GON
117B20D1FFO62AT08FBCEOCEREBATAES
BAG-NN.NL GSVENL
SETTINGS-YAHOO, COM@ANONYMOUSBITCOINDOMAINS. COM
FULLGIRCLECOMPLIANCE.EU
ARKEMA-TUINCENTRUM.NL 109,7151.58

ANOTHER-MEMORY.COM

80CEF0397160B9058364759C4DENICOF

EHSMANAGER NL

6A24BESF61BCD789622DC55EBETOBI0B  pAcNED ML

FRANKFURTREDLIGHT.COM

MEN
BLUERASPBERRY NL ehgh

Source: https://www.threatcrowd.org/



Investigate-domain(domain)

If domain is suspicious, then:
For each domain’s ip resolution, do:
Ip-investigation-queue.enqueue(ip)
For each file downloaded/communicated with the domain:
file-investigation-queue.engueue(file)

For each registrant owned the domain:

registrant-investigation-queue.enqueue(registrant)




In-House Feed Value

* Feed relevancy is crucial

« High hit rate of harvested indicators
comparing to common Tl feeds

* Proactively get as many indicators as
possible of the current actor attacking the
network




Share Tl For Your Own Interest

« Organizations on same geo/industry/size are
likely to get the same kind of attacks

e Sharing indicators between them could be the
key differentiator between DETECT vs. PREVEN'

 Actively sharing communities should be
everyone’s interest




Threat Context

» Adding more |oC Is great

e But more alerts are pointless if they are without
the proper threat context

Go gle "settings-yahoo.com”" 4, Go g|e "kgpaorkwylgricre.eu”

All MNews Images Videos Shopping More « Search tools All r-.-1a|:|s News Images Videos More - Search tools

About 3,830 results (0.30 seconds)

Locations - Yahoo
https://settings.yahoo.com/ ~
Arabic (Jordan) ; Bulgarian (Bulgaria) ; Bengali (India) ; Czech {Czech Republic) ; Danish (Denmark)

; German (Austria) ; German (Germany) ; Greek ... Your search - "kgpanrkwq|grfcr5_eu" - did not match any documents.

Reset your language | Yahoo Help - VI98 Suggestions:

https://help.yahoo.com/kb/\VI198_html ~

This is the page to go to in order to change the language ofthe Yahoo interface:

hitps:/settings.yahoo.comlocations#languages. Was this article helpful? Yes « IMake sure that all words are spelled correctly.

« Try different keywords.
Try more general keywords.
Try fewer keywords.

ymail pop settings - Yahoo.com login - Forgot Yahoo Password
www.yahoocomlogin.com/how-to-setup-yahoo-mail-in. .. fymail-pop-settings/ ~

ymail pop settings. cochin February 4, 2016. ymail pop settings. 0 comments... add one. Leave a
Comment. Mame. Email. Website. Comment. Cancel. This site ...

Reset your language - YouTube
Tz hitpst/iwww.youtube. comiwatch?v=4zgpDpdhdls ~
l__' 21 0ct 2014 - Uploaded by Yahoo Help
= ..change the language used in the Yahoo interface. Here's the link to the
m Locatmns and language page: hitps ...



Domain Classification Analysis #1

settings-yahoo.com

Evidence lllustration
Domain Contained popular | settings-yahoo.com Global Rank @ Rank in United States
domain string (by Alexa) ® 5 = 5

Anonymized domain

registrations (by WhO.iS) Fegistrant Email: whoisproxyZvalus-domain.com

Website going up and " "
down (by PassiveTotal) |

Verdict: Evidence implies a phishing /infecting website — Pre-Intrusion
RS



————————————————————————————————————————
Domain Classification Analysis #2

kgpaorkwglgrfcre.eu

Evidence Illustration

Domain is available for kgpaorkwglgrfcre.eu is available!

registration (by who.is)
$4.90 [T

Domain was never

assigned to an IP (by First Seen NIA
PassiveTotal) Last Seen N/A
Resolutions 0
Domain was seen with myjfgirgagnpboou.eu, pgxhgpvumylnikjh.eu,
which many like him iddxbogywitoaddv.eu, clgarxlbvxcraght.eu,
within several minutes jinstgfppyclvonk.eu, idluegkbfkkclcdj.eu

Verdict: Evidence implies a CnC server — Post Intrusion
RS



Alerts Prioritization

» Host resolving a phishing/infecting domain
Indicates an infection attempt

e Host resolving a CnC server domain indicates
an on-going infection




Staying a Step Ahead of Threats

Events to Incidents = Faster Remediation

In-House Tl Feed = Faster Intrusion Containment

Sharing Tl = Moving From Detect To Prevent




Choose Your Battles
How To Fight The Right Wars
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