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Episode 1: The quest begins
• Overview and abstract: Neverquest?
• Code and protocol analysis
• Prevalence and geographic spread

Episode 2: Dead in the waters
• 3 million credentials in the water from PONY to Neverquest
• What’s PONY about? (demo)
• Web injects (search and replace)

Episode 3: Glimpse at infrastructure
• Server infrastructure
• Panel and money mule accounts, potential loss of millions

Episode 4: The Missing Link …

Agenda - overview
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Abstract
• Neverquest is also known as Vawtrak/Snifula
• Yet another Crime as a Service
• Ursniff was the foundation which later evolved into Gozi
• Gozi reemerged as “Gozi Prinimalka” (Hang Up)
• Neverquest was born based on that evolution in Trojan banking development
• It was first discovered in mid 2013
• In December 2014 we found Neverquest to implement Tor2web to hide C&C
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Overview: Neverquest
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Abstract
• Uses PrDGA (Pseudo-random DGA) for fallback domains except for Tor2Web
• A common distribution method are spam mails claiming to be e.g. UPS, eFax, United Airlines etc, 

attached a .doc file with embedded macros that upon enabling, fires of the payload. Alternatively 
being delivered through AnglerEK as part of a cocktail (Bedep)
• First stage downloads PONY, while second stage is Neverquest with various modules and injects 

depending on the project ID.
• Neverquest currenty supports the most comprehensive list of specific targets spanning globally and 

across several campaigns
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Abstract
• Upon execution Neverquest drops a random-named %.uww e.g. OowupTumwo.uww into 

%ProgramData%\
• Neverquest then executes the dropped DLL using regsvr32.exe /s [PATH] by adding a run key to 

registry
• Next it enrolls the host into the BOTnet using a projectID with a PHPSESSID encoded cookie value 
• Neverquest probably has the largest and most comprehensive target list of all Trojan bankers.
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Abstract
• Some weeks back (mid February 2016) it added several new targets related to banks in Israel:

bankleumi.co.il, bankhapoalim.co.il, telebank.co.il. 
• Several Neverquest campaigns have recently pushed the Point of Sale (PoS) malware “Abaddon” 

(small binary approx. 5-6KB)
• Latest new project/campaignID is Project 238 
• Yet again we see new targets, including investment retirement services such as Vanguard and 

Paychex.
• Infected users should fear for their entire retirement savings being stolen.  
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Binary
Current versions of Neverquest uses several layers to protect itself from detection and to trouble 
analysis e.g.:

• Anti-Emulator 
• Anti-Debugger 
• Anti-Analysis 
• Anti-Antimalware
• Garbage Collection 
• Hashing
• Encryption/Decryption 
• Code injection 
• Compression/Decompression 
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Protocol
• The C&C responds with a list of items. After the first HTTP request from the infected client the 

server will typically respond with a configuration file and may also respond with a list of commands 
that the client will then execute.

• For some time Neverquest makes use of a linear congruential generator (LCG) method added a 
pseudo random number generator (PRNG) to produce the key used to encrypt the data. 
• On top of that data, it’s now being compressed with LZMAT library.
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Offset Value
x00\x10 OK Download + Execute
x03 Download Module
x1C Update
X05 Search files



Neverquest – the missing link



Neverquest – the missing link

Distribution and prevalence – all campaigns (1 month)
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Distribution and prevalence – all campaigns (1 year)
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Credentials lost PONY
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• Requirements should be authenticated for the user to be logged in the system
• Bug in auth_cookie generation
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Webinjects
• Largest and latest decrypted configuration ProjectID #8 approx. 2MB
• More than 300 targets alone in that project
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The targets campaign #13
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All unique Neverquest targets =1054 – oh my
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Version 13
Project 23
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The Missing Link (Gootkit, Tinba and Neverquest)
§ At least two campaigns related to Neverquest shares infrastructure with Shifu, Tinba and Gootkit
§ In those two campaigns we have a 100% identical list of corporate banking targets with primary 

focus on the UK but also on Qatar, Hong Kong, and United Arab Emirates
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Tinba Gootkit Neverquest

Hash 4d1ad74191725927d76b44b0388b6de6 4d86ae4acf5bec6939e6270bfc9216e8 67EED9D7AAB4C7E32343CE8CD1EF0F54

Domain https://sslanalitics.com/ful/ https://sslanalitics.com/ful/ https://sslanalitics.com/tyt/

Corporate	
targets

100% 100% 100%

All	targets 52,20% 41,90% 100%
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