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Tasty Malware Analysis with T.A.C.O.
Bringing Cuckoo Metadata into IDA Pro

Jason Jones



Me

» Security Architect for Arbor Networks

» Security Research Analyst with Arbor ASERT for 3.5 yrs prior
* Previously spoken at

« BlackHat / Ruxcon / AusCERT / REcon
* Research Interests

* Automating reverse engineering

* Graph theory / database applications for RE / security

* Botnet monitoring
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Similar Work
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Similar Work

* Nothing (that | know of) uses Cuckoo as it's mechanism for
propagating data into an IDB

* Inspired by similar work from many authors

* Ul takes inspiration from IDAScope by Daniel Plohmann
(@push_pnx)
« Excellent plugin, in my toolbox
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funcap

* https://github.com/deresz/funcap
* IDA Pro script to add some useful runtime info to static analysis.

eax, [ebp+NeuF119Nam9]

1 ; duFlags

eax ; 1pNewFileName

esi ; 1pExistingFileName
arg_00: 0x0040431%4 ——) *C:\Documents and Settings\Administrator\Local Settings\RDSessHgr'
arg_O4: 0x0012fd8c --> "C:\DOCUME™1\ADMINI™1\LOCALS™\Temp\~da29.tmp"’

arg_O8: 0x00000001 --> "N/A°

call ds:MoveFileExA ; Kernel32 MoveFileEXA()
EANX: O0x000008001 --> "N/A’

S_arg_00: 0x00404314 > 'C:\Documents and Settings\Administrator\Local Settings\RDSesshgr"’
s_arg_04: 0x0012fd8c --> 'C:\DOCUME™I\ADMINI™I\LOCALS™\Temp\~da29.tmp"’
Ss_arg_08: 0x00000001 --> "N/A°
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IDA Pro Pintracer

* Maintained by Hex-Rays
* Highlights executed instructions
* Can also track registers
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Joe Sandbox

* Commercial product from Joe Security
* Can produce execution graphs

* Claims to have similar plugin

* Never used personally

« Seeing that they were using API traces gave
inspiration to look into doing similar with Cuckoo

* Opted to not attempt to find code so my plugin
would be "clean”
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Background Material
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Malware Analysis Challenges

« Packers / Crypters

» Self-Modifying Code

* Process /DLL Injection
« DLL Side-loading
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Cuckoo Sandbox

* Popular open-source and free sandbox

* Injects monitor DLL into malicious
process, logs API calls " s e
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* Cuckoo 2.0 currently in RC stage . §
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Memory Dumping

« Using the debug stacktrace in Cuckoo 2.0 can
* Build a list of executed addresses
* Use procdump to get base executable dumped
« Attempt to retrieve memory pages containing addresses from the
ramdump
« Also use malfind from Volatility to locate other pages possibly
undetected
* Using extra memory regions can then append extra sections onto
base executable dump
* Appending segment in IDA is non-ideal, IDA auto-analysis falls
down in a few places
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TACO
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TACO Overview

Started out as dynamically generated IDAPython scripts
* Clunky, prevented from doing "cool" things
* Dynamically generating "clean" IDAPython is hard

« Some features incompatible with Cuckoo 1.2 due to lack of call
metadata

» Cuckoo-Modified and current Cuckoo 2.0-dev branch supported
supported for markup

* |dea sprung out of Joe Security's posts about execution graphs and
seeing they imported analysis info into IDA

* Prior usage of tools like funcap and IDA's pintracer
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TACO

* Consists of Cuckoo-based tabs for showing:
* Processes
* API Calls
« Signatures
* Imports
* Also includes other IDAPython scripts | have developed
« Byte / Stack String viewer
* ‘"Interesting" XOR locator
« Switch Jump / Case statement viewer
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Loader Tab

* Main location to show a process tree and allow for specific processes
to be inspected

Open Fle Process Fle

Load Data for Selected Process
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APl Calls Tab

* Reproduction of Cuckoo's Output
* Filterable / Searchable / Clickable

* Detect Called vs Logged API Filterable by Category
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Imports Tab

* Tries to detect dynamic imports via direct / indirect calls
* Can rename addresses of detected imports

00 Loader Cuckoo Network Acthvity Cuckoo Calls Cuckoo Imports Interesting XOR Swatch Jurps

ProcName ProcAddress
WSAStartup OxJ1abba35
gethostname OnJ1ab5449
gethostbyname (xT1ab5335

inet_ntoa x71abd5c1

WSACleanup (hT1ab3fed

(h71a5bdS8

0802010 mewsock.d arty (h71a5bdS8
0802010 winine.dil Starty (h76fb1688
OhDOS04SE2 wininet dl InternetOpenA 35828
wirinet dlil IntermnetSetOptiond h3dM 3%

wininet d| InternetConnectA h3d956fde

winmnet. dl HitpOpenRequesta h3d9565.8

wirinet.dl HitpSendRequestA (h3dNT021

wirnmnet. d| HitpQueryinfol h3d951824

winmnet.dl HitpSendRequestExA h3d9babab
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Signatures Tab

« Simple Display of Cuckoo Triggered Signatures

Cuchos Loader Quckco Sgnasires Cudkoo Calls Cudoo Imports Byte Stngs Interesting XOR Swetch Jumps

Segnature

of its own bimary image

es 2 hidden or system file

Deletes its onginal bimary from dhsk

The binary likely contans encrypted or comgpressed data

Drops a bnary and executes it

es RWX memory

Generates some ICMP traff

Infoemation

ok 2388 offset: (WO D0, length

uments and Settings\ ANl Users\ AVci\C

size: O

binary: € uments and Settings\All Users\ A¥ck\Gadget.exe

Severtty

Seventy: 2
Confiderce: 3

Confidence:
Weight: 1

Seventy: 2

Confidence

Weght: 1
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Switch Jump Viewer

* Switch jumps in malware can indicate config or cmd parsing

(3] IDA View-A

Loader Network Actaty Cals

Names
pthread mutex lock full
pthread mutex wnlock full
O _sux_innt
G _relocate_cbyect
ot
+ (n0B8%ebdb
loc_B0SEBS2
loc_BOSEBSS
loc_BOSEBDS

handle_smd
mallopt
plural_eval
ptmalioc_init

s Strings window

Byte Strings

MHex Viewm-1

Interesting XOR
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Stack String Locator

1DA View-A i CcO [ rex vew- ] Smxhres trum

Cuckoo Loader Cuckoo Signatures | Cuckoo Calls Cuckoo Imports | By%e Srngs Interesting XOR | Switch Jumps

tOBNOLSF2 [ebpruar C8])

Address Functon String S OBNOLSEY [(‘bpouqr (,']
AL LT [ebprvar C6)

c5)

Ca]

€3]

]

[HKEY_CURRENT USER\Software\ Microsoft\ Windows\ CurrentV Run] - O0ABAE07 [ebpruar
e e e HULSLULE [ebpruar
HUL AL U B [ebpruar
tOBNOL618 [ebpsuar _C2],
toBNBLRe2Y [ebpevar_C1],
tOBNOLE28 [ebpevar CO),
OBNDANG2F [ebpevar BF], b
OBNDNGTS [ebpevar BE], '
tOBNON63C [ebpsvar_ED],
OBNOLENT [ebpevar_BC]),
OBNOLEAA [ebpevar BB],
OBABAEST [ebpervar BA],
OBADLGES R [ebpevar B?],
BN DLESF [ebpevar_BE],
, HLL L UL [ebpevar_B/],
st command, press | for help - QBNBLELD ROV [t‘bp'u ar 86 J o
HCLNT Ty LY call ds:GetProchaddress
1OBNONE7N apl: LdrGetProcedureAddress
TORNOLSTR Drdinal: @
TOBNOL6 /8 ModuleMane: wininet.dl
tOBNON678 FunctionName: InternetSetOptionn
0BN0N670 ModuleMandle: @x3d930
tOBNONE7N Functionfddress: 0x3d9
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"Interesting" XOR Tab

Loader Network Activity [ Calls l Imports

Function
sub_401130
sub_401130
sub_4266C4
sub_4266C4

Address
0x401349L
0x40132dL
0x4268c1L
0x4268ddL

Loop
True
True
True

True

Byte Strings Interesting XOR

Disassembly
xor al, 1Ah
xor al, 0CDh
xor al, 0CDh

xor al 1Ah
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DEMO
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Fin

* https://github.com/arbor-jjones/idataco
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https://github.com/arbor-jjones/idataco

