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Types

User Interaction Drive By Downloails

Deceptive downloads Hidden iframes
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Malicious ads in search engines

Go gle news

All News Apps Videos Maps More v Search tools

About 10,750,000,000 results (0.71 seconds)

Latest Breaking News - Buy Nikkei Asian Review Today
asia.nikkei.com/ v

Save 44% On Your Subscription Now!
Latest Headlines Market News
Japan Update Asia300 Companies

Google News

https://news.google.com/ ¥ Google News ~

Comprehensive up-to-date news coverage, aggregated from sources all over the world
by Google News.

About Google News - Using Google News RSS Feeds - Languages and regions
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Malicious ads in search engines

GO gle youtube n

All Videos Apps News Books More v Search tools

About 6,490,000,000 results (0.68 seconds)

YouTube

https://www.youtube.com/ ¥

Enjoy the videos and music you love, upload original content, and share it all with
friends, family, and the world on YouTube.

Results from youtube.com Q
YouTube Movies

Enjoy the videos and music you love, YouTube's movies destination
upload original content ... featuring the latest new ...
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Malicious ads in search engines

GQ gle youtube n

All Videos Apps News Books More v Search tools

About 6,490,000,000 results (0.68 seconds)

Youtube Channel
www.youtube.com/ ¥
Watch Youtube Television Channel Browse News Channel on Youtube

YouTube
https://www.youtube.com/ v

Enjoy the videos and music you love, upload original content, and share it all with
friends, family, and the world on YouTube.

Results from youtube.com Q

YouTube Movies
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*%*%* STOP: Ox0000007E (OXFFFFFFFFFC000000047, OxFFFFFF800002EB5B48)

o 3 | ——
Serious security threats have been detected on your computer. Your browser
mav _have been hacked or hiiacked. You’re currentlv usinag and located around (,7\)
o),
=K

A serious malfunction has been detected with Windows 7 / Server 2008 R2 7 and your Chrome 50.0.2661.94.

Please call the toll-free number below for a Certified Technician to help you resolve the issue:
1-800-752-154

For your safety, closing the Chrome browser has been disabled without support of the Certified Technician to avoid corruption to the r
egistry of your Windows 7 / Server 2008 R2 operating system

Do not shut down or restart the computer, doing that may lead to data loss and possible failure of the operating system and potential
non bootable situation resulting in complete data loss. Please contact Certified Technician at the toll-free Helpline 1-800-752-154

dve’

DO NOT RESTART COMPUTER AS IT MAY CAUSE PERMANENT HARD DRIVE FAILURE demand

CALL CERTIFIED TECHNICIAN TOLL FREE 1-800-752-154



Deceptive Downloads — Falke AV

Firefox security alert

Scanning of your system is currently on, please wait until
the end.

Your system affected by numerous virus attacks, Mozilla Firefox
recommends you to install proper software to protect your
computer

Quick scan system
-]

Scan complete

Number of scanned objects: 4063
Number of infected objects

Name Type Threat level

# W32.Nimba.J@amm Virus Medium
“, Trojan Horse IRC/Backdoor.SdBot4.FRV Virus Medium
# W9s/Elkern F-Secure Virus High
# AdvWare.Hotbar Virus High
% W95/Elkern F-Secure Virus High

“, Trojan Horse Genericl1.0Q) Virus High

Recomended: Click "Start Protection" button to erase all threats Start Protection

P2 Trustwave:

Smart security on demand

© 2016 Trustwave Holdings, Inc.



=
o
o

Falke Plugin

£7 Windows 7

Adobe Flash Player Update

Install Adobe Flash Player and enjoy the largest
database for:

« Music Albums with user-friendly interface

» All Song Formats with easy access

» Videos Library leading video codec library

e
oq
) v4 (0]
)
@)
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|

Decline & Continue Agree & Install
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Drive-By Downloads - The silent lilley

- lframe/Hash/IS
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= v dPoffstagenews.com/?_url=%2Fr&utm_source=ts&utm_medium=interstitial&utm_campaign=cid%3D1%2Csubid%:

Drive

Prince died on eve of planned Artist ends lawsuit over Shkreli's one-
meeting with addiction doctor of-a-kind Wu-Tang album
& May 5, 2016 & May 5, 2016

‘May the Fourth Be With You': fans Despite sanctions and isolation,
celebrate Star Wars Day Pyongyang skyline grows
& May 5, 2016 & May 5, 2016

« Previous Next »

Taylor
Wlmpey

| Apartments & townhouses
. | with 2 & 3 bedrooms
I‘ Mallorca, S
Costa Blanca
\1 Coata Bleoa7 ee more >

Jstwaver

surity on demand

© 2016 Trustwave Holdings, Inc.



Drive-By Downloads — The silent killer

(|3
(@@| ) C:\Users\ NI\ Desktop\RESTORE_FILES.HTML £ - ¢ @ coyptowaiiz x| | e 23
File Edit View Favorites Tools Help
A

What happened to your files?
Al of your files were protected by a strong encryption with RSA-2048 using CryptoWall 3.0.

More information about the encryption RSA-2048 can be found here: http://en wikipedia.org/wiki/RSA_(cryptosystem
What does this mean?
This means that the structure and data within your files have been irrevocably changed, you will not be able to work
with them, read them or see them, it is the same thing as losing them forever, but with our help, you can restore them.

RESTORE_F... How did this happen?

Especially for you, on our server was generated the secret key pair RSA-2048 - public and private.
All your files were encrypted with the public key, which has been transferred to your computer via the Internet.

Decrypting of YOUR FILES is only possible with the help of the private key and decrypt program, which is on our SECRET SERVER!IL.
What do | do?

RESTORE _F... Alas, if you do not take the necessary measures for the specified time then the conditions for obtaining the private key will be changed.

If you really need your data, then we suggest you do not waste valuable time searching for other solutions because they do not exist.

For more specific instructions, please visit your personal home page, there are a few different addresses pointing to your page below:

1.http://kosdfnure75.op1gifsd05milk.com!/ |G

2.http://gfdkotriam.fo4j4wng51hepa.com N

3.https:/izpr5hugdbgmutfnf.onion.to/ G

If for some reasons the addresses are not available, follow these steps:

1. Download and install tor-browser: http://www torproject.org/projects/torbrowser.html.en N

#100% ~
a = 9:36 AM
all 3.0 - o 15
Vall 30 - L. | o O 0
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Advertising Eco-System

Direct Advertising
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Direct Ad
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Advertising Eco-System

Advertising through Ad Agencies

[ Direct Ad J

4 )

Ad Network

g J
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Advertising Eco-System

Advertising through Ad Agencies

{ Direct Ad J

4 )

Ad Network

g J
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Advertising through Ad Agencies

Direct Ad
4 ) —
Phisune I amazon
Do M
N Ad Network N
- —
PEPSI -
\_ Y,
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Advertising through Ad Agencies

4 A Direct Ad
(i
Ceatily,
a ) —
Wl amazon
Advertiser ublisher
Do M
N Ad Network N
- ~
PEPSI o~
\ J \_ AN
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Advertising through Ad Agencies

/

Advertiser

\

Direct Ad

-

g

Ad Network

~

J

Publisher
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Exchange Services

-

~N

Advertiser

|

Direct Ad

-

Ad Network

. _J
/ Exchange \

Publisher
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DSP and SSP

-

~

Advertiser

[ Direct Ad ]

é )
Ad Network

. _/

DSP SSP
Exchange

Publisher
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Online advertisement ecosystem — The Problem

Perfomance

- »

Revenues
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Online advertisement ecosystem — The Problem

e RTB takes less than 100 milliseconds
« DSPs "fight” to respond faster

e Too fast to validate ads
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= v dPoffstagenews.com/?_url=%2Fr&utm_source=ts&utm_medium=interstitial&utm_campaign=cid%3D1%2Csubid%:

Sam,|

Prince died on eve of planned Artist ends lawsuit over Shkreli's one-
meeting with addiction doctor of-a-kind Wu-Tang album
& May 5, 2016 & May 5, 2016

‘May the Fourth Be With You': fans Despite sanctions and isolation,
celebrate Star Wars Day Pyongyang skyline grows
& May 5, 2016 & May 5, 2016

« Previous Next »
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Malvertising Infection Chain

offstagenews.com
ads.contextweb.com
ads.contextweb.com
as.eu.angsrvr.com
x.fidelity-media.com
data.rtbfy.com
partner.brentsmedia.com
partner.brentsmedia.com
partner.brentsmedia.com
ah.gordonfreasjr.com
ah.gordonfreasjr.com
ah.gordonfreasjr.com

J?_url=%2Fr&utm_source =ts&utm_medium=interstitial &utm_campaign=cid%3D 1%2Csubid...
/TagPublish/getjs.static.js?v=27
/TagPublish/GetAd.aspx?tagver=1&ca=VIEWAD&cp=558496&ct=416228&cwod=8&epid=8&e...
[select?type=js&plc=10317448&cache=62073608&padsrvcurl=
/delivery/ajs.php?zoneid=16765&cb=31517148700&ab=145742126031517148700&charset...
Jrtb2?id=20104&publisher_id=4518&rtb=18&product_id=9&campaign_id=10047&bid=MC4w...
Jtype/suggestion.js

/may/dtizen/pole /sound/dub/sodety.js?wrapper=false

J/broad/duty/offer house.json?lang=en-US&screen=1011x758&time=1457421348&offset=-...
[topic/11856-resubmits-triggering-schoolroom-tessellation-protestors-adjustments-subdivide. ..
[?r=VgFS&d=VtiDHMdQ 1Q&w =KZp&p=qcHVI&j=NCENgeDAFB&s=1jczkVHoF& =4Rrb_m1
[?s=BSBhG&l=&r =PF0LkzsQV&w=&f=wg-e9c6 1wh&p=gN0Onzk2K 1G&0o =64EENQ&j=&g=6pV...
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Infection Chain in

{310

offstagenews.com

ads.contextweb.com
ads.contextweb.com
as.eu.angsrvr.com
x.fidelity-media.com

data.rtbfy.com

partner.brentsmedia.com
partner.brentsmedia.com
partner.brentsmedia.com

ah.gordonfreasjr.com
ah.gordonfreasjr.com
ah.gordonfreasjr.com

J?_url=%2Fr&utm_source =ts&utm_medium =interstitial&utm_campaign=cid%3D 1%2Csubid. . J Publisher

/TagPublish/getjs.static.js?v=27
/TagPublish/GetAd.aspx?tagver=1&ca=VIEWAD&cp=558496&ct=416228&cwod=8&epid=&e...
[select?type=js&plc=10317448&cache=62073608&padsrvcurl=
/delivery/ajs.php?zoneid=16765&cb=31517148700&ab=145742126031517148700&charset...

SSP

frtb2?id=201048publisher_id=45188&rtb=18product_id=9&campaign_id=100478bid=MC4w.. J E xchange

[type/suggestion.js
/may/dtizen/pole/sound/dub/society.js?wrapper =false Malvertisin g
/broad/duty/offer/house.json?lang=en-JS&screen=1011x758&time=1457421343&offset=-...
[topic/11856-resubmits-triggering-schoolroom-tessellation-protestors-adjustments-subdivide. ..
J?r=VgFS&d=VtDHMdQ 1Q&w=KZp&p=qcHVI&j=NC6NqeDAFB&s = 1jczkVHoF&=4Rrb_m1 An g ler EK
[?s=BSBhG&l=8&r =PF0LkzsQV&w=8&f=wg-e9c6 1wh&p=gqNOnzk 2K 1G&0 =64EENQ&j=&g=6pv...
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Malvertising Laundry

The standard flow

* A hacker signs up to an Ad network impersonates as a legit

advertiser
« Spreading harmless ads for a while
« Choosing the right timing to enable the malicious code
« Every fixed number of views the malicious code is served

 Redirect to exploit kit
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Mpw pervcTpuyin BEOANM NODLIE AaHHEER
(py wam Bypix - Gea paznmysl)

Cranes He notpebyrorca

Mocne perncTpaupi, NOATBEPIKAGHNA NONT,
88023 NEPCOMANLHOI MdOPMaLN
aobasnaem xax meton onnare REDPASS ¢
MOBRIM HECYWLECTBYIOWMM NOTIHOM
(370 Hy»¥0, 4TOBRd NOABHNACH BOIMONKHOCTL
A0DGIABNEHMA KAMNAKWI HA ANNPYB, HO B
CNYYae HEeNPEABHASHHBIX NpoBnem He
3ananute pabounit sepud axx paxum)

A4

Registration

Haém 8 ryrn, genaem 3anpoc xxx tube, pomo video, pormo tube u romy
nogobroe
Bubupaes TpacTosbiit CaRT ¢ 5 unm rnyGxe CTPaHMyD Buigaun
Kpurepun orbopa
1) Alexa Rank < 100.000
2) Her pexnams: Plugrush
3) Ecme pexnama Juicyads, Trafficshop u Tomy nogoBreix kpynkeix Gupox
4) XenareneHo caiit-tube. To ecTb ranepes BU3e0 PONUKOE
NocTim Beibpanseil CailT 8 310/ Teme, UToDbl 0AHOBPEMEHHO HECKONEXO
YENOBEK He OTNPABNAM HA aNNDYE 0AHH W TOT e CalT

Coaqaém blind kamnawmio 8 plugrush xax Ha crkpuKe

Broaxer xamnasmn 108
& MO BO.
Uena rpad
Cmocn Jocvames L b n
[Rp— T
s Damyons ww o[y e i e v
A rmmes adens LU L e
sl - * Ne
temrpoternine nevems [ Moo T .
s poosler® e 1
poe proy poviS
po s, preny pos
v Mo soi ot ot € e
o hwva Arhager Wb, N
L b bt forgiatnd
sy Yo b o
* g et L
o~ o o

Kaém annpys, notom ao6agnaem ceoi Paxum 8
AYNT 1 Of

Cnusaem Tpaduk Ha Yyxoi CaiT

Register under any name
(russian or american doesn’t
matter). Choose to pay with
REDPASS

Search for xxx site with
no ads from Plugrush
and with competitive
advertisers

Set the minimum budget
allowed for campaign: 10$

Wait for approval. Then you can add
your Paxum account. The fun begins
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Exploit kits without traffic are like...

P2 Trustwave:

Smart security on demand

© 2016 Trustwave Holdings, Inc.



P2 Trustwave:

Smart security on demand

© 2016 Trustwave Holdings, Inc.



Sources of traffic

« Compromised Web Sites
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Remember me
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Rig Exploit Kit Dashboard

Rl
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Rig Exploit Kit Dashboard
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Why?

P2 Trustwave’
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OR IN OTHER WORDS...

IF THE BAD GUYS CAN DO IT
50 GAN WE
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Task List

Building a landing page

« Choosing Ad companies

« Bypassing “Security” checks of the Ad companies
* Running a campaign and analyzing the results

* Finding the best ROl taken by cybercriminals

P2 Trustwave:
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Building a Landing Page
Looking for vulnerable Flash Player

<script>

var xulhttp;

if (window. XMLHttpRecquest)

{// code for IE7+, Firefox, Chrome, Opera, Safari
xmlhttp=nrew XMLHttpRecuest();

}

else

{// code for IE&, IES
xulhttp=rew ActiveXObject("Microsoft XMLHTTP");

}
xmlhttp. onreadystatechange=function()
{
if (xmlhttp. readyState=—4 && xmlhttp.status=zZ00)
{
docunent . getElenentById( "uyDiv" ). innerHTHL=xnlhttp. responseText;
}
}

xmlhttp. open("POST", "updates _php", tzue);

xmlhttp. setRequestHeader("Content-type", "application/x-www-form-urlencoded");

xmlhttp.send(" flash="+PluginDetect. getVersion('Flash')+"cIE="+getBrowserVerion());
<fscript>

A [rustwave’

Smart security on demand
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4 ) _ 4 )
Direct Ad
4 )
Advertiser Ad Network Publisher
\_ Y,
DSP SSP
Exchange
\_ J \__ J
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Manual Registration
(human interaction)

009

® Not required B Required

Initial Deposit Identity Verification

P2 Trustwave:
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Bypassing Security Checks

Identity Verification

« Domain of the proposed banner vs domain of the company

— Use hacked domain accounts (or buy already hacked) in
some domain registrars

— Generate subdomain in one of the accounts

— Create a banner with a copied logo and a text from the
original site

— Host the banner on the subdomain

— Approach an ad network and pretend to represent abused
company

P2 Trustwave:
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Bypassing Security checks

Request for identifying documents
We Appreciate Your Interest with [ N |G

Your Application is currently under review.

| . | | the company
We are having a few problems validating some of your information.

To Expedite the review process of your Application.

1. Please send to Us a copy of Your photo ID showing the same First and Last
Name as are entered in the Application fields.

Acceptable examples are: Drives license , Passport, etc.

2. Please send to Us 2 facsimiles from official documents, forms, etc. showing the
same name and physical Address as you provided in your Application.

Water, Phone Electrical bill, etc.

Such as: 1 copy of an Electrical Bill and 1"copy of a VWater bill, etc. showing the
same name and physical Address as you provided in the Application fields.

Acceptable examples such as Utility Bills:

We look forward to hearing from You.

We regret any inconvenience this may have caused you.

P2 Trustwave:
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Bypassing Security checks

Request for identifying documents — The underground to the rescue!!

Documents for
[R) 08.10.2015, 17:09
tophoot Mpoaaxa n nepepucoBrS S a I e

Vendor of:

documents MpoaaXa AOKYMEHTOB:

Peructpauss: 16.01.2014

Scan of paspports

iﬁ‘li“‘df?:fé: ) ckaH P® nacnopra + nponucka - 3$
B doriae aosepus: $0 ckaH P® nacnopra + nponucka + BOAUTE/IbCKOE Y&

3arpaH - 5%
CKaHbl Apyrux cTpaH (PpaHums, FrepmaHus, 3ctoHus, Jlateus n MHorme apyrue) - 10$

lNepepncoBKa AOKYMEHTOE

USA, UK & Latvia

Macnopt P® P ass pO rtS

20%

15$ Fake UK & RF Driver License

3arpaH.nacnopt P® Fake Ut'“ty B|“
20%

CyeT 3a KOMMYHaJIbHbIE yCyru po:
15%

P2 Trustwave:
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Bypassing Security checks
Request for identifying documents — The underground to the rescue!!

IegiOner @ ®oT0/CKaHbl pean NAAcTHKa, JOKYMEHTbl, Y€K

Vendor of:
£NCono Kpatko o cebe: MMe0 OMbITa HEMHOTO BO BCEM, WA NOKEP, APONOBOANA, WONUACA W WONMCE, N0 3TOMY AeNald cKaHbl W GoTo Kak ana cebs v ueHw Baw Tpya.

seans Ceilyac He BCe UTO MOTy AenaTk, CO BpeMeHeM Oyay NONoAHATE NepeyeHs yCayr.

Peructpaums: 28.02.2015

CooBuermis: 1 KapTbl NeuaTaroTcs, a He puCcyloTca, Hukakoro doTowona.

®oHa dopyma: S0 0

B dorne nosepusi: $0 [enao G0oT0/CKaHbl PeaNLHOro NNacTMka. H e Ap p reci ate Sour
B03MOXHa neyaTk eawero wabnoua.
3MBOCCHHT, TUNNUPOBaHKe (CepeBpo, 3010T0, YEpHBIN) efforts
Fono - visa/mc

Moanucy - visa/mc

Fake Utility Bill

- yTuautn 6unn ckan/doto - $15
- MzroToenexne peansHoii neyatn (dbotononumep) - $30

Mory W3roToBMTE NAACTUK ANS WONMUHIA.
Onnata - wmz

KoHTakTbl:

legioner@richim.org

8881888@xmpp.ru

pap+otr

17 UniCredit Bank 9 = =

5

P
a2

*Mory BbINONHUTL NpakTUYecku nboe zaaaHue (Noanuce no sawemy 0bpazly, GoTo B pykax, hoTo Ha doHe n T.4.)
=" — .

P2 Trustwave:
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Campaign Results

Budget: $4.00

Campaign Time: 8 hours

Total Clicks (according to the Ad company): 20,000

Total Click (according to our records): 25,831

P2 Trustwave:
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Campaign Results

Flash version breakdown of 25,829 users

=15.0.0.0 =21.0.0.0 =Other

P2 Trustwave:
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Campaign Results

Users by Countries

PK

AR
TR

CH&

e ——
"'%/7/1

T™W

FR s
GB
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Ad-Clicker & Malvertising

Bedep Malware in Action

<LIVE DEMO>

P2 Trustwave:
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Ad-Clicker & Malvertising

Bedep Malware over 1 month period

« Approximately 300,000 advertising impressions

« The machine was attacked 2500 by exploits delivered by
malvertising

* 0.83 % of the advertising were malware

P2 Trustwave:
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A different Ad network

Budget: $5.00

Campaign Time: 10 hours

Total Clicks (according to the Ad company): 9,999

Total Click (according to our records): 9,265

P2 Trustwave:
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Flash version breakdown of 9257 users

P2 Trustwave:
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 Every campaign inserted automatically into pending status
« Changing the campaign parameters enforce system approval
 Mostly cosmetic checks, such as URL validity and visually

« After approval, no validation upon changing the landing page
itself

P2 Trustwave:
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Flash Based Landing Page

private function init(paraml:Event = null)

{

var e:Event = paraml;

var urlloader:URLLoader = null;

var req:URLRequest = null;

var requestVars:URLVariables = null;

- L E ADDED TO STAGE. this.init):

Mouse.cursor = MouseCursor.BUTTION;
this.image.width = 463;
this.image.height = 270;

stage.addEventListener (MouseEvent.CLICK, this.clickHandler);

: void

addChnild(this. image)

var versionNumber:String = Capabilities.version;
trace("versionlurber: " + wversionNumber):

try

{

urlloader = new URLLoader():

req = new URLRequest("stat.php”):
requestVars = new URLVariables():
requestVars.flash = versionNumber;
requestVars.IE = "n/a";

reqg.data = requestVars;

req.method = URLRequestMethod.POST;
urllcader.lcad(req):

rarnrn-e

P2 Trustwave:
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Third Experience as Advertiser

Campaign Results

Budget: $5.00

 |E Filter

« Campaign Time: 6 hours

« Total Clicks (according to the Ad company): 6250

» Total Click (according to our records): 4,818

P2 Trustwave:
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Third Experience as Advertiser

Campaign Results

Flash version breakdown of 3,419 users

22.x
10.x
11.x 12.x

13.x
14.x

15.x

,/
7 16.x
18.x

19.x
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Third Experience as Advertiser

Campaign Results

Flash Versions Breakdown of 4,818 Users

10.x
12.x 13.x
14.x
20.x /
19.x

X

17.x
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Machines Running Vulnerable Flash

=Yes =No

P2 Trustwave:
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Machines Running Vulnerable Flash

"Yes "No
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LIVE DEMO
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Ad Networks Accounts For Sale

PlugRush account for sale

lNMpopnam Akk Plugrush + npoknaaka, Anpys Be6 u mob Tpacd Kackaaubiii - [ CraHgapTHbii | - JINHEHHDbIA

Moanucka Ha Temy | Coob apyry | Bepcus ann

(] Buepa, 17:00 OTtnpaeneHo #1

lNpoaam B MecTe C AOMEHOM + [OKaMW Ha Xonjepa perucTpupyowero akk+ noyra+ ageavk
ueHa 400% TOJIbKO uepe3s rapanTta! B nepel HUYEro He aAam

Ha akk anpyeHyTo 2 koMnaHuu C Beb n mob Tpadom

AnpyB CTOUT cpa3y Ha TAC

KOHTaKTbl B MM

oyne: MomssomsTens Bsilias  Selling registered account + documents of holder + email +

e 55002015 dedicated server

MonbzosaTens NO: 63 836 .
[eAaTenbHOCTb: Apyroe

e Includes PC and mobile traffic

Price: $400

HuKorga He criopbTe C AYpakoM, OH OMYCTUT Bac 40 CBOEro ypoBHs u nobeauT Bac Ha CBOel TeppuTopuu.
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NMpoaam 2 Tpacreq akka rwugrush

zlazuzla ()

rurabant

EEEE

Fpynna: MNonezoeatens
Coobwenuin: 125
Perucrpauusa: 23.02.2010
Monszoeatens N2: 29 403
AesTensHocTe: apyroe

Penytauma: 11
( 1% - xopowo )

Noanncka na remy | Coobwnts apyry | Bepens ans newamm

D 19.04.2016, 12:25

Mpoaam 2 TpacTten akka Plugrush
AKKM C oTnexkon, o6oMu B parioHe roga.

Including: mail, documents
and Paxum account

MbINO
akk Paxum ¢ dynn nHdo.

Ha akkax Obino NpoannpyeneHo 2 KoMnaHum - Mob v Beb.
PaboTa TonbKo yepes rapaHT, cToMMocTs 400 23 eanHULLY.
csasb MM

2 PlugRush accounts for sale EPAPA

Kackagubiv - [ CraHaapTHbiH |

m ——-01
ol PO B

1)l(l\l'lOEA BBE PX

zlazuzla ()

rurabant

Fpynna: MNonezoeaTtens
Coobwenuin: 125
Perucrpauwa: 23.02.2010
Monszoeatens N2: 29 403
AeaTensHoCTe: gpyroe

Penytauusa: 11
( 1% - xopowo )

[ 21.04.2016, 12:57

1 aKK NPOAEH. ocTancs ewe 1. 1st account SOLD

2nd account SOLD

m ——-01 -
el (IPODINNB) @

1)KI\I'IIDEA BEEPX

zlazuzla ()

rurabant

[ 25.04.2016, 16:25

ocnem st npomme For sale: 1 year old adcash
account with money in balance

A Irustwaver

Smart security on demand

Hawenca ewe akk adcash.com ¢ 6anaHcom. akKy Toxe roa.
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The Underground Gives its Alternatives

Ad Networks Accounts For Sale

npoaam bupxxu c anpysomM, Android Tpad, PC tpad

alex575 ()

TepabanT

BEEEEE

Fpynna: NonbzoBaTtenb
CoobuweHnin: 214
Perncrpaumsa: 16.02.2011
MonbzoBaTtenb N2: 36 237
[eAaTenbHOCTb: Apyroe

PenyTauua: 12
( 1% - xopowo )

Moanucka na temy | Coobuwmro apyry | Bepcna ans nesam

1 Approved accounts of ad
networkS for Sale M aKoOM paxum C KOTOPOro MornosiHAMUCD.

akam bonbuie roaa, 8 6UpX U 5 NOMEHOB.

CIIMCOK BMpX: More than 1 yr old accounts
luarush (anpys Toneo Ha 106 from 8 different ad networks
juicyads (50 Ha 6anaHce) and 5 domains

ero-advertising (50 Ha banaHce
trafficshop (MK 1 MobunbHbIiA)
popcash (MK 1 MobunbHbIiA)

u eule 3 Hebonblme BUPKU.

€C/IN HYXHO, MOMOry C HaCTPOWKOW CNnBa aHapousa Tpada.

npanc 2k, Topryemcs. dst@exploit.im Pl’ice $2k

Ve’

npoaato TK bnuxanwme non roga He OyaeT BpeMeHu, CKOPO Ce30H B HCe, KTO B TeMe NouMer. 4
aman
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Buying Traffic

[5/15/2016 3:20:38 PM] me: i want to buy traffic

[5/15/2016 3:21:11 PM] sell_digi opt: how much traffic your needs ?

[5/15/2016 3:21:36 PM] me: 100k

[5/15/2016 3:21:57 PM] sell_digi opt: from what countries need traffic?

[5/15/2016 3:22:11 PM] me: mix, but i need to do test before of 1k (i will pay for 1k)

[5/15/2016 3:23:02 PM] sell_digi opt: kyma noipet Tpaduk?

[5/15/2016 3:26:38 PM] sell_digi opt: on a link to send the traffic? Which countries ? Europe, Russia ?
[5/15/2016 3:27:10 PM] me: europe

[5/15/2016 3:29:15 PM] sell_digi opt: I do not have a banner traffic to Europe only popup

[5/15/2016 3:31:22 PM] me: so you can use this one http:// html
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Buying Traffic

[5/15/2016 3:59:10 PM] sell_digi opt: you send traffic on this link ? http://
[5/15/2016 3:59:33 PM] me: yes
[5/15/2016 4:00:40 PM] me: this link is for test only and it supposed to measure your quality of traffic.

After test I'll give you a different link
[5/15/2016 4:04:33 PM] sell_digi opt: you have to code this page only banner, nothing more.
I do not understand why you need traffic to a page with a banner .
[5/15/2016 4:05:39 PM] me: ok I give up
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Buying Traffic

[5/15/2016 4:06:36 PM] sell_digi opt: I will send traffic to the first link after payment to you.
where you feel comfortable to make the payment ?
[5/15/2016 4:08:30 PM] me: what are the options for payment?

[5/15/2016 4:08:49 PM] sell_digi opt: tell me what to do ,
where to direct the traffic as you want to pay for traffic
[5/15/2016 4:09:51 PM] sell_digi opt: Now only Webmoney and qiwi

% Trustwave:
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Experience With Underground Traffic

Campaign Results (A different Ad network)

Budget: $6.00

Campaign Time: 3 hours

Total clicks according to agreement: 3,000

Total clicks actual number: 2,742
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Underground Traffic

Flash Versions Breakdown of 206 IE Users

11.x

19.x

18.x
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Underground Traffic

Amount of Vulnerable Machines

= No Yes
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Advertising VS. Underground

Vulnerable Machines for $1

90
80
70
60
50
40
30
20
10

Advertising Underground
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The Online Advertising Market Perspective

A wake up call

 |AB: Malvertising is costing the American marketing and media
industry: $1.1 billion

« |AB: Out of $1.1 b, $780m is lost because of ad blocking

 |AB: a "call to action” asking industry leaders to step in and
contribute to fight corruption in the digital advertising supply
chain ecosystem

 AdWords & DoubleClick will block Flash by June 30t
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The Online Advertising Market Perspective

A wake up call

« |AB: Malvertising is costing the American marketing and media
industry: $1.1 billion

« |AB: Out of $1.1 b, $780m is lost because of ad blocking
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The Online Advertising Market Perspective

Publishers losses because of ad blockers

Lo

= Under $200,000
= $200,000-$499,000
Over $1,000,000

= $500,000 to $999,000
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Ad blocking is the name of the game

* According to KPMG’s survey in UK:

— 60% of 16-24 year-olds in UK plan to make use of ad
blocking in the next six months

— 55% of people earning more than £55,000 are using or are
planning to use ad blocking in the next six months

 According to IAB UK:
— 22% of British adults online are currently using ad blocking

 Mobile operator Three to introduce adblocking across its UK
and Italian networks
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Bad reputation

» Less visitors

« Bad reputation within search engine = down the result list

* [ncome disaster
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FL.SH (99

« Google Chrome: “HTMLS5 by Default” by 4t Q of 2016

 Microsoft’s Edge will pause Flash ads on the upcoming

updates
« Opera featured last March a native ad blocker

 ”"Brave” is a new browser which automatically blocks ads
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Staying safe is in your hands

* Plugins - Click to Play
 Use the most advanced browsers like Chrome and Edge

 Keep your browser and its plugins constantly updated
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