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Few things in common

• Popular

• Free content

• Advertising

• Malicious
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Types
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Malvertising

• Paid ads in search engines

• Deceptive downloads

• Drive-by downloads

Types
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Malvertising
Types

User Interaction Drive By Downloads
Malicious paid ads in search 
engines

Malicious Flash

Deceptive downloads Hidden iframes

Pop unders
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User Interaction
Malicious ads in search engines
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User Interaction
Malicious ads in search engines
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User Interaction
Malicious ads in search engines
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User Interaction
Deceptive Downloads – Fake AV
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User Interaction
Deceptive Downloads – Fake Plugin
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User Interaction
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No User Interaction

• Pop Under

• Iframe/Flash/JS

Drive-By Downloads - The silent killer
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No User Interaction
Drive-By Downloads – The silent killer
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No User Interaction
Drive-By Downloads – The silent killer



© 2016 Trustwave Holdings, Inc.

How? 
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Advertising Eco-System

Direct Ad

Direct Advertising
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Advertising Eco-System

Ad Network

Direct Ad

Advertising through Ad Agencies
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Advertising Eco-System
Advertising through Ad Agencies

Ad Network

Direct Ad

PublisherAdvertiser
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Advertising Eco-System
Advertising through Ad Agencies

Ad Network

Direct Ad

PublisherAdvertiser
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Advertising Eco-System
Exchange Services

Ad Network

Direct Ad

PublisherAdvertiser

Exchange
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Advertising Eco-System
DSP and SSP

Ad Network

Direct Ad

Exchange
DSP SSP

Advertiser Publisher
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Malvertising
Online advertisement ecosystem – The Problem

Perfomance

Revenues

Security
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Malvertising
Online advertisement ecosystem – The Problem

• RTB takes less than 100 milliseconds

• DSPs ”fight” to respond faster

• Too fast to validate ads
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Malvertising
Sample
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Malvertising
Malvertising Infection Chain
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Malvertising
Infection Chain in

Publisher

SSP

Exchange

Malvertising

Angler EK
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Malvertising Laundry 

• A hacker signs up to an Ad network impersonates as a legit 

advertiser 

• Spreading harmless ads for a while 

• Choosing the right timing to enable the malicious code 

• Every fixed number of views the malicious code is served

• Redirect to exploit kit

The standard flow
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Registration

Register under any name 
(russian or american doesn’t 
matter). Choose to pay with 
REDPASS

Search for xxx site with 
no ads from Plugrush
and with competitive 
advertisers

Set the minimum budget 
allowed for campaign: 10$

Wait for approval. Then you can add 
your Paxum account. The fun begins
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Who?
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Exploit Kits
Exploit kits without traffic are like…
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Exploit Kits
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Exploit Kits

• Compromised Web Sites

• SPAM

• Malvertising

Sources of traffic
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Exploit Kits
Rig Exploit Kit Dashboard
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Exploit Kits
Rig Exploit Kit Dashboard

Other, 
10%

Malvertising, 
90%

Rig Traffic Sources
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Why?
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IF THE BAD GUYS CAN DO IT
SO CAN WE

OR IN OTHER WORDS…
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Douglas Crockford

Reaching Vulnerable Machines
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Reaching Vulnerable Machines

• Building a landing page

• Choosing Ad companies

• Bypassing “Security” checks of the Ad companies

• Running a campaign and analyzing the results

• Finding the best ROI taken by cybercriminals

Task List
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Building a Landing Page
Looking for vulnerable Flash Player
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Picking the right Ad company

Ad Network

Direct Ad

Exchange
DSP SSP

Advertiser Publisher
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Picking the right Ad company

Initial Deposit Identity Verification
Manual Registration 
(human interaction)
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Bypassing Security Checks

• Domain of the proposed banner vs domain of the company

– Use hacked domain accounts (or buy already hacked) in 
some domain registrars

– Generate subdomain in one of the accounts
– Create a banner with a copied logo and a text from the 

original site 
– Host the banner on the subdomain
– Approach an ad network and pretend to represent abused 

company  

Identity Verification
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Bypassing Security checks
Request for identifying documents

• Documents of the advertiser that relates him to the company
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Bypassing Security checks
Request for identifying documents – The underground to the rescue!!

Documents for 
Sale

USA, UK & Latvia 
Passports

Fake Utility Bill

Fake UK & RF Driver License

Scan of paspports
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Bypassing Security checks
Request for identifying documents – The underground to the rescue!!

Fake Utility BillFake ID

He Appreciates our 
efforts



© 2016 Trustwave Holdings, Inc.

First Experience as Advertisers

• Budget: $4.00

• Campaign Time: 8 hours

• Total Clicks (according to the Ad company): 20,000

• Total Click (according to our records): 25,831

Campaign Results
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First Experience as Advertisers
Campaign Results

94.8%

4.8%

0.4%

Flash version breakdown of  25,829 users

15.0.0.0 21.0.0.0 Other
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First Experience as Advertisers
Campaign Results

CN
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other

Users by Countries
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Ad-Clicker & Malvertising

• <LIVE DEMO>

Bedep Malware in Action
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Ad-Clicker & Malvertising

• Approximately 300,000 advertising impressions

• The machine was attacked 2500 by exploits delivered by 
malvertising

• 0.83 % of the advertising were malware

Bedep Malware over 1 month period
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Second Experience as Advertisers

• Budget: $5.00

• Campaign Time: 10 hours

• Total Clicks (according to the Ad company): 9,999

• Total Click (according to our records): 9,265

A different Ad network
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Second Experience as Advertisers

6.x 7.x

8.x
9.x

10.x

11.x

12.x

13.x

14.x
15.x

16.x
17.x18.x

19.x

20.x

21.x

None

Flash version breakdown of 9257 users



© 2016 Trustwave Holdings, Inc.

What we’ve learned so far

• Every campaign inserted automatically into pending status

• Changing the campaign parameters enforce system approval

• Mostly cosmetic checks, such as URL validity and visually 

• After approval, no validation upon changing the landing page 
itself 
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Flash Based Landing Page
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Third Experience as Advertiser

• Budget: $5.00

• IE Filter

• Campaign Time: 6 hours

• Total Clicks (according to the Ad company): 6250

• Total Click (according to our records): 4,818

Campaign Results
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Third Experience as Advertiser
Campaign Results

10.x
11.x 12.x

13.x
14.x

15.x
16.x17.x

18.x
19.x

20.x

21.x

22.x

Flash version breakdown of 3,419 users 
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Third Experience as Advertiser
Campaign Results

10.x

11.x

12.x 13.x

14.x

15.x 16.x

17.x

18.x

19.x

20.x

21.x

Flash Versions Breakdown of 4,818 Users 
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Arm Landing Page With Exploit
Machines Running Vulnerable Flash

816

2613

Yes No
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Arm Landing Page With Exploit
Machines Running Vulnerable Flash

425

4393

Yes No
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LIVE DEMO
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Underground 
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Underground Gives its Alternatives
Ad Networks Accounts For Sale
PlugRush account for sale

Selling registered account + documents of holder + email + 
dedicated server

Price: $400 

Includes PC and mobile traffic
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Underground Gives its Alternatives
Ad Networks Accounts For Sale

Including: mail, documents 
and Paxum account

1st account SOLD

2nd account SOLD

For sale: 1 year old adcash
account with money in balance

2 PlugRush accounts for sale
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The Underground Gives its Alternatives
Ad Networks Accounts For Sale

Approved accounts of ad 
networks for sale

More than 1 yr old accounts 
from 8 different ad networks 
and 5 domains

Price $2k
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Buying Traffic
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Buying Traffic
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Buying Traffic
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Experience With Underground Traffic

• Budget: $6.00

• Campaign Time: 3 hours

• Total clicks according to agreement: 3,000

• Total clicks actual number: 2,742

Campaign Results (A different Ad network) 
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Underground Traffic
Flash Versions Breakdown of 206 IE Users

11.x

15.x
16.x

18.x

19.x

21.x
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Underground Traffic
Amount of Vulnerable Machines

2570

172 No Yes
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Campaigns Summary
Advertising VS. Underground
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Vulnerable Machines for $1
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Perspectives
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The Online Advertising Market Perspective

• IAB: Malvertising is costing the American marketing and media 
industry: $1.1 billion

• IAB: Out of $1.1 b, $780m is lost because of ad blocking

• IAB: a "call to action” asking industry leaders to step in and 
contribute to fight corruption in the digital advertising supply 
chain ecosystem

• AdWords & DoubleClick will block Flash by June 30th

A wake up call
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The Online Advertising Market Perspective
Publishers losses because of ad blockers

Under $200,000

$200,000-$499,000

Over $1,000,000

$500,000 to $999,000



© 2016 Trustwave Holdings, Inc.

Web Users’ Perspective

• According to KPMG’s survey in UK:
– 60% of 16-24 year-olds in UK plan to make use of ad 

blocking in the next six months
– 55% of people earning more than £55,000 are using or are 

planning to use ad blocking in the next six months

• According to IAB UK:
– 22% of British adults online are currently using ad blocking

• Mobile operator Three to introduce adblocking across its UK 
and Italian networks

Ad blocking is the name of the game
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Publishers’ Perspective
Bad reputation

• Less visitors

• Bad reputation within search engine = down the result list

• Income disaster
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Browsers’ Perspectives

• Google Chrome: “HTML5 by Default” by 4th Q of 2016

• Microsoft’s Edge will pause Flash ads on the upcoming 

updates

• Opera featured last March a native ad blocker 

• ”Brave” is a new browser which automatically blocks ads
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Web Criminal’s Perspective
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Reduction of Attack Surface 

• Plugins – Click to Play

• Use the most advanced browsers like Chrome and Edge

• Keep your browser and its plugins constantly updated

Staying safe is in your hands
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Q&A


