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Presenter
Presentation Notes
Can anyone identify this picture? Same location just 8 years delta in time.


Startups: When to get involved? \

“Innovation distinguishes a leader from a follower.” “The best way to predict the future is to invent it.”
—Steve Jobs —Peter Drucker

8 years ———»

Strategic projects Tactical projects
(build the future) (optimize the present)
Innovators Early Early Majority Late Majority Laggards
Adopters

2= I0O m™MIA

Leaders (Early) Followers (Mainstream)



Presenter
Presentation Notes
Leaders shape the future. Do any of you have the desire to shape the future for security? If so, what steps are you taking today that you can point back to 10 years from now that will make a positive impact for everyone?


Agenda N\

Background — Venrock and its security councill

- Learning organization — assumptions, insights, outcomes

- Life of startups — time vs revenue vs value

« Disruptive innovation — core tenants

« Incumbents with aging products — interesting markets

 Final thoughts — glimmer of greatness
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Who is Venrock? \

Top Venture Capital Investors By IPO/M&A Share Since 2009
% of IPO Exits % of M&A Exits

Yy

New Enterprise Associates

venrock %=

Kleiner Perkins Caufield & Byers

Sequoia Capital 25%

Greylock Partners 24% 76%
Bessemer Venture Partners 24% 75% ;
Polaris Partners 21% 79%
Foundation Capital 19% 81%
Benchmark Capital 19% 81%
Accel Partners 16% 84%
Battery Ventures 13% 87%
Draper Fisher Jurvetson 13% 88%
Charles River Ventures 12% 88%
Index Ventures 11% 89%
Menlo Ventures 10% 90%
Intel Capital 9% 91%
US Venture Partners 8% 93%
Lightspeed Venture Partners 7% 93%

Felicis Ventures

First Round Capital

5J ROCKEFELLER & CO. /A=

=CB:.\:SIGHT5 www.chirsights.com
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Presentation Notes
Venrock = Ven for “Venture Capital” Rock for “Rockfeller” started in the 1930s and independently incorporated in 1969.


A Typical Year for Many Venture Capitalists

o

300-500 WO

entrepreneurs
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request a meeting .

60-120 first meetings 4 o
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30-40 deeper diligence

3-5 worthy deals

investments

0-3
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Presenter
Presentation Notes
Basic statistics seem to be true for most Tier1 VCs in Silicon Valley.


Venrock’s security portfolio N

Security Management

Configuration Management « Monitoring and Forensics « Risk Management « Threat intelligence « Event Log Management » Palicies and Procedures
Governance, Risk & Compliance = Access Control/User Provisioning « Managed Security/Service Providers (MSSP) - Faderated Identity/Management
Information and Event Management (SIEM)

Infrastructure Security Application Security

Endpoint Data Loss Protection (DLP) Dynamic Cade Analysis
Anti-Spam - Key Management + Tokenization Web-Application Security Vulnerability Scanners
Data Encryption - Web Content Filtering Static Code Analysis

Network Security

Network Data Loss Prevention (DLP)

Network Access Control (NAC) - Anti-Botnet
Secure File Transfer - Secure E-mail Messaging

Anti-Spyware - Vulnerability Management Web-Application Firewalls (WAF)
Dual Factor Authentication -« Anti-Virus

Host Intrusion Detection/Prevention Systems
(HIDS/HIPS)

Firewall - Application Aware Firewall

Virtual Private Networks (VPN)

Advanced Anti-Malware & Incident Response
Instrusion Detection/Prevention Systems
(IDS/IPS)

CheckPoint - @) vonTu @IVMIPERVA EOE

, SHEPE G evidentiio

-

R . .
cLoupFLare  Velocloud NiAard
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Presentation Notes
KEY TAKE-AWAY: Venrock has a strong franchise in cyber security investments and we continue to put wood behind this arrow.



Entrepreneur — Venture Capitalist N\

-
venrock

Security Council

MissION
Foster Innovation in Security

Do's
Share ldeas
Seek the Truth
Support Each Other
Build Long Term Relationships
Take Risks, Entrepreneurial Spirit
Chatham House Rules Apply

“I’'m the plumber at Venrock.
Security and Infrastructure are
my focus areas.” — Doug Dooley

m JuniPer CITRIX
RINGCUBE

< NEOTERIS ':‘,.j,‘k._,‘_,:_',",’ NERTEL

NETSCREEN
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Presentation Notes
Journey from technology entrepreneur to Venture Capitalist… never did I have a goal of becoming a VC.
Always interested in building innovative technologies that could become large and significant… 
Tended to gravitate toward building startups as the best vehicle.


Venrock Security Council — learning organization N
V n

gé.A o Y N «
( (#eple XAetna &8s 5
bhckstone GOOgle BankOfAmerlca Z I T

P )
.‘ BESSEMER //

Bain Capital Ventures

Ninja)¥bs  BUIS

Englneerlng Capltal

venrock vt sl fr e
E FannieMae.

NETELIX niara facebook. 9reylock
vimware
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Presenter
Presentation Notes
Always affiliate myself with high quality professionals who are constantly learning.
Councils or alliances can be learning organizations that share and support one another.
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Presenter
Presentation Notes
More high profile losses: info security continues to be an executive and board room issue
Signal-to-noise ratio: too much data, sensors, alerts 
Talent shortage: not enough skilled security pros 
Automation and orchestration: pace set by devops 
Public cloud infra, apps, data: majority (>50%)
More encryption: less network surveillance and MiTM
Perimeter evaporation: layers of defensive enforcement is the legacy approach taking up vast majority (90%) of security budgets. More of the new security budget will shift to faster detection (40%) and more effective response (30%).



ROI for hacker innovation continues to be positive N

| bad guys can get financial payments with ease I

Hacking Email and Social Media Accounts

Popular U.5. Email Accounts (Gmail, Hotmail, Yahoo) $129

Popular Russian Email Accounts (Mail.ru, Yandex.ru, and Rambler.n] 165 - $103
Paopular Ukranian Email Accounts (Ukr.net) $129

Popular U.5. Social Media Accounts 129

Popular Russian Social Media Accounts (VE.ru and Ok_rul 194

Corporate Email Accounts 1500 per mailbox
IP address of Computer User o0

Secureworks Hacker Markets Annual Report — April 2016

oo oo% I Law Enforcement

I Time to Compromise -
/ Time to Discover “'-.\___ [0 Fraud Detection
— ! Third Party
//’ W nterna
T
5% 60%
o

67% 56% 55% 61% 67% 62% 67% 89% 62% 76% 62% B84%

50%

% whare “days o less
: /
\
|
\
\

Figure 8.
Percent of braachas whera tima
0% e compromise (greenj/tlime lo
2005 2007 2009 20m 2M3 2015 discovery (blug) was days or less o Fi'ura 9,
2005 2007 2000 201 2013 2015 Breach discovery methods over time,
Werizon 2018 Data Breach Investigations Report (n=6.133),

| time is not on our side these last 10 years I I +70% breach notification by outsiders l
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Presentation Notes
Unless you are a cyber criminal, the data maps a future in data breaches and impactful security events to likely get worse before it gets better.


VSC Discussion Topics — Feb 2015 (RSA)

RANKED SCORE

™ Buy vs build

® On prem vs cloud hosted
® Next gen threat discovery
© Utility vs platform

W Talent gap, hiring

B Mobility changes

m Vendor engagement

B New attack vectors

m Cyber insurance



Presenter
Presentation Notes
Innovator topics include (1) Buy vs. build debate, (2) the amount of public cloud adoption was changing rapidly, (3) new approaches to threat hunting using new Hadoop+Elastic techniques.


VSC Discussion Topics — Mar 2016 (RSA) V

m Al and machine leaming

® Identity, auth, no passwords

# Public cloud infra security

» No trusted LAN

® Privacy vs survelliance

m Attack scenario tools

H Int'l view on security

m Consolidation vs independence

® Hiring security talent

RANKED SCORE



Presenter
Presentation Notes
Innovators topics included (1) AI and machine learning followed by (2a) new innovations away from passwords (2b) Public cloud infrastructure security


Voted Topics — May 2016 (FS-ISAC)* V

m Convergence of security + fraud l
® Automation

® Al and machine learning
“ Integration

m Scalability

M Resiliency

B Endpoint security

m Collision of policy and security
® Supply chain threats

H Secure sw development

RANKED SCORE

* Miami May 4: three votes per participant for top topics of interest, not done via survey like in past events


Presenter
Presentation Notes
Security + fraud was an important organizational topic *but* the most innovative discussion were around:
(1) Automation (2) AI and machine learning


Insights



Presenter
Presentation Notes
#1- Security innovation requires deep engineering talent. Few organization beyond “FANGAM” have deep talent, most organizations do not.
#2 - Debate of “buy vs build” is for the talent rich. Most need to take calculated risks to get an edge on their adversaries. Leaders (CISO) who encourage their people to take some risks tend to do IR better than their peers.
#3 - Ideas from the super talented still need support. Converting the best ideas into tangible technologies require an ecosystem of security operators, entrepreneurs, and investors. It takes a village so to speak.
#4 - Automation, machine learning, and AI assistance will likely have the most significant long-term impact on how we shrink the talent gap in security



Al Is eating the world N

Artificial Intelligence

World

’ T »



Presenter
Presentation Notes
1% of all software today incorporates artificial intelligence
3 years from now half of all new software written will contain AI with some form of machine learning. 
Last 5 years startups had “mobile-first” mindset
Next 10 many startups will have an AI-first mindset
AI is now eating the world. 
Just as with cloud, many will have to explain why you don’t use AI.
The most compelling companies will have identified the best problems to attack, 
found ways to access large, proprietary data sets to train their algorithms, �apply the right methods to use AI as a means for creating value. 



Innovative outcomes \Y

Proprietary and Confidential


Presenter
Presentation Notes
Many innovative outcomes can be attributed to the Venrock security council members but the most tangible examples are illustrated by “emerging security categories” and the leading startups in those categories. Let me highlight a few worthy of note…


Emerging security categories N

Y Analytics + machine learning platforms (next gen SIEM) . §
Y Examples: Niara, Exabeam, Fortscale, Securonix, E8 Security n IG I'CI

Y Automation and orchestration (automates repetitive tasks)
Y Examples: Cloudpassage, Evident.io Invotas, Phantom, StackStorm

& evident.io

Y Threat intelligence (external feeds, threat sharing platforms) 6 FLASHPOINT
Y Examples: Anomoli, iISIGHT Partners, Flashpoint, Soltra, ThreatConnect

Y Cloud security gateways (CASB, next gen proxies) Shqh|8‘h
Y Examples: Adallom, NetSkope, Skyhigh, Zscaler

Y Security for endpoints (next gen + mobile + browsing) @ MenlO
Y Examples: Bit9+CarbonBlack, Menlo Security, Skycure, Tanium — Secur[ty

Y Risk ratings + cyber insurance (financial coverage) BITSIGHT

Y Examples: BitSight, SecurityScoreCard, future stealth startups
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Presenter
Presentation Notes
Security categories are disruptive and new innovations that a variety of Venrock security council members are playing key leadership roles helping, supporting, and driving.

Analytics and machine learning platforms (Niara, Exabeam) 
Automation & orchestration for security (Invotas, Phantom) 
Threat Intel Platforms (Anomali, Soltra) and Feeds (Flashpoint, iSIGHTPartners)
Cloud security (Skyhigh, Zscaler) vs. Securing the cloud (Evident.io, CloudPassage)
Identity without passwords (DuoSecurity)
Artificial Intelligence (TBD stealth startups are being built now)




Question: Early Stage Technology A}

- How can | play a leadership role in shaping the
future of security?
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Presentation Notes
Top 5 list of things that will help you *NOT* shape the future:
#1 never take a risk on something new, different, or unproven.
#2 wait for all of your peers to deploy and achieve success before you will evaluate new technology.
#3 wait for analysts or Gartner to put out a Magic Quadrant before coming up with your own short list.
#4 allocate no time nor budget to partner up with startups (founders) to tackle some of your most pressing security challenges.
#5 have no relationship with any VC nor be apart of any technical diligence for any early stage investors who see lots of security startups.


Startups: When to get involved? \

“Innovation distinguishes a leader from a follower.” “The best way to predict the future is to invent it.”
—Steve Jobs —Peter Drucker

8 years ———»

Strategic projects Tactical projects
(build the future) (optimize the present)
Innovators Early Early Majority Late Majority Laggards
Adopters

2= I0O m™MIA

Leaders (Early) Followers (Mainstream)



Presenter
Presentation Notes
Leaders shape the future. Do any of you have the desire to shape the future for security? If so, what steps are you taking today that you can point back to 10 years from now that will make a positive impact for everyone?


Startups: Revenue vs Time

8 years average to exit

SEED EARLY MID/

EXPANSION MEZZANINE

I Prototype I I Alpha, Beta I GA Release

Break Even Foint

REVENUES

Venture Capital

Angel Investors

TIME

LATE/

Established
Offering

EXIT

Broad
Expansion

Mezzanine Financing

Debt Investments

Private Equity
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Presenter
Presentation Notes
Maximum leverage and influence with founders is before their startup has figured out “product market fit” and has plenty of customers.  Revenue is precious for early stage startups and a customers problems, insights, and $$$ are generally treated with care and respect by startup founders. So getting involved with them early will give you more leverage to shape their direction and the future.


Technology cycles — create new opportunities \

New Oold
Technologies Businesses
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Presenter
Presentation Notes
When thinking about the future, evaluate the past. Are there places at work so old and broken that you wish a modern approach could be applied? And with some fresh new technology, you could help change the future for the better. 


. . . . Y
Disruptive innovation — core tenets \

Three core tenets
1. new product or service designed for

THE CLASSIC BESTSELLER

THE

2. underserved customers or market segment usin

° 9 | Innovator’s
3. new technology and/or engagement model not Dilemma

popular with the vast majority of existing customers. The Revolutionary
Book That Will Change thi
Wav You Do Business

If the disruptive innovation is really successful, it will
LATER disrupt incumbents and bring better-
faster-cheaper to the mainstream. CLAYTON M. CHRISTENSEN
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Presentation Notes
Myth #1: disruptive innovation can be achieved by discounting your existing product/service and repackage to a underserved / cheaper customer. 
 No, this is called market segmentation.
Myth #2: disruptive innovation can be achieved by a great new product/service designed for the well-served mainstream market. 
 No, this is called incremental innovation.


Debate: can “high-end” innovation be disruptive?

\

Y Debate: disruptive innovation can only be low-priced offerings for low-

Role of Technology in Low vs. High End Disruption

High |
Markat
8 High End Disruption
& (Technology/Scale Lowers
e Cost/Unit of Performance)
s Majority of Customers
e
o
2
Niche
Low End Disruption
Low Markat [Technology Insreases
perdermance/unit of cost)
Low Price High

paying customers. Not high priced luxury for already affluent customers.

Y Examples: Apple, Nest, Starbucks, Tesla, Uber... all provided higher
priced products and services with unique engagement models that

tapped into markets that were willing to pay premium for the innovation.
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Presenter
Presentation Notes
There is a debate mostly because Clayton Christensen himself has stated that disruptive innovation can not come from a higher priced / more premium segment of the market, then go down market to the mainstream. But there are plenty of disruptive examples in modern times.


Tech + business model innovation — biggest disruptors\’

—,
UBER '

FVERYONE'S PRIVATE DRIVER™
T=5LnmA

velocioud
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Presenter
Presentation Notes
The combination is far more powerful when both business model + tech innovation = biggest disruption.



Incumbents with aging products — interesting markets \’

what Gllallllﬂl 15
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Presenter
Presentation Notes
Wherever you are working with a horribly old and ineffective product, is there an opportunity to apply some disruptive innovation to get a better ROI and shape the future you want to see? We all do it in our personal lives, why can’t we do it at work?


Glimmer of
Greatness



Presenter
Presentation Notes
Final thoughts… can you see something out on the horizon that others cannot that you believe will make the future better for security?
Will a non-obvious glimmer have the potential to be great in the future?
Can you help make that possibility become a reality by allocating some portion of your resources, time, and budget?
IMHO, there are two types of security innovators, those who wish to:

Shape the future: participate at the early-stages of experimentation and innovation with startups.
Optimize the present: focus on mid-late stage security technologies that have proven adoption, plenty of word-of-mouth references amongst your peers, and use-case value.

What type of security innovator are you?


Thank You

v
venrock

Linkedin.com/in/dougdooley
Email: doug@venrock.com
Twitter: @dougdooley
Blog: dougdooley.com
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