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• Spoke	at	many	conferences	worldwide,	including	Blackhat
• Specialize	 in	threat	 intelligence,	offensive	security,	and	ICS
• Master’s	 in	Computer	Science
• Bachelor’s	 in	Computer	Science

@lowcalspam

#whoami



Objective…
WHO	IS	BEHIND	POS SYSTEM	ATTACKS
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Merchant. Goods and services 
provider that accepts credit card 

payments
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Acquiring Bank: Bank 
that processes and 
settles a merchant’s 

credit card transactions 
with an issuer
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Issuing Bank: Bank or 
financial institution that 
issues credit cards to 

consumers
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Payment Services Provider: 
Third-party service provider that 
handles payment transactions 
between merchant’s bank and 

acquirers bank
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“Regular”	Merchant	Transactions
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Large	Merchant	Transactions
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Why	Attack	POS	Systems?
•Old	operating	systems

•Multiple	components	(Network,	bot,	kill	
switch)

•Multiple	exfil methods	supported

•Generally	unpatched



Sensitive	&	Confidential,	Trend	Micro	2016 11

POS	RAM	Scraping- Credit	Card	Data
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POS	RAM	Scraping- Quick	Overview
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POS	RAM	Scraping	Malware- A	Family	
Affair
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POS	Honeypots	for	Intel

•To	track	actor	movement,	honeypot	was	
created

•Fake	credit	card	information	was	used

•Fake	names/personas	

•Fake	companies

•“Embedded”	documents

•Acting	as	a	Merchant
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POS	Honeypots	for	Intel
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Hardware/Software

•Radiant	POS	1220C
–Microsoft	Embedded	XP
–Microsoft	Embedded	POSReady7
–Windows	Embedded	Compact	2013
–Aloha	POS

•Additional	virtualized	environments

•Fake	credit	card	generator
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Legal	Disclaimer!
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Fake	Company	

•MLOT	Coffee	Company

•Created	website	to	entice	attackers
–Primarily	for	use	when	facing	POS	system	on	
Internet
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Architecture	
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Honeypot	Considerations

•Username:Password
–Aloha:Password

•Kept	default	install
–Default	VNC	credentials
–Unencrypted	VNC	connection
–Etc.

•Customized	to	come	from	MLOT	Coffee	
Company	
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Fake	Credit	Card	Generator
•Python	script	to	generate	fake	credit	numbers	
and	dump	into	memory,	generating	fake	
transactions

•Multiple	output	methods	to	target	many	
families
– Luhn algorithm
–Track	1	/	Track	2	dumps
–Credit	card	numbers	between	13	and	19	digits
– Track	delimiter	(^)

•Randomly	generated	to	track	on	UG
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Three	Execution	Locations

•Execute	malware	directly	on	POS	system

•Execute	malware	directly	on	batch	processor

•Hung	off	Internet	and	wait
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Execution	on	PoS System
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Any	Bites?
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5103997799204658	|	0519	|	0175|	Charles	Blue	|	Cupertino	|	5953	
Countess	Dr	|	95129	|	CA	|	US

5529876429582855	|	0919	|	058	|	Barbara	Wafer	|	College	Park	|	
2087	Flanigan	Oaks	Drive	|	20741	|	MD	|	US

5111387990819704	|	0521	|	585	|	Laura	D	Griffin |	Waco |	3160	
Hill	Haven Drive |	76706	|	TX	|	US

5446387373227851	|	0321	|	244	|	James	Evans	|	Los	Angeles	|	
2564	Kerry	Way	|	90017	|	CA	|	US



Sensitive	&	Confidential,	Trend	Micro	2015 28



Possible	Scenarios	Regarding	Seller

•May	be	running	POS	malware	and	selling	
harvested	numbers

•May	be	purchasing	fullz from	malware	
administrator/author

•May	be	trading	for	fullz from	malware	
administrator/author
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Execution	on	Batch	Processor	System
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Batch	Processor	Configuration

•Merchants	store	an	entire	day’s	authorized	
sales	in	a	batch.	At	the	end	of	the	day,	they	
send	the	batch	via	PSPs	to	acquirers	in	order	
to	receive	payment.

•Can	be	done	remotely	or	locally	on	POS	
system

•For	case	of	exercise,	used	a	different	POS	
system
–Portuguese	language	setting
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Possible	Scenarios	Regarding	Seller

•Malware	Author/Seller	are	likely	not	the	same
–Malware	appears	tied	to	FighterPOS
– Seller	appears	to	be	unrelated,	other	than	
Brazilian	connetion

•Could	be	working	together?

•Could	have	traded	credit	card	numbers	on	UG
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Hanging	Off	the	Internet

•Unfortunately,	there	wasn’t	much	directly	
related	to	POS	exploitation
–Three	logins	with	default	Aloha	
username/password

•No	PoS specific	malware	utilized

•Appears	to	be	mostly	skids

•Rest	of	the	data	was	all	garbage	automated	
scans
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So	Who	Cares?

•Most	criminals	don’t	pre-test	before	sale

•They	may	or	may	not	be	directly	responsible	
for	the	sale	and	POS	malware

•Correlation	between	POS	actors	and	the	sale	
of	CC	numbers

•Gather	“intel”	about	actors/authors
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Fin.
KYLEWILHOIT@GMAIL.COM

@LOWCALSPAM
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