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“Things always become 
obvious after the fact.”

- Nassim Nicholas Taleb

“Remember that you 
are a Black Swan.”



The goals of this presentation
Give you metrics you 

like.

Give you metrics 
you don’t like.

Make you think, 
argue, and 
innovate.

Invent metrics 
quickly, THEN see if 
they are useful. NOT 

present old ones.

Intellectual 
explorations for 

John and I.

The honour of 
standing in front of 

you again.



Metrics Answer Questions

• Which is more widespread – ELK RCE or 
Unauthenticated MongoDB?

• What is the SSL capital of the world?
• How many cars in the USA have novelty 

license plates?
• Which countries are jumping on board IoT?
• Where are the bad neighborhoods of SSL?
• Is Internet-eavesdropping cultural?



Principles we found

If your metric 
wouldn’t help an 
attacker why are 

you measuring it? 
It’s dual use is a 
sign of it’s utility 

for defense!

Reduce external 
dependencies to 

ensure 
reproducibility.

Machine only 
metrics don’t 

translate to non-
technical folks. 

That’s why 
economists say 

“per capita” and 
LD-50 is used by 

toxicologists.

Distributions 
matter. 

Populations are 
important.

All data is biased. 
Understanding the 

bias and adjust 
accordingly.



L-W cost

How does it work:
• Choose a vuln
• Scan network
• Distinguish  vulnerable from 

N/A in total network
• Divide the cost over the 

vulnerable hosts

Why the cost?
• Because it translates 

to non-technical
• This is for 

vulnerability across 
constituencies.

• It’s easy to talk 
about.

Example usage:
• SSH brute forcing hosts on our internal network had a L-W cost of $4.89 USD.

Example usage:
• Elastic Search RCE has an L-W cost of $0.00024 across all of IPv4



How can I use it in practice?

1. You can compare networks
2. You can compare change over time
3. You can even imagine vulnerabilities 

you haven’t seen yet, and see how 
much effort it would take to patch
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#16 Australia
#17 Hungary
#18 China
#19 Malaysia
#20 Finland
#21 Switzerland
#22 Russia
#23 Lithuania



#14 Brazil
#15 Czech Republic
#16 China
#19 Lithuania
#20 Romania
#21 Russia
#22 Austria
#23 Switzerland
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SSL/TLS by sector
Sector Heartbleed Count SSLv2 SSLv3 TLSv1 TLSv1.1 TLSv1.2

Telecommunications 
Services 2550 14357795 494756 663929 3041207 224645 229355
Industrials 3 11009 352 2176 4347 2498 3019

Consumer Discretionary 7014 8234391 40276 290888 1491892 1265697 1272378
Utilities 0 881 40 157 351 253 261

Consumer Staples 0 6679 43 202 3246 2974 2977

Health Care 3 10338 232 1433 4759 3520 3755
Materials 0 2563 104 291 659 398 478

Information Technology 223 6619025 7592 149568 2721123 2684986 2697873
Energy 0 2064 62 339 855 630 638
Financials 0 16338 93 1568 7334 5203 5791
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NETHERLANDS 0.072849

IRELAND 0.047603

USA 0.040362

LIECHTENSTEIN 0.037387

SINGAPORE 0.034396

LUXEMBOURG 0.028766

MONACO 0.026845

ISLE OF MAN 0.025939

CAYMAN 
ISLANDS 0.022291

GERMANY 0.01987

ITALY 0.019628

GUAM 0.06082

ANTIGUA 0.030176

SAINT 
VINCENT 0.0281

NEW 
CALEDONIA 0.022068

SAINT KITTS 0.021567

TRINIDAD & 
TOBEGO 0.017805

DOMINICAN 
REPUBLIC 0.01733

CAYMAN 
ISLANDS 0.015599

NORWAY 0.015157

GRENADA 0.014603

SOUTH KOREA 0.014176

SSH/People SSL/People Telnet/People

SEYCHELLES 0.040536105

IRELAND 0.030029077

SINGAPORE 0.028632523

SAINT 
VINCENT 0.025676664

KYRGYZSTAN 0.021243156

ANTIGUA 0.017359736

SAINT KITTS 0.017144729

NETHERLANDS 0.016761866

GUAM 0.013781537

USA 0.012438426

HONG KONG 0.011747104



IPv4

1. 7547

2. 80

3. 443

4. 5060

5. 4567

6. 22

7. 23

8. 8080

9. 53

10. 21

IPv6

1. 80

2. 443

3. 8080

4. 53

5. 81

6. 20000

7. 9080

8. 8888

9. 9100

10. 9000
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HTTP vs HTTPS



HTTP vs HTTPS

Most Encrypted
1. Cuba
2. Italy
3. Singapore
4. Guyana
5. Jersey

Least Encrypted
197.Saint Kitts
198.Egypt
199.Syria
200.Saint Vincent
201.Seychelles
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Unencrypted vs Encrypted (POP)



Unencrypted vs Encrypted (POP)

Most Encrypted
1. Dominica
2. Antarctica
3. South Sudan
4. Turkmenistan
5. Myanmar

Least Encrypted
197.Botswana
198.Angola
199.South Korea
200.Mali
201.Swaziland








1.3% Novelty Plates



Universities Needing Toner

#1   Minnesota 89

#2   Hawaii 75

#3   Austin 60

#4   San Francisco 60

#5   Toronto 56

#6   Santa Cruz 55

#7   South Florida 55

#8   Boston 55

#9   Washington 54

#10 Pennsylvania 48
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<10 Abuse Emails
(for ICS/ IoT)



Questions?


	Slide Number 1
	A fistful of metrics
	“Things always become obvious after the fact.”
	The goals of this presentation
	Metrics Answer Questions
	Principles we found
	L-W cost
	How can I use it in practice?
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Public Policy
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	SSL/TLS by sector
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	HTTP vs HTTPS
	Slide Number 27
	Unencrypted vs Encrypted (POP)
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	<10 Abuse Emails��(for ICS/ IoT)
	Slide Number 36

