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BT CERT Training Cell

Practical Forensic Readiness in Security 
Operations
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Introductions
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Introduction - BT
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• To improve awareness of forensic readiness 
in security operations.

• To describe methods used to make forensic 
readiness capabilities more efficient.

Objectives
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What is forensic readiness?

Translation: During an investigation you need to ensure;

– Your investigation holds up to scrutiny.

– It promotes impartiality and transparency.

– You don’t miss anything.

“Forensic Readiness is the achievement of an appropriate level of 
capability by an organisation in order for it to be able to collect, 

preserve, protect and analyse digital evidence so that this evidence can 
be effectively used in any legal matters, in disciplinary matters, in an 

employment tribunal, UK Court of law or Parliamentary enquiry.”

(UK - CESG Good Practice Guide 18 – Forensic Readiness)
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How to do forensic readiness?

Start early Note Taking Chain of 
Custody Peer Review

Post 
incident 
review
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Starting Early - Policy

• Forensic Policy

• Business Ownership

• SPOC

• Definition of Capability and Requirements

• Quality Assurance and Competence

• Legal Disclosure

• Investigation Standards 
(ACPO)/Protective Monitoring
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ACPO - UK

Principle 1

No action taken by law enforcement agencies or their agents
should change data held on a computer or storage media
which may subsequently be relied upon in court.
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ACPO - UK

Principle 2

In circumstances where a person finds it necessary to access
original data held on a computer or on storage media, that
person must be competent to do so and be able to give
evidence explaining the relevance and the implications of their
actions.
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ACPO - UK

Principle 3

An audit trail or other record of all processes applied to
computer-based electronic evidence should be created and
preserved. An independent third party should be able to
examine those processes and achieve the same result.



12BT CERT Training Cell.  Security Through Knowledge.

ACPO - UK

Principle 4

The person in charge of the investigation has overall
responsibility for ensuring that the law and these principles are
adhered to.
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What is evidence?

Translation:

– Something which can prove something has happened or hasn’t happened.

– It can be anything.

– Dependent on local laws or organisational policies.

Evidence is used to indicate the means by which any fact or point in issue 
or question may be proved or disproved in a manner complying with the 

legal rules governing the subject.
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Types of evidence

• Real Evidence

• Documentary Evidence

• ‘Real evidence consists of the production of material
objects for the inspection by the judge and jury, or
magistrates in court’.
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Types of evidence

• Real Evidence

• Documentary Evidence

• This encompasses anything which communicates a
visual image to a human being.
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Starting Early - Investigations

• Go Bags

• Contracts written in a forensically sound fashion

• Third Party supply chains and outsourcing

• Appreciation of cost

• Scaling of forensic readiness

• Mandated training
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Note Taking

• Document your actions

• Do it yourself?

• Do it with a buddy?

WHO

WHERE

WHAT

WHY

WHEN

HOW
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Note Taking

• Copy commands entered and output

• Screenshots

• Photographs

• Video

• Shell history
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Note Taking
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Note Taking
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Note Taking
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Note Taking
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Note Taking

• Templates and checklists

– Prompt to perform certain actions

– Link to processes recording how you did it

– Prompt to record when complete
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Note Taking
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Note Taking
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Note Taking

• Incident coordination – identify and manage 
your tasks

– List tasks

– Assign to individuals

– Track task completion
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Note Taking
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Chain of Custody

• Maintain evidence integrity

– Collection and storage

– Record in notes

– Auditable
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Chain of Custody

• Digital “bag and tag”

• Text file (tag) and evidence file in zip 
archive (bag)
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Chain of Custody



31BT CERT Training Cell.  Security Through Knowledge.

Peer Review

• Quality Assurance

– Perform an action, colleague checks action

– Reduces human error

– Responsible decision making
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Peer Review
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Peer Review

Current User
Current Case Status

Analyst
(Permissions

Available)

Shift Leader
(Permissions 

Available)

Reviewer
(Permissions

Available)

Open
Open

Send for closure 
approval

Open
Send for closure 

approval

Open
Send for closure 

approval

Send for Closure Approval Send for closure 
approval

Open
Send for closure 

approval

Send for closure 
approval

Closed Closed Open
Closed

Close
Closed &

Reviewed

Closed & Reviewed Closed &
Reviewed

Open
Closed

Closed &
Reviewed

Send for Closure 
Approval

Open

Closed & 
ReviewedClosed
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Post Incident Review

• Write an incident report

– Capture actions and lessons

– Presentable and accessible

– Trustworthy threat intelligence
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Post Incident Review
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Post Incident Review
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What do you get out of forensic readiness?

• More efficient and more impactful intervention

– Criminal court

– Civil court

– Parliamentary Enquiry / Congressional Hearings

– Employee tribunal

– Industry collaboration

• Evidence-based decision making

• Create better threat intelligence

• Use better threat intelligence
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Outcomes

To improve awareness of forensic readiness in 
security operations.

To describe methods to make forensic readiness 
capabilities more efficient.

Reduce evidential errors.

Increase success.

Be efficient.
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• Association of Chief of Police Officers – Good Practice Guide for Computer-based Electronic Evidence.

• https://www.cps.gov.uk/legal/assets/uploads/files/ACPO_guidelines_computer_evidence[1].pdf

• CESG – Good Practice Guide 18 Forensic Readiness

• https://www.cesg.gov.uk/content/files/guidance_files/Forensic%20Readiness%20(Good%20Practice%20Guide%2018)_1.
2.pdf

• CESG – Good Practice Guide 13 Protective Monitoring

• https://www.cesg.gov.uk/content/files/guidance_files/Protective%20Monitoring%20for%20HMG%20ICT%20Systems%20
%28Good%20Practice%20Guide%2013%29_1.7.pdf

References
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Questions & Discussion
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