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SIEMENS

After Thi s Presentat

Aé How a Swide seevioeshelps to keep
products more secure.

Aé That using OSS and SR
not a piece of cake. ]

Aé What we should and
with the challenges.
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Why Are We Using OSS and COTS Components?
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Pre-made building blocks

Faster time-to-market

Lower development costs
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Where There is Light, There is Shadow. it

A Products inherit security issues:

Siemens Security Advisory by Siemens ProductCERT

SSA-301706: GNU C Library Vulnerability in Industrial Products

A Vulnerability information is spread all over the Internet

A Patching is not always an easy task

© 2017 Siemens AG & SAFECode
Page 4 June 2017



The Siemens-wide

Security Vulnerability Monitoring (SVM)
Service.
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Key Advantages of SVM For Siemens o
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Neatly I ntegrates 1 nto com
(e.g. SSO, emall encryption)
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