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The Future: Machines



The future is machines
Adversaries exploiting machine identities
Good news: guidance exists
• Reduce risk
• Build in agility 
• Respond faster



What	Are	Machines?

Device Code ServiceAlgorithm

v	=	argmaxb�{Yes,No}	
Pr(b)	Q	i Pr(ai |	b)
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An entity without an 
identity cannot exist 
because it would be 
nothing

Aristotle
Law of Identity
Metaphysics, Book IV, Part 4



Machine Identities



HUMANS
User name, Password, Biometric

MACHINES

1 0 1 0
0 1 0 1
0 1 0 1



What	are	Machine	Identities?

SSL/TLS	
Certificates

Code	Signing
Certificates

SSH	Keys API	Keys

TwL2iGABf9DHoTf09
kqeF8tAmbihY

Encrypted	Tunnel

Authentication Execution









Role	&	Lifecycle	Leaves	Identities	Vulnerable

Inception Manufacture Distribution Activation Update Recycle

SSH	key	for	cloud-to-cloud DevOps	orchestration

Code	signing	certificate	to	authenticate	code	running	on	IoT device

TLS	certificate	to	authenticate	cloud	app	to	IoT devices



Misuse	of	Machine	Identities

TAKE	ON	TRUSTED	IDENTITY

Phishing	effectiveness
Malicious	code	execution

ESTABLISH	TRUSTED	IDENTITY

Create	backdoors
Build	privilege

RUN	WITHOUT	IDENTITY

Hide,	stealth,	cloak



Problem: Machine Identities?







Would your organization tolerate

with no awareness, policies, or control?



Would your organization tolerate

with no awareness, policies, or control?
keys & certificates



Heartbleed:	T+1	Year

RED=	%	NOT	HEARTBLEED	REMEDIATED



Take On Trusted Identity









Rise of Fast & Free
25M certificates













“Stealing Certificates 
will be the Next Big 
Market for Hackers”



Up to 
$980/ea
400x more valuable 
than stolen credit 
card or identity #



Establishing a trusted identity







Misuse Goes Kinetic

Every business and government has the same lack of awareness and control over SSH keys



Run Without An Identity



SSL/TLS
Encrypted
Tunnel



“70% OF MALWARE ATTACKS 
WILL USE SSL BY 2020”



LESS THAN 20%
Of Organizations 

with a FW, IPS/IDS, 
or UTM decrypt 

SSL/TLS traffic





BLIND	TO	ATTACK
One	Unknown
Certificate	

=
Encrypted	tunnel	

=
Can’t	see	what’s	
coming
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Weaponizing Machine Identities

• SSH & server 
key theft

• Code-signing 
certificate theft

• MITM by CA 
compromise

• Targeted key & 
certificate theft

• Sold on 
Underground

• Multi-year 
campaigns

• SSL & SSH 
vulnerabilities 

• Price increases on 
underground

• Digitally-signed 
malware doubles 
quarterly

• SSL/TLS used to 
hide activity

• MitM attacks 

• SSH pivoting

• SSL/TLS used to 
bypass security

• Encrypt Everywhere 
grows attack surface

• SHA-1 deprecation
• SHA-1 collision 

succesful

Threatscape
Expands

• 2010: Blueprint -
Stuxnet and Duqu

• 2011: CAs 
Attacked

• 2012: Online Trust 
Questioned by 
Experts

2010-2012 Attacks Become 
Mainstream

2013 Advanced 
Campaigns 

Launch

2014 Online Trust 
Crumbles

2015

2016-2017

Attacks Begin



Preparing Your Plans



Crypto-Agility 



Crypto-agility	



CA Recovery Plan



Find What’s 
Out There

Automate 
Response

Set, Enforce 
a Policy

Good News: this can be business as usual process



Venafi Maturity Roadmap for TLS/SSLRoadmap: Control of Machine Identities

Level	0:

Chaos
Have	unquantified	security	
risk,	outages,	expensive	and	

manual	processes,	and	
compliance	challenges

Level	1:

Control
Build	a	security	

foundation	with	focus	
on	known	and	trusted	
keys	and	certificates

Level	2:
Critical
Systems

Secure	and	protect	all	
keys	and	certificates	on	

business-critical	
infrastructure	

Level	3:
Enterprise	
Protection

Protect	and	automate	all	
keys	and	certificates	

enterprise-wide	and	further	
reduce	costs	and	extract	
more	business	value

Level	4:
Machine	
Identity	

Protection	
Rapidly	respond	to	
internal	and	external	
threats	and	security	

incidents	related	to	keys	
and	certificates

Endpoint/Mobile
Servers
Virtual Machines
Cloud



Start	Change
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Threats of the Future





Taking Action
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• SSL/TLS	Encryption

• WiFi &	VPN	Access

• Cloud

• DevOps

• Mobility

• Internet	of	Things

• SSH	Privileged	Access

Keys	and	Certificates	
Are	the	Foundation	of	

Your	Security	Infrastructure


