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Introduction



• CERT for European Institutions, Agencies, and Bodies.

• Created in 2011.

• Operational support to infrastructure teams.

• Defence against targeted cyber threats.

• Hub of information and skills.



Constituents

• Around 60 organisations

• From 40 – 40.000 users

• Seperate, heterogenous networks

• Cross-sectoral

– Government, foreign policy, embassies

– Banking, energy, pharmaceutical, chemical, food, telecom

– Maritime, rail and aviation safety

– Law enforcement (EUROPOL, FRONTEX, EUPOL) and justice

– Research, hi-tech, navigation (GALILEO), defence (EUMS, EDA)

• High-value targets
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• Step-by-step incident case

• Focus on tools and exchange of information

• With external entities

• Between CERT-EU teams

• Involved parties

Content of this presentation
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Chapter 1

Initial alert
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Chapter 2

Sharing
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Chapter 3

Hunting
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Building Blocks

• Log management tool:

• IDS:

• Cyber Threat Intelligence database: CERT-EU

• Monitoring:
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CERT-EU Infrastructure
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Log Sources

Web traffic:

» DNS

» Proxy

Emails:

» Exchange

» Mimesweeper

Hosts:

» Sysmon

» Applocker

» McAfee

Appliances:

» Sourcefire

» Ironport

» FireEye
Future :

► Firewalls

► Active Directory

► Servers

► Reverse Proxy
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Th0r Packages

• Preparation

– YARA rules

– Evil hashes

– Custom filenames characteristics

• Distribution

– GPO

– Endpoint Management

• Reporting and analysis

– Text/HTML report

– Splunk app
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Chapter 4

New evidence
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Peers - Partners



Chapter 5

Another infection?
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Splunk:Network
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Splunk & CTI
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Drill-Down
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Chapter 6

And now what?
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Tactical Products
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Strategic Products
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Epilogue



What we didn’t speak about

• Red Team

• Vulnerability Assessment services

• Bugbounty program

• Research and whitepapers

• Automation framework (AH)

• Workshops / trainings

• …
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Thank You

https://cert.europa.eu/

https://github.com/certeu/
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