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Introduction

|5/ Windows PowerShell

Windows PowerShell
Copyright <C> 288? Microsoft Corporation. All rights reserved.

PS C:=“Users“CERT-EU> whoami ~priv
PRIVILEGES INFORMATION

Description

Shut down the system Disahled
Bypass traverse checking Enabled
Remove computer from docking station Disahled
SelncreasellorkingSetPrivilege Increase a process working set Disahled
SeTimeZonePrivilege Change the time =zone Dizabled
PS C:sUsers~CERT-EU>
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« CERT for European Institutions, Agencies, and Bodies.
« Created in 2011.

« Operational support to infrastructure teams.

« Defence against targeted cyber threats.

* Hub of information and skills.
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« Around 60 organisations
 From 40 — 40.000 users
« Seperate, heterogenous networks

« Cross-sectoral
— Government, foreign policy, embassies
— Banking, energy, pharmaceutical, chemical, food, telecom
— Maritime, rail and aviation safety
— Law enforcement (EUROPOL, FRONTEX, EUPOL) and justice
— Research, hi-tech, navigation (GALILEO), defence (EUMS, EDA)

« High-value targets




g JERT EU Content of this presentation
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« Step-by-step incident case

* Focus on tools and exchange of information
« With external entities
 Between CERT-EU teams

* Involved parties

(" )
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Partners First Response Analysts Threat Intelligence Constituents
\_ Team Team )
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Chapter 1
Initial alert
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Initial Alert Starting Investigations
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10C= put in CT1
platform o

Analyst Team

o
4
=
4
4]
€
.
L
'_

Constituent A
receive Alert

Request for
evidences

Constituents




e ERT-EU
emergency —
response =

team | for the EU institutions, bodiea
and agenciea

Chapter 2
Sharing




s | ERT-EU
emergency
response |wd

team | for the EU institutions, bodiea
and agenciea

CERT-EU Incident example
il e




computer
emergency

response
team

JERT-BEU

for the EU institutions, bodiea
d agenciea

Partners

Sharing and consuming

MISP

CIMEL

First Response

SPLUMNK
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Threat Intel
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Threat Sharing

PGP email
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Threat Sharing
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Threat Intel Threat Hunting
%51
L.
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] > .
o Log Analysis
]
w
=
L

Update
detection packages
For Threat Actor

Analyst Team

SNORT
YARA
105

Correlate IDCS

Identify Threat
Actor

Threat Intel

= Y
= Updated
= . c
] T ICE / Log Analysis
= ’
= Customer Local Scanner
% o

OR
g Portzl (THOR)
u
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» Log management tool: Splunk>

. 1ps: SOURCEfire

 Cyber Threat Intelligence database: CERT-EU

« Monitoring:

16
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CERT-EU

Cyber Threat Intelligence

Intelligence Sources

- Partners

- OSINT AbuseHelper Incident

- Monitoring Handling
Team

splunk> Search Head

(i L L XX L LYY ELEELEXS
C X X N N N W W N NN N NN N N N NN NN NN NN NN NN Y]

' Constituent Z

splunk> Indexer

fire“*

(F X XXX XXX ¥ EEEEEEEEEEYEEEEEEEEEYYY]
(AL X EEX XL LY EEXE XL XL XXX XXX
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WeED traffiC: ettt :
Sysmon:
7 DNS powershell,
»  Proxy applocker, events,
. cmd
Emails:

> “d

» Exchange
»  Mimesweeper

Hosts:
»  Sysmon < < , S >
»  Applocker ﬁ/ ﬁ/ ﬁ/ ﬁ/ i 2
» MCcAfee N - N |
_ DNS Proxy Email Mimesweeper SllllRBEfireQ
Appliances:
» o Sourcefire T e
»  lronport Future
> Firekye » Firewalls
» Active Directory
» Servers
» Reverse Proxy

18
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Threat Intel Threat Hunting
%51
L.
@
|
=
i
m
o
@
L]
5
o oS
L]
] > .
o Log Analysis
]
w
=
L

Update
detection packages
For Threat Actor

Analyst Team

SNORT
YARA
105

Correlate IDCS

Identify Threat
Actor

Threat Intel

= Y
= Updated
= . c
] T ICE / Log Analysis
= ’
= Customer Local Scanner
% o

OR
g Portzl (THOR)
u




computer | ™\
oneseney| S FRT-EU ackages

team | for the EU institutions, bodiea
and agenciea

* Preparation
— YARA rules
— Evil hashes
— Custom filenames characteristics

Timeline

e Distribution =
— GPO e

< Hide Fields “HALL Tz

> 24/08/2015  Aug 24 15:18:37 10.1.1.1.0 Aug 24 15:1
15:18:37.000 gerous file found MODULE: Filescan FIL|

.
Selected Fields 73eed7ad7a083ede SHAT: BbO1b492cBbBEET

n OI n an a el I Ie n A ED 2 4756470202406 1636365707465736¢61 / prog

COMPANY 2 4:03:13 2015 ACCESSED: Sun Feb 22 14

1c Rule Value: STri: -ma 1sass.exe DILE:

CREATED
SunFeb22 | COMPANY=N/A | ¢
= 707261636475601702020616363657
0ssibly Dangerous file found
Procdump_BAT / Procdump - Batch fi
b91b492c808687d370efabdodb1 4799954
= august a d
jarning: MODULE: Filescan MESSAGE' Po:
C\Users) Desktop\onpoweritomoveh|
= Procdump_BAT / Procdump -Batch
= Possibly Dangerous file found od
er = snlunklah cert eurona eu

CONPAHY

* Reporting and analysis -
— Text/HTML report
— Splunk app

s
DADropborCodeigongthorithor.ere + 10
—

St Time 2013-03-10 145549

20130310 170033

neo

Run with admin
rights
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Chapter 4
New evidence
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Investigation — Part 2

Share dropped
mahware with > Technical
Fartners Reports

— &

Initial Mail

Workstation
memory dumpand
forensics image

T

— A

Create New 10Cs

Retrieve dropped

. Anahyse new
y evidences mahware ASISNIES
Snort Rules
F Y

,

New [OCsand rules
put in CTl platform

Constituent A
retrieve original
mail and ldentify

infected
workstation

Send attachment to
CERT-EU sandboxes

.. -
Customer Portal
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Customer Portal

Edit organization details

> Constituents details

> CERT-EU deliverables =™

Abuse E-mails

> Indlcator Search Contact E-mails

> File Analysis

M save

Abbreviation CERT-EU

Mailing interval ARO0

+ ][+

212.8.189.18/28

5400
stavros.lingris@ec.europa.eu
alexandru.clobanu@ec.europa.eu
collector@cert. europa.au
sotirios.meintanis@cert.europa.eu

carl.aufopa.au

Computer Emergency Response Team for EU Institutions Agencies and Bodies

cPO

crPO

» Vulnerability scanning

CERT-EU_THOR_Bundle_20160826.zip
5577-crowdstrike_yara_master_20160826.zip
CITAR-Flash-2016-007.zip
CITAR-014-Duke-and-Baron.zip
CIMBL-267 .zip

CIMBL-268.zip

CIMBL-269.zip

Type
THOR

YARA rules
Flash-CITAR
CITAR
CIMBL
CIMBL

CIMBL

Actions

®

© e @ e e | e
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Investigation — Part 2

Share dropped
ma herare with
Partners

— &

Technical

> Reports

Initial Mail

Workstation

memory dumpand
forensics image
T

— A

Anahyse new
evidences

Retrieve dropped
mahware

Create New 10Cs
Yararules
Snort Rules

,

New [2Csand rules
put in CTl platform

Constituent A
retrieve original

mail and ldentify [ 3

infected
workstation

Send attachment to
CERT-EU sandboxes

Customer Portal
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fie.a | National Cyber
= |Security Centre

X = Microsoft Google

INTECO f FLASHPOINT
b (cert) Dl 4 rLasironT

«.,’ . CROWDSTRIKE
- w  Splunk>
a CIRCL [FE" S L
’ Computer Incident N I I ’
Respanse Center . W rber Security Cent DULIL e -
k Luxembourg & B gtl.-:na] C}bl’.‘.".-l:‘t.]rl[} Centre ‘
Gl Ministry of Secerily and justice c I sc o .

)
F.Securev «‘b FlreEye
!%S:;gm; CERT.SE <ERT.PL>_

3888 Lups B
e S ¢ B Sl BAE SYSTEMS
50V i
EEEE .
sSns GovCERT 4 AUSTRIA \

l g’ FOXIT
ficsirTcz GOV IIDD ' Avira

powere d by CZ.NIC NorCERT

R E
CERT.LV ' INEFpt:JliBl:fTID;N g‘:g:'lslia AUTHORITY cert o lt RED‘SQ(]:IKS KK ASPERSKY 8

Naclonalm

»~
sicert™ | @cepren CERT* F:RTINET
s N Check Point
2\ Lo | CERTZ CERT.EC ﬂgm&is

N 7 US ( ERT :)\YBGERESE,:?U;T\‘: \\-__.y”i’imfg Eu R .d
5 EMuRGENCY READIN ( EAM 4‘ CIRC '
N
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Investigation — Part 3

Second Detection (Constituent B)

Partners

CERT-EU detect CEC
activity in
Constituent B
[SPLUMNK)

Open Case and
forward to Analyst

First Response
Team

Analyse availables

logs Workstation
Open = memaory dumpand
Investigations, Proxy Logs forensicsimage

Sysmon ——h

Analyst Team

Threat Intel
Team

Constituent B
receive Alert

™ dentify infected

Regquest for
evidences

Constituents
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Splunk:Network

Daily findings summary report

Daily findings summary report based on all the available logs from our Constituents.

hits first_seen

3 01/09/2016 08:42:56

3 01/09/2016 08:42:56

2 01/09/2016 01:12:59

77 01/09/2016 00:06:15

2 01/09/2016 01:12:58

hits d_clients first_seen

Please select the search artifact of interest Filter by Constituent

2016-09-01, 105 hits (max duration 01:13:35) Qv All Q| v

DNS logs findings

i from_splunk query id feed_type
> pa.eu dpsu.gov.ua CSIT-15112 cs_w_report (malicious_domain)
> pa.eu old.dpsu.gov.ua CSIT-15112 cs_w_report (malicious_domain)
> ppa.eu  dcleaks.com 2241e9f4-63cb6-11e6-a9a9-0050568e34e1 cti (malicious_domain)
> Jpa.eu dpsu.gov.ua CSIT-15112 cs_w_report (malicious_domain)
> paeu  www.dcleaks.com  224fe9f4-63c6-11e6-a9a9-0050568e34e1 cti (malicious_domain)

Proxy logs findings

i from_splunk dest id feed_type
> www.europeanlawmootcourt.eu CSIT-15112  cs_w_report (malicious_domain) 18

2 01/09/2016 11:56:39

Edit v 4 B

last_seen

01/09/2016 08:42:56

01/09/2016 08:42:56

01/09/2016 01:12:59

01/09/2016 23:46:22

01/09/2016 01:12:58

last_seen

01/09/2016 17:05:36

actions

Report to CTI
Toggle as done

Report to CTI
Toggle as done

Report to CTI
Toggle as done

Report to CTI
Toggle as done

Report to CTI
Toggle as done

A

actions

Report to CTI
Toggle as done

30
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DNS logs findings F
i from_splunk query id feed.
v europa.eu sikol heidiandrobwedding.com ) 5718da8a-15f0-4883- cti
b4b6-15ffac110003 (mali

i Event

v 4/18/2016 5:08:33 PM ODF8 PACKET 0000008658Bg5AB0 UDP R ! ' '

sikol.heidiandrobwedding. com

Event Actions v Home Threat Object Detections Imports Export Statistics

Type Field Value Files Search Cyber Events
Event eventtype v dns_logs ( dns network resolution )

feed_type v cti (malicious_domain)

from_splunk v _europa.eu

id 5718da8a-1510-4883-bavs-15ffac110003 | ODSErvable

ioc v sikol.heidiandrobwedding.com

query v sikol_heidiandrobwedding.com

splunk_server v ».europa.eu

SIC v 10.1.8.136
Time _time v 2016-04-18T17:08:33.000+02:00 Observable

Type hostname

Kill Chain Nommand and Control

value1fl sikol heidiandrobwedding.com 31
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Drill-Down

europa.eu onlinux-es.setupdns.net 5746bc29-4d4c-4e0d-9685-45cb950d210f
i Event
>  20-May-2016 16:16:19.421 client 10.32.3.10#52469: view internal: query:

v  20-May-2016 12:25:10.038 client 10.32

Event Actions v

Build Event Type value

Extract Fields search .
Show Source

Q. New Search

splunk_server=*

¢ Search on AnalystPortal

@ch on Prnx@

— o b

query v ~ 218 events (before 5/20/16 12:25:15.000 PM) Mo Event Sampling v

splunk_s Events (218) Patterns Statistics Visualization

SIC

Time time v Format Timeline « — Zoom Out
: _ _ . _ - |
Raw v SFormat + 50 Per Page v

¢ Hide Fields = All Fields t | Event

Selected Fields
a host 1

a source 1

a sourcetype 1
a tag 2

.3.10#52967: view internal: query:

Actions

Alerts Dashboards

Findings v

.europa.eu tag=proxy "get_surrounding time_interval(2016-03-20T12:25:10.038+02:00, "35")|

»  <139=May 20 12:25:14 10.32.4.27 vendor=Forcepoint product=Security product_ve
OU=EXT-Users,0U= \_USERS,0U= ., DC= ,DC=europa,DC=eu/
.es dst_ip=193.148.158.216 dst_port=443 bytes_out=1361 bytes_in=7310 http_res
0_(Windows_NT_6.1;_WOW64;_rv:46.0)_Gecko/20100101_Firefox/46.0 http_proxy_sta
trator**efca_Users,Super_Administrator**efca_Users role=8 duration=4 url=http

»  =159=May 20 12:25:14 10.32.4.27 vendor=Forcepoint product=Security product_ve
OU=Desktops-Users, QU= LU=l L DC= ,DC=europa,DC=eu
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Cleaning Consolid ation

CITAR
CIT AR-Flazh

Alerts

Partners

First Response
Team

Provides on-site

services if needed

Technical Report

Analyst Team

Analysis of
campaign

Updated
Threat Landscape

Security Briefs

Threat Intel
Team

& L

—

@ - : Use up to date Reports
5 Constituent A & B .

= o i ectad detection package CITAR

- workstation to scan all CITAR-Flash
g > infrastructure Alerts
[
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Incident .
Advisories Feeds
Reports
Incident Technical
Timeline description JoeE
Technical Detection Detection
details Mechanism rules
Recovery Prevention J )
IT administrators ]
cident Response teams
SOC teams

Reaction /

Near Real time ]

&
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Whitepapers
Tactical Ongoing Based on
Context campaigns incidents
Threat type Targeted Peer-
and level entities reviewed

Short-term ?
TTPs course of |
action CIO

Incident Response teams

Structured

course of
action 0 Significant

Campaigns
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One page

Commented
threat

New TTPs

Strategic Products

Threat
evolution

Adversaries
profiling

Sectorial

High-level
course of
action

O

Periodic Bulletin

ClIO/CEO
Policy makers
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Epilogue
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JERT EU What we didn’t speak about

 Red Team

* Vulnerablility Assessment services
* Bugbounty program

* Research and whitepapers

* Automation framework (AH)

* Workshops / trainings

40
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Current top 10 stories

m Language: en Period: Sep 25, 2016 5:40 AM - Sep 28, 2016 5:40 AM

Product Vulnerabilities +
Threats and Incidents + J : ny ) "

spite 'm 124
ARTICLES

retaliation thre

Hacking/Techniques +

"Winer' Exclusive
Wiper' Malware: #3
Sep258:00 Sep2516:00 Sep 26 0:00 Sep268:00 Sep 26 16:00  Sep 27 0:00 Sep278:00 Sep2716:00 Sep 280:00

malwe
What You Need to 35
Know ARTICLES
Armies of hacked loT devices launch unprecedented DDoS attacks
Articles : 111 | Last update : Sep 28, 2016 4:37:00 AM | Start : Sep 21, 2016 9:47:00 AM | Sources : 51 | Peak : 1 | Current rank : 1

All P (narahiliting
Google in rescue of journalist whose website was hacked [£ All Proc O inerabilities

18] [TSecurityNews2 Wednesday, September 28, 2016 4:37:00 AM CEST | info [other]

Journalist Brian Krebs is being helped by google massive server infrastructure after been victim of cyberattack on
his website. Last week there was a massive distributed denial-of-service(DDoS) attack on Kreb's site, Krebs
Security was hugely compromised .There was nearly double... Read more —...

More articles...

https://cert.europa.eu/
https://github.com/certeu/
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