


Fyodor Yarochkin
Vladimir Kropotov
Trend Micro FTR



















const feed_directory = 
"/usr/local/bro/feeds";
redef Intel::read_files += {
       feed_directory + "/tor.intel",
        feed_directory + “/other.intel",
};

@load frameworks/intel/seen
@load frameworks/intel/do_notice

/usr/local/bro/share/bro/site/local.bro



Whatever you see in the news, we probably

see it too :-)







possibly compromised: 202.169.170.12



Most of these samples are DDoS binaries.
Some are UPX packed

Carry embedded Amplification point lists. Can do HTTP 
Floods.

 Built with C++











automated sample collection!! ;-)
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