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Introduction

Remon Klein Tank (CEH, CISSP)
Remon.KleinTank @WUR.NL

Initiator and projectleader OZON

Cybersecurity specialist at Wageningen University and
Research

Member of SURFcert (first Dutch Computer Emergency
Response Team)

SCIRT / SCIPR member (cybersecurity community)




Global set-up

Players stay in their known environment
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One and a half day for the exercise
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Outside world is being simulated by a responce cell when needed —
Responce team creates events on demand to steer exercise back on track

Players know there is an exercise, they play themselves, they have no idea what is going to
happen

Simulation rather then tabletop

Use of trusted community mail/chat




Participants
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Workload
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registration
Idea for closed
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born
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Project organisation

Steering group > Project group
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Program group \
e Response cell Central scenario
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Participating roles

Participating
roles

Participants

Department managers
Lawyers
Communication _.
Press Officers Contributing
Security Officers External
Privacy Officers Partners
Members of the _ _
Executive Board : National Police,

Staff services s (digital
Simulated b i
Board Members y declaration

internal responscel Lhsh
ICT managers counter)

i NCSC
Service employees Non-participating employees

Faculty Staff External supply chain
partners such as suppliers
Stakeholders
Students
Patients
Teachers
Professors

' Observers




Robbing

knowledge is Power, Power to the People!

Mirror sites

[n order to make it
mpossible to ever fully
“emove Robbing Good from
the Internet, you will find
elow a list of mirrors of the
Robbing Good website:

* utwente.robbinggood.nl

[

Operation Ozon Onion

help us help yourself Re gor Siiemap

This is an OZON exercise website. All content on this website is for exencisa purposes only.

Welkom op deze vellige Operation Ozon Onion websita

N 1 tilburg de gekste A~ W Follow
Door het enorme volume aanvragen is er enige

vertraging in de verwerking.

Wij biaden verschiliende dienten aan:

BAM! Gewoon een 9 voor Internationaal
Swrafrecht. #http://createyourowngra
Create Your own Grades (Even niet besohikbaar op de WUR want di ligt lat @ ) Aoy Tl Rutmet W

Download een patléntendossier

Crowdfund het hacken van een ciferadministratie

En nu 0ok beschikbaar:

Sensitive dox: spannande interne documantatio van diverss publieke Installingen

Binnankort:

\ [~

Webserver with darkweb howto, credentials. reference to
ozonecld33tdsurf. onion




Events

Media and
communication
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Twitter-
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communication
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Phone, Jabber,

etc,




Evaluation

| survive




Watis uw
oordeel over
de oefening?

In hoeverre

heeft deze

pefening

bijgedragen aan In hoeverre
het vergroten
van awareness

Evaluation
g)rguaﬁlsatve?
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Totaal

94 respondenten
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. Evaluation of
Evaluation of the achieving Exercise
Exercise Goals

4,06 Syl

ad
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0 know more? / Questions?

White paper available in Dutch and English

Script of OZON in Dutch

Soon also in English available

Video impression with English subtitles



https://www.youtube.com/watch?v=DqS0g9kuDmc

