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33+ YEARS EXPERIENCE IN
INFORMATION SECURITY

13 years with the Department of Defense
» Certified Cryptanalyst
» Designed Cryptosystems and Cryptologic Aids
* Founding Member of Systems & Network Attack Center
20 years of commercial professional services
« Penetration Testing
* Vulnerability Assessments
« Security Architecture Development
10 years as a PCI Qualified Security Assessor (QSA)
» Lead Assessor/Assessment Team Member
« Trusted Advisor

4 years as an Evangelist/Strategist

» Security -
StandardsCotncil

QUALIFIED SECURITY
ASSESSOR

Security Weekly
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Cryptanalyst
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THE VIGENERE WHEEL
SPECIALIZED CIPHER DISC
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MEMBER OF THE FIRST
NSA RED TEAM

DARK
TERRITORY

THE

SECRET HISTORY
OF

CYBER WAR

FRED KAPLAN

AUTHOR OF THE INSURGENTS

Manaer s PErsoildl COLPULEE s Quivsassgy aases =77 - . T
formation, thus distorting his view of the battlefield and leading hin,

to make bad decisions, which, in a real war, could have meant defeyt.

The NSA had a similar group called the Red Team. It was part of
the Information Assurance Directorate (formerly called the Informa-
tion Security Directorate), the defensive side of the INSA, stationed
in FANEX, the building out near Friendship Airport. During its

we drills, the Red Team worked out of a chamber called

most sen

The Pit, whikh was so secret that few people at NSA knew it ex-

isted, and egn they couldn’t enter without first passing through two
ation-locked doors. In its workaday duties, the Red Team
probed for vulnerabilities in new hardware or software that had been
designed for the Defense Department, sometimes for the NSA itself.
These systems had to clear a high bar to be deemed secure enough
for government purchase and installation. The Red Team’s job was
to test that bar.

Minihan’s idea was to use the NSA Red Team in the same way
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OFFICIAL CURMUDGEON

CEREMONY




Jeffrey Man (former QSA)
Cryptanalyst
Host, Security Weekly

Information Security Curmudgeon

InfoSec Jedi Master "m“ | F
| _ P 7 DRINKING =
leff@securityweekly.net | g™ s -

@MrJeffMan

Paul’s Security Weekly
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NOW LET’S LEARN A
FEW JEDI MIND
TRICKS!







WHY IS COMMUNICATION
SO HARD?

WAS IT A LONG, ; THAT ONE

DID EVERYONE READ GOOD
MY EMAIL ABOUT HOW RAMBLING EMAIL I] MUST HAVE o 2<ree
TO IMPROVE OUR TRV ST DL e RN | | BEEN FROM o e T
COMMUNTICATION? ONE BARELY COHERENT <1 gOMEONE
POINT TO ANOTHER? ELSE. READ IT.

Dilbert.com DilbertCartoonist@gmail.com

3-19-13 ©@2013 Scott Adams, Inc.




EVERYONE’S TALKING
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CLEARLY SOMETHING
IS NOT WORKING

LastPass::mn Anthem. g
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BLUE CROSS
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TOO MUCH TECHNOLOGY




Sales: This product is stupid.

Service: Customers are stupid.
Finance: This system is stupid.
Development: Users are stupid.
Operations: Programmers are stupid.
Security: | wish | was stupid.
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CAN WE DO SOMETHING
DIFFERENT?

KOBAYASHI

CLASSIF ICAT ION:

REGISTRY:
MASTER:
CREN:
PASSENGERS:

DEAD WEIGHT TONNAGE:

CARGO CAPACITY:
LENGTH:

BEAM:

HE IGHT:

MAX CRUISE SPEED:

MAX EMERGENCY SPEED:

MARU

Class [l Neutronic
fuel Carrier
Amber, Tau Ceti [V
Kojitro Vance

8
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- 147,943 M. T.

Q7. 000 M.T.
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THE FORCE AWAKENS




KNOW YOUR AUDIENCE
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KNOW YOUR AUDIENCE

« Do your homework
* Open Source Ir
. What type of E
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AUDIENCE PARTICIPATION
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ON LINE - THIS FALL 5 THEV'RE ALREADY INSIDE.
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ENGAGE THE AUDIENCE

« Tell a joke

« Tell a story

« |cebreaker
. _-x
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LISTEN




- LISTEN

« Verbal Cues
« Tone of voice
« Types of ques
* Assent

- Non-Verba
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LEARN TO SPEAK THEIR
LANGUAGE

Understand the drivers F, .
Avoid (or not) hot buttons - |

4
Respect earns trust | 3 1

Restate If necessary
Don’t give up

Pick your battles
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BECOME BILINGUAL

 Lean their language
« Speak theil

-

* Put wha
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TELL STORIES
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TELL STORIES

« Share your experience
« Common themes

* You are not alone

e

« Qutrunning
 Analogies
.
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READABLE 1
CIPHER
TEXT I

random secret piece
what you want that makes it all work
to protect
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SIMPLIFY

« Seek Understanding over technical &
« (et the major points acro: '

* You're not:

e
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LEARN THE BUSINESS

DRIVERS
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LEARN THE BUSINESS

DRIVERS

 Hint: most companie

* Put your mes

* Relate w

-
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DON’T ASSUME
UNDERSTANDING

Agree on terms

Restate Expectations
What did you hear me say?
Put it in their terms

Get it In writing

Compromise



DON’T CRUSH THEM

 The Good

* The website Is pretty
* The Bad

« XSS detected
* The Ugly

e Default password
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THREE TYPES OF

SPEECH

e INnformative

e Persuasive

:

» Special Oc

P
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INFORMATIVE

eaching

Educational o =

Instructional

Product Demos TR



PERSUASIVE

 Sales Presentations
* Decision Making
 Call to Action

 Motivate




SPECIAL OCCASIONS

Personal
nspirational  §

Reflective
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DELIVERY METHODS

1. Memorized
2. Manuscript
3. Extemporaneous
4. Impromptu




© 2 CYBRARY



© 2 CYBRARY



| KNOW WHAT
YOU’RE THINKING




-
RECOMMENDATIONS
» Treat security as a puzzle not a game

* Not the hacking part but the education and awareness pe

 There are often multiple

e Learn to com
. Start by |
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DON’T TREAT IT LIKE A
GAME




CHANGE THE
CULTURE




SUMMARY

Lead by example

Be the change
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TREAT IT LIKE A

PUZZLE




LOOK FOR
OPPORTUNITIES TO
PRACTICE
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GO, COMMUNICATE
AND MAY THE FORCE
BE WITH YOU




CONTACT INFORMATION

Jeffrey Man (former QSA)
Cryptanalyst

Host, Security Weekly
Information Security Curmudgeon

InfoSec Jedi Master

leff@securityweekly.net

@MrJeffMan
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