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Compromising Credentials

Dump Achieve
Gain Dump Move Moar Domain Pillage
Foothold Credentials Laterally Creden:cials Admin &

Priority #1 post-exploitation
« Domain admin is ultimate goal

Nearly everything in Windows is tied to an account
» Difficult to move without one

Easy and relatively stealthy means to traverse the network
 Account limitations are rare

“Sleeper” credentials can provide access after remediation




Evolution of Credential Attack Mitigation

»
YWmdows 7 - % Windows'8 - Windows 10

v’ User Access Control v' SSP plaintext v’ Credential Guard
(UAO) password mitigations

v Local admin remote v Remote Credential

v’ Managed Service ) logon restrictions Guard
Accounts Protected Processes

v Restricted Admin v Device Guard
v  KB2871997 v Domain Protected Users (prevent execution of

Security Group untrusted code)
v LSA Cache cleanup

v Group Managed Service
Accounts




Compromising Credentials: Hashes

The password for each user account in Windows is stored in

Hashes multiple formats: LM and NT hashes are most well known.
TsPkg, WDigest, and LiveSSP can be decrypted to
Tokens provide plaintext passwords (prior to Win8.1)
Cached

) How are they acquired and used? Hashes are available
Credentials in the LSASS process and can be extracted with admin

SA S privileges. Once dumped, hashes can be cracked or used
L ecrets immediately in a Pass the Hash attack.
Tickets Common tools: Mimikatz ¢ fgdump ¢ gsecdump e

NTDS.DIT Metasploit ¢ SMBshell ¢ PWDumpX ¢ creddump * WCE

AR



Credential Availability

Admin Action Logon Credentials Notes
on Target°

*Except when Credential Guard is enabled

Console logon

Runas 2
Remote Desktop 10
Net Use 3
PowerShell Remoting 3
PsExec alternate creds 3+2
PsExec w/o explicit creds 3
Remote Scheduled Task 4
Run as a Service 5
Remote Registry 3

httis://technet.microsoft.com/en-us/windows-server-docs/securit /securing-privileged-access/securing-privileged-access-reference-material

Yes*
Yes*
No
No
Yes
No
Yes
Yes
No

*Except when Credential Guard is enabled
*Except for enabled Remote Credential Guard
Including /u: parameter

Invoke-Command; Enter-PSSession

-u <username> -p <password)

Password saved as LSA Secret

(w/ user account) -- Password saved as LSA Secret




Hash Dumping (Gsecdump)

C:sTemp>PsEx
PzExec wvw2.11

Copyright <G
Syszinternals

Microsoft Wi
Copyright <c

BC :“Windowsss
nt authority

jC -~ Uindowsss

. 1 - Motepad =] 3

File Edit Format ‘iew Help

Admiﬂistratur(currentj:SDD:aad3b435b51404&eaad3b43Sbﬂldﬂdee:?dEBfDdEEEDEEldlDS513c?4be:ﬂ
Cuesticurrent-disabled) 501 :aad3b435b51404eeaad3bd35h5ld40dee: 31 dacfeddlfaes31b73c00d7 e
krbhtgtCcurrent-dizahled):502:aad3b435b51404epaad3bd35h51404ee:70hc2ebbdi37h3al18F8ChoTe
svc—printandscanCcurrent) (1104 :aad3b435h51404eeaadibd35h514 04 e 884 6T Feaee8Thll7adishdi—d
nfur¥(currentj:1105:aad3b435b51404eeaad3b43Ebﬁldﬂdee:bfdblEDbEEEbfd?E59b9ac32b3c44f6b:
mhill{current):1106:aad3b435h51404eeaad3b435h51404 e 88346 7eaeel3Fhll7ad0oshdd830b7086C:
tdungantcurrent) 11071 aad3b435h5140deeaad3ibd35b514 04 eea5fcSaddfd 5a352074bca8ib2edhac
pocoulsonfcurrent) ;1108 aad3b435b51404 eeaadibd35h514 04 e 884 6T 7eaee8fhbll7ad0oehddE3 007 58
nromanoff(current 1109 aad3b435b51404 eeaad3ba35h514 04 ee: 507 3heecd?cB3324ab7ddabeds3a0.
svc=bitlocker{currentl:1113:aad3b435b51404eeaad3bd35h514 04 ee: 8834 6F Feaeel3Thl117ad0oabddE3
reydowCcurrent) 1114 :aad3h435b51404eeaadibd35h51404ee:eabl0320ecach2fd rfd2ocfsrfroans
sharepoint{current):1503:aad3h435h51404eeaadshb435b51404ee:5hbcalafedleabsifE27cachh3 293
malsteelelcurrent):1508:2ad3b435b51404 eeaad3bd35h514 04 ee:3d05F165dao7e2ds632743a1064 35,
nicsteelelcurrent):150%:aad3b435h51404eeaad3bd35h51d40dee: cece?0dB0e7a0e9aR26THS7483 201!
thelyons(current):1510:aad3b435b51404 ecaadibd35h514 04 e 266e2bb22867alazales4 327 e0blr
davdawsonCcurrent):1311:aad3b435b514 04 eeaad3bd35b51404ee: 7264 a79904 34 CL0035921a8273 0ch:
edwturner{current1:1512 :aad3b435b51404 eeaad3b435h514 040010300701 d03a5 50200982 74 Bad5h2!
g1ebenﬂett[currentj:1513:aad3b435b51404eeaad3b435b514D4ee:299551169a5dd3dlaﬁdbEerSffd-T

4| | ij

jC:~Temprgsecdump.exe —a > 1.txt

C:sTempi




Pass the Hash (Mimikatz)

mimikatz 2.1 x86 (oe.eo)

imikatz # sekurlsa::pth /user:srl-helpdesk /domain:WKS—-UWINKP32BIT /ntlm:4c3f5e9%
e4c8fc2f99d47chh25d7d193 /run:".\psexec.exe —accepteula \\18.3.58.7 cmd.exe"
AN A o - 51‘1_}IC lpt‘u::s;s
idomain WKS-WINXP32BIT
program -\psexec.exe —accepteula \\18.3.58.7 cmd.exe

impers. no
INT LM 4c3f5e?fed4c8fc2f99d47chh25d47d193

L ¥ 28 11110.3.58.7: cmd.exe

LUID 8 ; 726278 <(BB0B0B0HA:0BBHh1586 > iIPsExec v2.11 — Execute processes remotely

N\_msvl B - data copy @ B029F6A4 : OK ? BCopyright (C) 2881-2014 Mark Russinovich

i kg:?gggih;agata °°P2>@n3?§FF89B Sysinternals — www.sysinternals.com

aes128_ hmac -> null

rc4_hmac_nt OK

rc4_hmac_old OK Microsoft Windows XP [Uersion 5.1.2600]
rc4_nd4 OK (C) Copyright 1985-280@1 Microsoft Corp.
rc4_hmac_nt_exp OK

rc4_hmac_old_exp OK \UINDOWSN\system32>C:\HWINDOWS\system32>hostname
*Password replace —> null sks—winxp32hit

S S S

mimikatz # \WINDOUS\system32>echo “username
RL—Helpdesk

IC:\WINDGL. ~ystem32>

DFIR



Defending Credentials: Hashes

* Prevent admin account compromise
* Stop remote interactive sessions with highly
privileged accounts

 Proper termination of RDP sessions
* Win8.1+ - force the use of Restricted Admin?
* Win10 - deploy Remote Credential Guard

» Upgrade to Windows 10
* Credential Guard

 TsPkg, WDigest, etc. -- SSO creds obsolescence
» Domain Protected Users Group (PtH mitigation)

HIRR S



Compromising Credentials: Tokens

Delegate tokens are powerful authentication resources

Hashes used for SSO. They allow attackers to impersonate a
Tokens user’s security context, including over the network.
Cached How are they acquired and used? The
Credentials Selmpersonate privilege lets tokens be copied from
processes. The new token can then be used to
LSA Secrets authenticate as the new user. A target user or service
Tickets must be logged on or have running processes.
NTDSDIT Common tools: Incognito ¢ Metasploit ¢ PowerShell

e Mimikatz

HIRR



Token Stealing (Mimikatz)

lca.mimikatz 2.1 k64 {oe.eo)

mimikatz # privilege::debug
Privilege *'28° 0K

mimikatz # token::whoami

* Process loken & JY /7264 SHIELDBASE~tdungan 5—1-5-21-2036804247-3058
324640-2116585241 1187 <(15g.25p> Frimary

#*¥ Thread Token : no token

mimikatz ## token::televate Adomainadmin
Token Id o

Uzer name ;
SID name =

SHIELDBASE~Domain Admins

7892 31575688 SHIELDBASEsr=zvwdouw 5-1-5-21-2036804247-305%8324640-2
1165852411114 <17g.25p> Primary

—» Impersonated *

#* Process Token :@ 3972848 SHIELDBASE~tdungan S-1-5-21-203680804247-3058
324640-2116585241-1187 (15q.25p> Primary

#* Thread Token : 3776478 SHIELDBASE~rzydow 5—1-5-21-28036884247-3858
324640-2116585241-1114 <1 7g.,.25p>» Impersonation (Delegation>




Defending Credentials:Tokens

» Prevent admin account compromise
» Stop remote interactive sessions with highly
privileged accounts

 Proper termination of RDP sessions
« Win8.1+ - force the use of Restricted Admin Mode?
* Win10 - deploy Remote Credential Guard

» Account designation of “Account is Sensitive and
Cannot be Delegated” in Active Directory
- Domain Protected Users security group accounts do

not create delegate tokens
—




Compromising Credentials: Cached Credentials

Stored domain credentials to allow logons when

Hashes domain controller access is unavailable. Most systems
Tokens cache the last 10 logon hashes by default.
Cached How are they acquired and used? Cached
Credentials credentials must be cracked. Hashes are salted and
LSA S case-sensitive, making decryption very slow. These
ecrets hashes cannot be used for Pass the Hash attacks.
Tickets

Common tools: cachedump ¢ Metasploit
NTDS.DIT e PWDumpX ¢ creddump



Offline Cached Credentials Extraction (Creddump)

root@siftworkstation: /tmp

root@siftworkstation: /tmp#

./pwdump.py SYSTEM SAM true

Local NT Hashes

root@siftworkstation: /tmp#

. /cachedump.py SYSTEM SECURITY true

mhill:7a5dd302303f91a96a69f42d425c865e:shieldbase:shieldbase.local
nromanoff:0c03b2115313332093d3eee937578764:shieldbase:shieldbase.local
rsydow:f319886255a30208803b104762ed8efee:shieldbase:shieldbase.local
tdungan:76f1ae9bdac93431fc5d6898843d7494:shieldbase:shieldbase.local
nfury:316c8065abbd3c3ce00fabee8768bb4f:shieldbase:shieldbase.local
vibranium:7b3b37913cb06808b6793d8df35b1578:shieldbase:shieldbase.local

Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe®d16ae931b73c59d7e0cO89cO: ::
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73¢c59d7e0cO89¢cO: ::
SRL- Helpdesk :1001:a3ad3b435b51404eeaad3b435b51404ee:4c3f5e9fed4c8fc2f99d47cbb25d7d193:::

4= Ciched Hashes

The creddump utilities can extract hashes, cached credentials and LSA Secrets from offline registry hives:
github.com/Neohapsis/creddumpy

TIRR



Defending Credentials: Cached Credentials

* Prevent admin account compromise

 Limit number of cached logon accounts

* SOFTWARE\Microsoft\Windows NT\Current Version\Winlogon
(cachedlogonscount value)
* A cachedlogonscount of zero or one is not always the right answer

» Enforce password length and complexity rules
* Brute force cracking is required for this attack

» Domain Protected Users security group accounts do
not cache credentials

HIRR



Compromising Credentials: LSA Secrets

Credentials stored in the registry to allow services or
tasks to be run with user privileges. In addition to
Tokens service accounts, may also hold application
passwords like VPN or auto-logon credentials.

Hashes

Cached
Credentials How are they acquired and used? Administrator
privileges allow access to encrypted registry data and
LSA Secrets the keys necessary to decrypt. Passwords are plaintext
Tickets

Common tools: Cain ¢ Metasploit ¢ Mimikatz
NTDS.DIT ¢ gsecdump ¢ PWDumpX ¢ creddump ¢ PowerShell

AR



Decrypting LSA Secrets (Nishang)

or Windows PowerShell (x86)

PS C:\temp> Enable-DuplicateToken
PS C:\temp> Get-LsaSecret

Name Account

$MACHINE.ACC

DefaultPassword SRVOS8
DPAPI_SYSTEM SRV0O8
NLSKM SRVO8

| _SC_MSSQLSERVER CORP\sql-service sq!@dmsq!@dm SRVO0S8

Get-LsaSecret.ps1 from the Nishang PowerShell
pentest framework used to dump (and decrypt) LSA
Secrets

https://github.com/samratashok/nishang




Defending Credentials: LSA Secrets

* Prevent admin account compromise

* Do not employ services or schedule tasks
requiring privileged accounts on low trust systems

» Reduce number of services that require domain
accounts to execute

* Heavily audit any accounts that must be used

* (Group) Managed Service Accounts

HIRR



Compromising Credentials:Tickets

Kerberos issues tickets to authenticated users that can

Hashes be reused without additional authentication. Tickets

Tokens are cached in memory and are valid for 10 hours.

C How are they acquired and used? Tickets can be
ached :

, stolen from memory and used to authenticate
Credentials elsewhere (Pass the Ticket). Further, access to the DC
LSA Secrets allows tickets to be created for any user with no

expiration (Golden Ticket). Service account tickets can
Tickets be requested and forged, including offline cracking of
NTDS.DIT service account hashes (Kerberoasting).

Common tools: Mimikatz ¢ WCE e kerberoast

HIRR



Pass the Ticket (Mimikatz)

Adminiskral == a gministrator: Command Prompt

mimikatz # privilege::debug
C:sTempklPrivilege *28° 0K

fIB;294e98]1-2-B—48c 808-—rsydowlPkrbtgt—SHIELDBASL, " OCAL.kirhi’: 0K

%t C:nTempnklist

En Current Logonld iz B:fx36cl?4
e

SelCached Tickets: {12

Ha > Client: rsydow @ SHIELDBASE.LOCAL
SETUEY: KFOTOQT/5HIELDEHLE.LOGHL = sHIELDBASE.LOCAL
KerbhTicket Encryption Type: AES—-256—-CTS-HMAC-SHA1-76
Ticket Flagz Bx48edB@Bdld —> forwardabhle renewable initial pre_authent
Start Time: 11262016 22:32:18 (local>
End Time: 112772016 8:32:18 <(local>
Renew Time: 12-/3/2816 22:32:18 <local>

Session Key Type: AES-256-CTS-HMAC-SHA1-96




Kerberos Attacks

Pass the Ticket Steal ticket from memory and pass or import on
other systems

Overpass the Hash | Use NT hash to request a service ticket for the same

account

Kerberoasting Request service ticket for highly privileged service &
crack NT hash

Golden Ticket Kerberos TGT for any account with no expiration.
Survives full password reset

Silver Ticket All-access pass for a single service or computer

Skeleton Key Patch LSASS on domain controller to add backdoor

password that works for any domain account

AR




Defending Credentials: Tickets

* Credential Guard (Win10+)
* Domain Protected Users Group (Win8+) — Some attacks

 Remote Credential Guard (Win10+)
e Restricted Admin (Win8+)

* Long & complex passwords on service accounts (to

prevent Kerberoasting)
 Change service account passwords regularly
» Group Managed Service Accounts are a great mitigation

» Audit service accounts for unusual activity
* Change KRBTGT password regularly (yearly)

HIRR S



Kerberos Attack Mitigations

Attack Type Description Mitigation

Pass the Ticket Steal ticket from memory and pass or Credential Guard; Remote Credential
import on other systems Guard

Overpass the Use NT hash to request a service ticket | Credential Guard; Protected Users Group;

Hash for the same account Disable RC4 authentication

Kerberoasting Request service ticket for highly Long and complex service account
privileged service & crack NT hash passwords; Managed Service Accounts

Golden Ticket Kerberos TGT for any account with no Protect domain admin accounts; Change
expiration. Survives full password reset | KRBTGT password regularly

Silver Ticket All-access pass for a single service or Regular computer account password
computer updates

Skeleton Key Patch LSASS on domain controller to Protect domain admin accounts; Smart
add backdoor password to any account | card usage for privileged accounts

TIRR




Compromising Credentials: NTDS.DIT

Active Directory Domain Services (AD DS) database holds

Hashes all user and computer account hashes (LM/NT) in the
Tokens domain. Encrypted, but algorithm is well known and easy
to defeat.
Cached o _ |
Credentials How is it acquired and used? Located in the

\Windows\NTDS folder on the domain controller. The
LSA Secrets file is locked, so admin access is required to load a driver to

, access raw disk, or use the Volume Shadow Copy Service.
Tickets

Common tools: ntdsutil ¢ VSSAdmIn ¢ NTDSXtract
NTDS.DIT e VSSOwn.vbs ¢ PowerShell ¢ ntdsdump

AR




Stealing NTDS.DIT

CommandProcess: conhost.exe Pid: 141716

CommandHistory: 0x1b8f80 Application: cmd.exe Flags: Allocated, Reset
CommandCount: 12 LastAdded: 11 LastDisplayed: 11

FirstCommand: 0 CommandCountMax: 50

ProcessHandle: 0x60

Cmd #0 @ 0x196970: vssadmin list shadows

Cmd #1 @ 0x1bd240: cd \
Cmd #2 @ 0x1b9290: dir
Cmd #3 @ Ox1bd260: cd temp
Cmd #4 @ 0x1b92b0: dir

Cmd #5 @ 0x19c6al: copy

\\?\GLOBALROOT \Device\HarddiskVolumeShadowCopy49\windows\system32\config\SYSTEM .
Cmd #6 @ 0x19c760: dir

Cmd #7 @ 0x19c780: copy
\\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy49\windows\system32\config\SAM .
Cmd #8 @ 0x19c830: copy
\\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy49\windows\ntds\ntds.dit

Cmd #9 @ OxlclabO: dir

AR



Defending Credentials: NTDS.DIT

Don’t allow Domain Admin accounts
to be compromised.



Credential Attack Detection

QEANS DFIR
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computer
emergency
response
team

JERT-EU

for the EU institutio
and agencies

“As any pass-the-ticket attack, the attacker replays
the golden ticket in a standard Kerberos protocol.
Therefore, there is no clear indication of such attack
in Windows logs.”

SANS 1 7]

34



“Golden Ticket events may have one of these issues:
The Account Domain field is blank when it should
be DOMAIN
The Account Domain field is DOMAIN FQDN when it
should be DOMAIN.” —Sean Metcalf, adsecurity.org

MM
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ld) Event Properties - Event 4769, Microsoft Windows security auditing.
Genel (B As an example...

A Kerberos service ticket was requested. A

Account Information: b .
Account Name: = == B8 =N Ker erOaStlng
Account Domain: EaE . mn

Service Information:

Service Name: krbtgt en Cryption

Service ID: H mo W mEm)

Network Information: = downgrade
Client Address: E=u = = o
Client Port: S

Additional Information:

Ticket Encryption Type:  Ox17

(but almost no
o IR one logs these

This event is generated every time access is requested to a resource such as a computer or a event S
Windows service. The service name indicates the resource to which access was requested.

AR




Credential Attack Detection
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Mapping
Admin$ Shares

PsExec

Scheduled
Tasks

VSSAdmin

RDP/VPN
activity

Tool Artifacts

o

New Services

Random File /
Host names

Code Injection

Crashes and
Security Alerts

Behavioral Analysis

Local Admin
Account Use

Domain Admin
Anomalies

Service Account
Anomalies

Workstation-
to-workstation
connections




Credential Attack Detection

Event logs are critical for detection

« Authentication events (EID 4624, 4762, 4648, 4720, etc.)
* New services (EID 7045)

* Application and Process Crashes

» Failed and anomalous SMB activity (EID 5140)

* AV / Security logs Wp

« Domain Protected User security group logs
 Applications and Services Logs\Microsoft\Windows\Microsoft\Authentication

* Process tracking
« Command line captures
» PowerShell auditing

HIRR




Credential Attack Detection: Pass the Hash

Event 4776, Microsoft Windows security auditing.

General Details

The computer attempted to validate the credentials for an account.

Authentication Package:

Logon Account:  Administrator
Source Workstation:
Error Code:

jnamFjAPsFApnIv
(e COD0DD0BA

Keywords Date and Time

Audit Failure 47372012 12:30:43 PM
Audit Failure A/3/201212:3313 PM
Audit Failure 47372012 12:34:56 PM
Audit Failure 47372012 12:36:49 PM
Audit Success 4/3/201212:39:34 PM
Audit Success 47372012 12:39:34 PM

MICROSOFT_AUTHENTICATION_PACKAGE V1_0

Event ID

4776
4776
4776
4776
4776
4624

Event 4624, Microsoft Windows security auditing.

An account was successfully logged on,

Subject:
Security Dt MULL 51D
Account Mame: -
Account Domain: -
Logon |D: O
Logon Type: 3
Mew Logon:
Security D 5-1-5-21-100689374-1717798114-2601648136- 1001

Account Mame;
Account Domain:
Logon ID:

Logon GUID:

SRL-Helpdesk
WES-WINTIZBITA
D1 7440948
{00000000-0000-0000-0000- 000000000000}
Process Information:
Process IOk Ohed
Process Mame: -

Metwork Information:

Workstation Name: AyBTACKgiMNKccl

Source Metwork Address:  10.3.38.7

Source Port: 4508
Detailed Authentication Information:

Logon Process: MtLmSsp

Authentication Package: MNTLM

Transited Services: -

AR



Credential Attack Detection: PsExec and £fgdump

Initiation of two near-simultaneous services by helpdesk account

Event 70435, Service Control Manager Event 7045, Service Control Manager
General | Details General | Details
A service was installed in the system. A service was installed in the system.
Service Mame: PsExec Service Mame: {E36EDA4D-C050-42E8-9220-50B8B79AFBEE}
Service File Mame: %65ystemRoot e\ PSEXESYC.EXE Service File Mame: Ch\Users\helpdesld AppDatatLocal\Temphservpw.exe
Service Type: user mode senvice Service Type: user mode service
Service Start Type: demand start Service Start Type: demand start
Service &ccount: LocaIS],rstem Servire Arennnt | nralSuctemn
Log Mame: Systermn
=L E— 5 Service C I 1A L d 10/2/2013 12:01
: t : 01:
Source: Service Control Manager Logged: 10/2/2013 12:01 : EuurcTD ?;:';CE R TGQEEC 5
tID: t :
Event ID: 7045 Task Category: Mone vEn ask Laregary: Tone
Level: Inf ti K ds: Classi
Level: Information Keywords: Classic — =V mrermaten B assie
User: ASGARD-HQ1020\helpdesk  Computer Asgard-HQ1920 Winlog | User ASGARD-HO1920helpdesk  Computern Asgard-HO1920
s Security L0 Intormation 10/ 20T3 11053840 AN Kernel-General 15 SYSTEM
£ Setup @ Information  10/2/2013 12:00:00 PM EventlLog 6013 MNSA

(B Information  10/2/2013 12:01:22 PM Service Control Manager 7045 ASGARD-HC1 920 helpdesk
B Forwarde {D Information  10/2/2013 12:01:22 PM Service Control Manager 7045 ASGARD-HOQ1920Mhelpdesk
» L) Applications and Il (7) Information  10/2/201312:11:52PM  Service Control Manager 7040 SYSTEM
4 Subscriptions : qE :




Credential Attack Detection: LSASS Crash

** Review and correlate your Anti-Virus logs **

Event | Foon |
Date: B/27/2010 Source:  Winlogon Date: 5/27/2010 Source:  Microsoft Antimalware
Time: 1:0206 AM Category: None Time: 1:01:23AM Category: None
Type: Error EventID: 1015 Type:  Waming  EventID: 1006
User: N/& User: N/Z&,
Computer: SANSFORE-2112 Computer: SANSFORE-2112
Description: Description:
A ciitical system process, C\WINDOWS \system32\lsass exe, failed with Micaceolt Ao Shoers e dotected spyias orCiher poteriocy = 8
3 . SN unwanted software.
status code c0000005. The machine must now be restarted. Fo Tbie Gicimatcer plave v the faloving:
: : http: //go.microsoft.com/fwlink / 2linkid=37020
For more information, see Help and Support Center at &name=HackT ool Win32/P\wDump Abdhreatid=2147617810
|http://qo. mictosoft com/fwlink/events asp. Name: HackT ook Win32/PWDump.A
1D: 2147617810
Severity: Medium
Category: Tool
Path: file:C:\WINDOWS\LsaE xt dll file: C: \WINDOWS v
Application Event Log System Event Log

HIRR



Credential Attack Detection: Capturing Command Lines

Event Properties - Event 4688, Microsoft Windows security auditing.

A new process has been created.

Subject:
Security [D: _-DC‘-
Account Mame; _
Account Domain:

Logon D (046068 Event Properties - Event 4688, Microsoft Windows security auditing.
Process Infermation: A new process has been created,

Mew Process IO G210

Mew Process Mame: CAWindows\System32\WindowsPowerShellwl, |Subject:
powershell.exe Security |0 _-DC\_

Token Elevation Type: TokenElevationTypeDefault (1) Account Mame: _

Creator Process |D: el _ Account Domain: _

Process Command Line:  "CA\Windows\System32\WindowsPowerShell\wl Legon ID: OxBAFFG

\powershell.exe" -w hidden -enc
cGFyYWOgKCRDb2 TwdXRIck3hbWUgPSAILilsICRGaWxIUGFlaC A CluXEFwcGxpY2FD |Process Information:

drmVudG9ye55jc3YIKQOKDOpnZKCtd 21 pb g WNOIC 1 d WWyeSAIUIVMRUNUICogR Mew Process D 0620
4zMICcmSkd WNOTALY 29t cHVIZuYWTICRD B2 1wdXRIck3hbWU gf CANCnMNwvent Mew Process Mame: C\Windows\System32\ftp.exe
MOIFZIbrmRyvciBaLADK 2V sZWNOLWiamVjd CBQUOMNvBXB 1 dGVy T FEZSxWZWSkb3ls Token Elevation Type: TokenElevation TypeDefault (1)
zaWIuLENhcHRpb24sRGVzY3)pcHRpb24s5W5zd GFsbERhdGUs5W3zd GFsbEaY2F Creator Process [Tk b
uc3RhbGxTh3VyY2UsUGFja2FnZUshbWU gf ADKZXhwhb3JOLWNzdiAtcGF0aCAKRmIsZ\ oy

I Process Cornmand Line:  "CAWindows\system32\ftp.exe" -i -v -sichtempl1.log

FuwcGVUZCA=

Token Elevation Type indicates the type of token that was assigned to the new process in

Token Elevation Type indicates the type of token that was assigned to the new proce accordance with User Account Control policy.

accordance with User Account Control policy.
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Credential Attack Detection: Other Data Sources

 Registry changes

* Disabled computer account pwd updates (Silver Tickets)
SYSTEM\CurrentControlSet\Services\Netlogon\Parameters -
DisablePasswordChange=1

- Enabled WDigest credentials (post Win8.1)
SYSTEM\CurrentControlSet\Control\SecurityProviders\Wdigest
- UselLogonCredential=l1

* Memory Analysis

* Process injection

 Loaded drivers
 Kernel-level security agent detections
* Behavioral Analytics

HIRR



Credential Best Practices
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Best Practices: Control Your Admin Accounts

Restrict and Protect Privileged Domain Accounts

* Reduce the number of Domain/Enterprise Admins

« Enforce multi-factor authentication (MFA) for all network
and cloud admin accounts

* Separate administrative accounts from user accounts for
administrative personnel

* Create specific administrative workstation hosts for
administrators

 Use the Domain Protected Users security group!

AR



Best Practices: Control Your Admin Accounts (2)

P Compu ter acoount in AD
—~
-
~
-
- - Admin password
' -
Pwd Expiration Time
r

Limit Local Admin Accounts
* Don’t give users admin
« Unique and complex
passwords for local admin
(LAPS)
 Deny network logons for
local accounts

Audit account usage and
monitor for anomalies Image source: Local Administrator Password

Solution https://technet.microsoft.com/en-

us/mt227395.aspx
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Best Practices: Control Your Admin Accounts (3)

Use a Tiered Administrative Access Model
* Administration of AD
* Servers and Applications
« Workstations and Devices

Same Tier
' Logon

Higher Tier
Logon

Lower Tier
Logon

O]
Biocked

A Image source:

o o Securing Privileged Access Reference Material by
e Corey Plett (Microsoft)
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Best Practices: Reduce the Credential Attack Surface

 Audit and limit the number of services running as

system and domain accounts
» Utilize Group Managed Service Accounts
» ... or regularly change and use long & complex passwords

» Upgrade to Windows 10 /Server 2016
* Enable Credential Guard & Remote Credential Guard

» Force LSASS as protected process on legacy Win8.1
» Establish remote connections using network logon
instead of interactive logon when possible
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Best Practices: Reduce the Credential Attack Surface (2)

» Limit workstation to workstation communication
* Restrict inbound NetBIOS, SMB traffic using the Windows
Firewall
e ... or VLAN segmentation of workstations
« So many hack tools leverage SMB authentication
» I's workstation to workstation RDP really necessary?

» Enable stricter Kerberos security
* Disable LM & NTLM (force Kerberos)
» Short validity for tickets
* No account delegation

HIRR



Increase Awareness of New Attacks

Chart by Benjamin Delpy: https://goo.gl/1K3AC7

venm - ran sp | dpapi [cedmans
M NTIM | SHAI | NTIM | SHAIL Root | DPAPI off on 0] on pass: | PIN< | gekets | eKeys
’ 1003
Local Account :
Domain Account 3 \
do ista/2008 & 2008,
Local Account.
Domain Account
‘ ’

Microsoft Account
Local Account
Domain Account

indo L. ‘UL

3 3

3 3 ]

Fl 3

s 3

not applicable 1. can need an unlock on NTS5, not available with smartcard
data in memory 2. tspkg is not installed by default on XP, not available on 2003
code poss | gestures | pass pass no data i memory 3. tspkg Is off by default (but needed for SSO with remoteapps/ts), wdigest too

Microsoft Account Iittp://technet. microsoft.com/fibrarg/dn303404 aspx
Local Account 4, PIN code when SmartCard used for native Logon

5. PIN code is NOT encrypted in memory (XP/2003)
6. When accessed/used by owner
7. When local admin, UAC and after unlock
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