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I am …

• Global Security Advocate  & Threat Researcher
focused on Data Protection

• 25+ years experience in InfoSec

• Spent number years in IR team positions

BSidesLondon Director

ISSA UK – VP of Data Governance

• Contact
• tvfischer+sec@gmail.com tvfischer@pm.me
• @Fvt
• keybase.io/fvt

mailto:tvfischer+sec@gmail.com
https://www.youracclaim.com/badges/773ef5bb-146e-4916-a4da-6686f5fec585


Disclaimer

I am not a lawyer, nor do I play one on TV, nor do I have any legal training. I am not providing any 
legal advice or presenting any legal opinion on GDPR. This talk represents knowledge gathered on 
various projects. Speak to your legal council on the risks involved for you organisation
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Public

“The protection of natural 
persons in relation to the 

processing of personal data is a 
fundamental right…”

The primary objectives of the GDPR are to give citizens back the control of their 
personal data and to simplify the regulatory environment for international business 
by unifying the regulation within the EU



Articles & Recitals

• 173 Count

• Explains the law

• Provides context

• Overlap with Articles

• 99 Count

• Describes the law
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The GDPR in Dates

• Law comes into effect 25 May 2018

• There is a 2 year grace period from above date
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2 years Have Past

2015-12
Text Agreed

2016-04-16
Adopted EU 
Parliament

2016-05
Regulation enters 

into force

2018-05-25
Regulation 

Enforceable
(2 year post-

adoption)
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Scope
• Companies collecting and

processing EU citizen personal data
• Including foreign companies

processing EU data
• Citizen must be residing in the EU

• Apply to the processing of personal
data by controllers and processors
in the EU, regardless of whether the
processing takes place in the EU
or not

• Breach notification must be done
72hours of discovery > to
customers and DPA
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Accountability

Larger 
fines

New 
rights

Fair 
Processing 

Notices

Consent

Shift in 
INT’L 

Dynamic

Data 
Protection 

Officers

Mandatory 
Breach 

reporting

Data 
Protection 
by Design



Penalties

The maximum fine is €10million

Doesn’t require the data processor/controller
to stop processing

Only fined once

Applies to data controllers and processors

Public9

€10million or 2% worldwide annual turnover

€20million or 4% worldwide annual turnover

Both cases ‘whichever is higher’

administrative 
fines should be 
“effective, 
proportionate and 
dissuasive”



Breach Notification

72hours to report to DPA is key requirement in data breaches

1. From the date the breach occurred

2. Only reported in case of data exfiltration

3. All breaches must be reported

4. Includes notification of data subject

Public
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Breach Notification

72hours to report to DPA is key requirement in data breaches

• Becoming aware of the breach

• destruction, loss, alteration and unauthorised disclosure of, or
access to, personal data

• RISK

• Includes notification of data subject

Public11
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7 Key Principles Personal Data Protection

• Lawful, fair and transparent processing

• Purpose Limitation

• Data minimization

• Accurate and up-to-date processing

• Limitation of storage
• Reduce footprint of data that permits identification
• Pseudonymisation

• Confidential and secure

• Accountability and liability
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Key Data Subject Rights

• Right to be informed/Consent
• Companies need to tell user they are collecting data, user must accept

• Right to Access
• Customer give right to ask companies about what, why and where their info is stored

• Right to be forgotten
• Aka. Data Erasure
• Customer can request that their information be erase and no longer disseminated

• Data Portability
• Right to receive their personal data
• 'commonly use and machine readable format‘
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Key Data Subject Rights

• Right to be informed/Consent

• Right to Access

• Right to be forgotten

• Data Portability

• Right to Rectification

• Right To Restriction of
Processing

• Right to Object
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Consent or Lawful Processing
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CONSEN
T

Contractual

Legal

Vital
Interest

Public
Interest

Legitimate



Forget me, please…
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Access and Portability

• Granting audit rights to customers

• Timely manner

• Extracting only the target data
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Subject Access Request

1
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Application Review (SDLC)

• Opt-in not out…

• Human readable consent forms

• Make sure
• Right data is collected

• Review being used in agreed way
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Pesky but Useful: Articles 25 and 35

Privacy by Design & Default

• Pseudonymisation

• Data minimisation

• Only Necessary data

• Yet another Opt-in

• Protection Impact Assessment

• WP29 Guidance on DPIA

• FR DPA: CNIL SOFTWARE

• https://www.cnil.fr/en/open-
source-pia-software-helps-carry-
out-data-protection-impact-
assesment
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Pesky Articles 25 and 35

• Privacy by Design & Default

• Pseudonymisation

• Data minimisation

• Only Necessary data

• Yet another Opt-in

• Protection Impact Assessment

• WP29 Guidance on DPIA

• FR DPA: CNIL SOFTWARE

• https://www.cnil.fr/en/open-
source-pia-software-helps-carry-
out-data-protection-impact-
assesment
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Data Protection Impact Assessment

• Continual process, not a one-time exercise

• Data Controller remains accountable
• Not transferable to a data processor (for

example)

• Minimum features (article 35)
• Description of processing and purposes
• Assessment of necessity and proportionality
• Assessment of risks to rights of data subjects
• Measures introduced to

• Address any risks
• Demonstrate compliance with Regulation
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Description of 
envisaged 
processing

Assessment of 
necessity & 

proportionality

Measure to 
demonstrate 
compliance

Assessment of 
risks to rights & 

freedoms

Measures 
envisaged to 
address risks

Documentation

Monitoring and 
review



Personal 
Data?



What is Personal Data?

• The GDPR defines iT and interprets
• Article 4(1)

• Recitals 15,26,28,29,30,31,34,35,36,37

• Any information relating to an identified or identifiable Natural
Person

• Directly or Indirectly

25



What is Personal Data?
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Name

DoB

Gender

Religious beliefs

Location data

Genetic Data
Photos/Videos

Political Opinion

Fingerprin
t

Demographic ID Number

Ethnicity

Trade union

Behaviour

Health

Tracking

Comms

Contacts
IMEI

Physical/Mental health

Disability

Blood type

Drug test

DNA
Genetics

Social Network

Cookies

IP Address

MAC Address E-Mail

Behavioural

App Data

Cameras

License Plate

Blackbox

Smart devices

Address

IoT

CCTV

Credit rating

Taxes

Transactions

Mortgage

Loans
Credit Card

References
Work history

Vetting

Education

Access log

Contacts
Salary

Performance

ANPR



The Horrendous Truth
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Reduce Risk Footprint



Data Minimisation
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Mrs. Amelia B Leonard Bleibtreustraße 90Weilheim BY Freistaat Bayern82354 Germany

Mr. Steven M Williams Gotthardstrasse 18Erfurt TH Freistaat Thüringen99021 Germany

Ms. Calandre L Lussier Leobnerstrasse 96GRIESBACHNO Lower Austria 3874 Austria

Ms. Charlotte E Weigand 33 route de LyonISTRES PA Provence-Alpes-Côte d'Azur13800 France

Dr. Emma T Manor 10 rue MargueriteVILLIERS-LE-BELIL Île-de-France 95400 France

Mrs. Rive V Maheu Ybbsstrasse 43RAABAU ST Styria 8330 Austria

Ms. Fayette A Boisclair Amerveldstraat 490Humain WHT Hainaut 6900 Belgium

Mr. Grégoire O Poisson 32 Place de la MadeleinePARIS IL Île-de-France 75011 France

Mr. James J Conkling Floridusgasse 83WIEN WI Vienna 1020 Austria

Mr. Steve A Rodriguez Grolmanstraße 98Bremen HohentorshafenHB Freie Hansestadt Bremen28197 Germany

Mr. Douglas K Walters 86 West LaneDANE END SG12 7GR United Kingdom

Mrs. Dawn D Horne 52 Boulevard de NormandieFORT-DE-FRANCEMQ Martinique 97200 France

Ms. Anastasie G GuilmetteChausseestr. 27Reinbek SH Schleswig-Holstein21452 Germany

Mr. Robert A Glass Kirchenplatz 11AUFFACH TR Tyrol 6311 Austria

Mr. Scoville V Fluet Peintnerstrasse 60DISTELBERGTR Tyrol 6274 Austria

Ms. Keshia C Young Heirstraat 78Marche-les-DamesWNA Namur 5024 Belgium

Mr. Aloin P Aubé Schaarsteinweg 33Cham BY Freistaat Bayern93405 Germany

Mr. Donatien A Monrency Amerveldstraat 58Huy WLG Liège 4500 Belgium

Ms. Brenda J Harding Prager Strasse 59RÖHRENBACHNO Lower Austria 3592 Austria

Ms. Geraldine C Royal Rue de la Briqueterie 197Godinne WNA Namur 5530 Belgium

Mrs. Maria B Pietrzak Rue des Ecoles 204Vlierzele VOV East Flanders 9520 Belgium

Mr. Searlas C Dennis Route de Neufchateau 365Helchin VWV West Flanders 8587 Belgium

Ms. Cosette B Coudert Langenhorner Chaussee 75NiederaichbachBY Freistaat Bayern84100 Germany

Mr. Hector L Schuelke 21 Haslemere RoadEATON DN22 2AT United Kingdom

Mrs. Fifi E Beaujolie Rue du Monument 400Angreau WHT Hainaut 7387 Belgium

Mr. Michael B Weaver Amsinckstrasse 74RückersdorfBY Freistaat Bayern90603 Germany

Mrs. Mavise G Vincent 20 Pendwyallt RoadBURTON IN LONSDALE LA6 5LU United Kingdom

Mr. Jeff N Prather Davidschlag 9BIMMERSDORFOO Upper Austria 4761 Austria

Mr. Brandon C Kitchen Pohlstrasse 46WolfenbüttelNI Niedersachsen38304 Germany

Dr. Billy V Smith Schietboompleinstraat 358Leerbeek VBR Flemish Brabant1755 Belgium

Mrs. Danielle J Tétrault Invalidenstrasse 8Edesheim RP Rheinland-Pfalz67483 Germany

Mr. George S Engram 44 rue Jean VilarBESANÇONFC Franche-Comté25000 France

Mr. Lawrence L Hall Haiden 20 LOIPERSDORFNO Lower Austria 2852 Austria

Ms. Noémi A Longpré 51 rue Porte d'OrangeCARPENTRASPA Provence-Alpes-Côte d'Azur84200 France



Pseudonymisation

• Only real technical suggestion!!!

• No it doesn’t mean encryption
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When a Breach is not a Breach?

Exfiltration

Destruction

Alteration

Unauthorised Disclosure

Unauthorised Access 

34



Data Breach Handling Procedure
35

72 hours post breach detection

- Is event breach?
- What are the circumstances?
- Severity of the breach (indicative)
- Identify immediate response measures



Handling Data Focused IR

Preparation

Identification

Containment

Eradication

Recovery

Lessons 
Learnt

Observe

Act Orient

Decide



Handling Data Focused IR
Preparation

Identification

Containment

Eradication

Recovery

Lessons 
Learnt



Preparation



Data Flow Mappings



Threat and 
Vulnerability 
Models

Think Will this Harm the Data Subject

Use Use the DPIA

Identify Identify the risks

Assign Assign Personal Data related attributes

Adapt Adapt you existing Models



Data (e)Discovery…



Discovery Tools

• FreeEed.org • Commercial Products
• McAfee

• Symantec

• Forcepoint

• Digital Guardian

• Multiple modes



Discovery Methods

Fingerprinting Pattern RegEx



Finding The Data..

• Talk to the data owners

• Crawling your environment

• Build a map

➢Focus your detection

44

RegEx

python

Perl

Proprietary 
Tools
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UK NI (National Insurance)
[A-CEGHJ-PR-TW-Z]{1}[A-CEGHJ-NPR-TW-Z]{1}\040?[0-9]{2}\040?[0-
9]{2}\040?[0-9]{2}\040?[a|A-z|Z]{1}

UK VAT
([GB])?(([1-9]{8})|([1-9]{11}))$

UK Bank Account
^(\d){8}$

UK Bank Sort Code
((01|05|08|11|13|14|15|16|17|18|19|72|82|83|84|86|87|90|91|93|94|95|98
)-[0-9]{2}|([2,3,4,5,6][0-9]-[0-9]{2})|(07-[0-4][0-9]|09-[0,1][0-
9]|10-[0-8][0-9]|12-[0-6][0-9]|77-[0-4][0-9]|89-[0-2][0-9]))-[0-9]{2}

https://en.wikipedia.org/wiki/Passports_of_the_European_Un
ion
https://www.gov.uk/guidance/vat-eu-country-codes-vat-
numbers-and-vat-in-other-languages

https://github.com/tvfischer/gdpr-data-patterns-detection

GR VAT
\b(EL|GR)?[0-9]{9}\b 

GR National ID
[A-Z][ -]?[0-9]{6}

GR IBAN
GR\d{2}[ ]\d{4}[ ]\d{4}[ ]\d{4}[ ]\d{4}[ ]\d{4}[ ]\d{4}\d{3}|GR\d{25}

UK Passport
^[0-9]{10}GBR[0-9]{7}[U,M,F]{1}[0-9]{9}$

https://en.wikipedia.org/wiki/Passports_of_the_European_Union
https://www.gov.uk/guidance/vat-eu-country-codes-vat-numbers-and-vat-in-other-languages
https://github.com/tvfischer/gdpr-data-patterns-detection


How the F@%$ do you RegEx
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Identification



ACTIVE

•Endpoint

•Network

PASSIVE

•Discovery Data

•SOC/SIEM



Tools and Alerts

SIEM

Data Discovery

Network 
Detection

Endpoint 
Detection

Alerts

Dashboards

Data Inventory

Threat Model 
Controls

CSV or 
Database

Breached Data 
Inventory



Building a Data Focused Detection
Run Data 
Discovery

CSV 
Dump

Update 
Network 

Rules

Extract Network 
Paths/Servers/Locations

Endpoint 
Detection

Network 
DetectionUpdate 

Endpoint 
Rules

Extract Key 
Personal Data locations

Key
Personal 

Data Paths

Personal 
Data 

Network 
Locations

Lookup 
Tables

Build Focused 
Queries

Rules Using 
Lookup Data

Personal 
Data 

Dashboards

Personal 
Data 

Reports

Events 
Database

Alerts 
Notifications

Extract Reports

Personal 
Data Breach

ForensicsNotifications

SIEM or Monitoring Console



Augment your Existing Log/SIEM 

• Feed your SIEM
• Endpoint detection tools

• Capture File Events
• Don’t forget – Not just copying

• CSV Lookups or External Lookups
• Splunk

• Humio

…



Notification
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Categories and approximate number of 
individuals concerned

Categories and approximate number of 
personal data records concerned

The name and contact details of the data 
protection officer

A description of the likely consequences 
of the personal data breach

Mitigation or remediation efforts



Personal Data Breach Notification

• Data Processing Context

• Ease of Identification

• Circumstances of Breach  

ENISA Personal Data Breach Severity Assessment 
Methodology

https://www.enisa.europa.eu/topics/data-protection/personal-data-breaches/personal-data-breach-notification-tool



Final Thoughts

Thinking of skipping this section



Compliance???
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Not Compliance

• Risk Management

• Cultural Shift

• Accountability
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@Fvt
• tvfischer+sec@gmail.com

• keybase.io/fvt

“At one point I thought changing my name 

might help with privacy, but that was before 

the Internet.” 

Olivia Wilde

https://github.com/tvfischer/gdpr-data-patterns-detection
… under construction still needs a lot of work

mailto:tvfischer+sec@gmail.com
https://github.com/tvfischer/gdpr-data-patterns-detection

