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Office 365 email phishi
very common - detect,

In the spring of 2018, emails for empl|
Finnish companies have been stolen :
used in several cases of fraud and att
notifications to the NCSC-FI, they haw
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The problem

Regardless of our communication efforts, our constituents were demanding better
situational awareness.
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Requirements for the new situation
awareness product =

» Language that also non-technical audience can
understand NN ICFE /
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iety of cyber security topics



Six focus areas that are updated monthly

Denial of Malware & Phishing &
Service vulnerabilities el

Network Internet of

performance Things
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Behind the simple presentation goes a lot of
information from different sources

Information sources Content

Ticketing system Recent cases and incident reports
both from private and public sectors

Information Sharing and Analysis TLP: RED information from our

Centres (ISACs) critical constituents generalized to
TLP:WHITE

National early warning and Detections based on threat

monitoring system (HAVARO) intelligence and IoC's

Autoreporter Malicious network traffic detections
in Finland

Open sources News, social media, public reports
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Cyber weather conditions may be calm, worrying

or serious

#Cyber Weather 04/2018

\
Denial-of-service attacks
+ In April, the number of attacks reported in Finland
was low.
+ A service selling denial-of-service attacks was taken
down after aninternational police operation.
>
\
Malware & vulnerabilities
+ A serious vulnerability was foundin Cisco ASA
products that gave attackers access to VPN
networks.
>
Scams & phishing N

+ Phishing phone calls targeted the user data of Finnish
gaming company Veikkaus Oy.

» Several incidents were found in April where hijacked
0365 email accounts were used in scamming.

= There was huge rise in bank credential phishing

attempts.
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I Spying
+ American hackers launched a counter-attack on
Iranian targets.
+ Germany accused Russia of a break-in into
government systems.
+ Methods used by Chinese spies were exposed. )
N
[
Network performance
+ There were fewer significant incidents than normally.
%
[ IoT )
» Industrial Internet Consortium released an update of
its best practices for IoT security (Endpoint Security
Best Practices).
+ Microsoft released the Azure Sphere platform produdct
. for secure IoT products. )
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O Kybersaan kooste 12 kk

Ajanjakson merkittavimmat tietoturvapoikkeamat

Tietojenkalastelu Mirai

Apple ID -kalastelu jatkuu Haittaohjelma aktivoitunut
ja nayttaa jaaneen uudestaan. Hyédyntaa
pysyvaksi ilmicksi. haavoittuvia IoT-laitteita.

Viron sahkoiset
henkilokortit
Viro uusi 750 000
henkil6korttia

haavoittuvuuden vuoksi.

Meltdown & Spectre
Vaikuttavat lahes kaikkiin
tietokoneisiin,

Riskina erityisesti
virtuaalipalvelinymparistét

macOS root

MacOS High Sierra
—kayttdjarjestelmassa
normikayttédja saa helposti
root-tunnuksen.

.

L ET Joulu

NotPetya
Haittaohjelma levisi
Ukrainasta ympari
maailmaa. Suomessa
vaikutukset vahaisia.

Apache Struts
Haavoittuvuutta
hyédynnetaan
tietomurroissa.

Tammi Helmi

2018

DDE-toiminto
Haittaohjelmia levitet&dan
Microsoftin Office-

ohjelmistojen DDE-
' elementin avulla.
Ld

WannaCry
Haittaohjelma levisi
tehokkaasti
organisaatioiden
siséverkoissa.

WPA2 KRACK
Langattoman lahiverkon
KRACK-haavoittuvuus
vaatii paatelaitteiden
paivittadmista.

Palvelunestot
Hyokkaykset hairitsevat
mm. séhkdisia resepteja
sekd -tunnistuspalveluita.
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Cyber weather is delivered widely to all our
constituents

® Critical infrastructure providers (CIP)
® Government
® Media

® Publicly via our website
» Frontpage available also in English
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NCSC-FI NCSC-FI e

managers EXpertS




After positive external feedback, also the
internal attitude has turned positive
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Success factors

O EaSY'tO'fO”OW Ianguage 21100011 01101000 * 01181110 61100015
100001 01161001 01101110 01100

g0y DSORRIG Orgoo gurionIon an

Haotes mooiog enbonig

® Monthly updates

® Familiar metaphor
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Benefits

® Key trends and events of the cyberspace

® Device for constituents' internal communication
® Source in risk assessments

® NCSC-FI's own presentations
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Office 365 email phishi
very common - detect,

In the spring of 2018, emails for empl|
Finnish companies have been stolen :
used in several cases of fraud and att
notifications to the NCSC-FI, they haw
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What our What our What What it
constituents management society really is
thinkitis thinks itis thinks itis




sSomething the target audience
IS able to understand and use In
their daily work
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