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Introduction



 Around 60 organisations

 From 40 – 40.000 users

 Seperate, heterogenous networks

 Cross-sectoral

 Government, foreign policy, embassies

 Banking, energy, pharmaceutical, chemical, food, telecom

 Maritime, rail and aviation safety

 Law enforcement (EUROPOL, FRONTEX, EUPOL) and justice

 Research, hi-tech, navigation (GALILEO), defence (EUMS, EDA)

 High-value targets
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A very simple request



Responsible disclosure

From: XXXX XXXXX [mailto:xxxxxxxxx@gmail.com] 

Sent: Wednesday, February 10, 2016 10:05 PM

To: CERT-EU

Subject: Security vulnerability

Hi,

My name is XXXX XXXXX and I am security researcher. I would like to report XSS flows in europa website.

http://europa.eu/rapid/search-

result.htm?quickSearch=1&text=%22%20style=background:black;%20onmouseover=alert%28String.fromCharCode%2888

,83,83%29%29%20%22

Please open in Firefox and put mouse on black search box to trigger JS code.

Open again in FF browser
http://ec.europa.eu/taxation_customs/dds2/taric/taric_consultation.jsp?Lang=99999%22%3E%3Cscript%3Ealert%2

8document.cookie%29%3C/script%3E&Taric=abcd&Area=BH&Expand=true&SimDate=20160107#D432000000

http://newsletter-europa.eu/RTD/Horizon/20131121/modify.php?email=%22%3E%3Csvg/onload=prompt%281%29%3E

Thanks,

XXXXXXXX | White Hat | Security Researcher | Red Teamer



A simple loop

Test the 
Vulnerability

Open/Repoen
a case

Contact the 
owner of 

application



Hall Of fame ?

Researcher asked for reward

-> We agreed on creating a “Hall Of Fame” page



Disclosure Policy
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The road to Hell is paved with good 

intentions



Unexpected Issues

Mailbox 
under assault

• 40+ notifications the first week

• Need triage capabilities

• Need clear processes for triage team

Validation 
issues

• Analyst team not necessarily trained for web vulnerabilities

• Some vulnerabilities are not severe enough for reward

Duplicates

• Researchers are sharing vulnerabilities with friends …

• Need to search other cases for duplicates
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Automate the boring stuff



First PoC

Python3

json

Cron job

Check strings in 

PoC reply



Feedback

 First Wins

 Faster to identify duplicates

 Automate status update 

 To be improved

 Format validation

 Collaboration within IR team
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Do you wanna GUI ?



Second PoC

Python 3 + Flask json Cron job

Simple format validation Easier for team training



Feedback

 Second Wins

 Format validation

 Collaboration within IR team

 To be improved

 Reporting to constituent
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Working with developers 



Customer Portal

 Constituents details

 CERT-EU deliverables

 Indicator search

 File Analysis

 Vulnerability scanning



PoC integration - backend

Python + JS + 

RestAPI

More Format 

validation

Database



PoC integration - frontend

Vulnerabilities status

Reference to CERT-EU ticket



Triage Process

Researcher Contact 
CERT-EU

First Response 
analyze the input

First Response 
Notify the 

researcher (NO)

Is it a 
vulnerability ?

Is it a duplicate ?

Report not elligible 
for Hall Of Fame

Open ticket

YES

NO

YES

NO

First Response 
Notify the 

researcher (YES)

Report elligible for 
Hall Of Fame



Analysis Process

New ticket
Analyst validate the 

Proof Of Concept 
and assess the risk

Analyst report to 
the constituent with 

technical details

Analyst add the 
vulnerability to the 

portal 

Analyst 
acknowledge the 

resercher
Hall Of Fame ? YES

Analyst add the 
researcher to the 

Hall Of Fame



Conclusion

Make your life easier !



Lesson learned

 Be prepared

 Processes

 Trainings

 Disclosure policy

 Expect heavy workload the first month

 Tooling !

 DIY or from the shelf



Thank You

https://cert.europa.eu/

https://github.com/certeu/

https://cert.europa.eu/
https://github.com/certeu/

