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Events Time Line

o &
O & e ) N
Q\) N\ \\g\ Q/\ x . . X
oS S D SP S B S
& S bQOO@'\ S & /\QQ 06\0 © & S
N 2,0 S O% 5 <& ¥ 9 ° N 6\
& SO 2 o® OR g2 DG RN XS & N
O I ¥ ,® N @ & ¥ @ & &
< @ & @ o & o K & S
& D N e SN >° @ AR © 5O N & &
(\Q ,\X 6‘0 ‘\\OQ’ e}@ ‘((\ ‘@ \\} O% ,5\ &) \e\ {\@ «x O((\ \{b(\ QO «xq/
S S Sl \’Z,;\\0 \Q»Q@ \Q({b \o\z\ ) ‘\0&\9@6 \S‘QCQQ ‘@c.’geo" \Q‘e'@@
oS S o o™ SO N S <o S
@r\ O &0\6 NN (5\\0 &6&0 0\00 ((\Q Mg @(’\\ @«x & @\’\

10/10/2017
10/10/2017
16/10/2017
19/10/2017

05/10/2017
09/10/2017
09/10/2017
17/11/2017

N~
<
o
N
~~
o
<
~~
O
(q\

30" ANNUAL FIRST CONFERENCE

KUALA LUMPUR mujEzela{=3N DOWNLOADING: 08%

June 24-29,2018




Focus on digital forensic acquisition
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What’s happened: the road to accident

» User power on his laptop and complete the login process with his
username and password,;

« a Huawei USB stick (UMTS) has been plugged in;
* [nternet connection has been established via USB UMTS modem;

« user browses on xhamster[.Jcom domain and search for a keyword
(«flashing»);

 after 14 pages the malicious ADS frame has been rendered by
Firefox browser, starting the redirection to malicious content;
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Digital Forensic Investigation bookmark #1

User browses 15 pages of search results for the keyword «flashing» on «it[.]xhamster[.Jcom» via

Mozilla Firefox, then he displays the malicious banner within the results page

https: /it shamster. com/search?q=flashing&p=14 Firefox Jaclykz.default 05/10/2017, 16:59.52 Drive-F:\Usersil 4ppD atahRoaming\MozillatFirefox\Profilesh
https: //it. shamster.coms search?q=flashing&p=15 Firefox 3acltykz. default 051042017, 17:00:33 Drive-F:\Users', AppDatatRoamingiMozilla\FirefoxiProfiles
https: //it. shamster.com/search?q=flashing&p=16 Firefox 3acltykz default 05410/2017,17:01:15 Drive-F:AUsers'\SI< D ata\RoamingiMozilla\Firefox\Profiles’

keyword Redirection
search and completed
Remote 1P 92.129.215.155
Remote Post: 443 .
.y tocat in 3
number airo. 5 oconds
Protocot P
N
PID: 10572
_w’uﬁf frefon et
sl
Fath: Pregre 5 (B 2 Fired
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Digital Forensic Investigation bookmark #2

<!DOCTYPE html><html><head><!--183275:80724--><script
type="text/javascript">try{if (!!localStorage) {var coockies = typeof
localStorage.lsc != "undefined" ? JSON.parse (localStorage.lsc)
{};cookies.epomUUID = "f0c9%4bcl-a8dd-11e7-b8a4d-

e4115bb10bd4"; localStorage.lsc =
JSON.stringify(cookies); }}catch(e) {}</script></head><body leftmargin='0"
topmargin="0' marginwidth='0"' marginheight='0' style='background-
color:transparent; width: 100%; text-align: center;'><script

ADS type="text/javascript">new Image().src =
) ] "https://www.advertizingms.com/impression.gif?b=183275&p=80724&c=110985&h
IMPréssIioN  =g331ad0ebd4£189c8dc93£4c858dda90&1=IT&sh=800&sw=1280&ad.trans.id=3w21bz4

11py4&s=3415dbc72541a9c4c33815dc3bedaeef&at=1507215635071"; </ script>Kbody

Fake ADS
banner is
displayed

Hidden
iFrame (1x1 scrolling="no" style= "left: 0; top: 0; width:1; height:1; border:

ixel top-left) 2one: " sEc="htps://cradeccean-
X ol RN </ o> </ body></ htnl>
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Digital Forensic Investigation bookmark #3

Chrome will block iframe redirects

‘ The first of these three features — and the most important — will land in Chrome 64, scheduled for an
official release in late January 2018.

Starting with v64, Chrome will block URL redirection attempts triggered by code loaded inside iframes
embedded in a page.

Most website owners don't use iframes when creating their sites and iframes usually end up on a page
loaded via ads.

Malicious ads — also known as malvertising — will use JavaScript code loaded inside these iframes to
redirect users to malicious sites.

By blocking iframes from redirecting users to new sites, Google will be putting a huge dent in
malvertising campaigns starting next year.

Source: https://www.bleepingcomputer.com/news/security/google-adds-new-features-in-chrome-to-fight-malvertising/
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Digital Forensic Investigation bookmark #4

Malvertsing campaigns can exploit the profiling capabilities of ADS networks, in order to target only
selected users (country, industry sector, interests, user behaviour, etc...). In this case the malicious
ADS uses profiling keywords «voyeur», «public» and «nudity» correlated to the typed keyword

«flashing»

https://www.advertizingms.com/ads?key=claS55384634e0b34d0ea30d35£f69c23b&ch
=&keyword=flashingb£Cvoyeur%ZC%2F%ZCpublic%2Cnudity}necko:classified'l'st
rongly—framed'l'securiti—
info *Fnhll1ARWRHGAlo+ESXykRAARAAAAAAAAWARALAALAFaphjo]H6pBabDSgSns fLHeAAQOA
AQRARRAALAAAAAAARAAAARARARABEAvFIJpSwRkeyPXxAQ9RIGEPgbgVvEOOImRuIl8ec8o/uhmCyImk

VXP+723gilY¥YWmMt 8 FvcOXmlQiTNWFiAWlrbpbqgwAARARARA AR UgMI IFHDCCBASgAWI BAgISAOCmmW

Keywords
added by

Keyword
searched by
the user

ADS
network
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Digital Forensic Investigation bookmark #5

The malicious code has been found within Firefox Cached entry
«43957EDAE7EGFEED868C423F6657F6E2D0478FD5». This file is identified by MFT FilelD

246005. Analyzing the MFT entries and sorting it by FilelD, we can easily recover the JPG artifacts
related to malicious ADS (FilelD 246007)

57 309557 | ] 43957EDAE/EGFEEDB68C423F6657FGE2D0478FD5 246005|65cbe83075609830a006bde011dd9799
|:| 309558 ‘ -4 SE9EAASODZA0CTE9CE0B95160DSEASFEB4936D4D 246006 |dd39d8f1 G546d980be2e7a7700e9e252
~7 309559 | »s FCS543E30B500B97063B1DC230EBEF9510DCESOAF 246007 |e415354c471cbf8aa3531831 efbf05a6

FilelD
| | Fields ’W‘ Text Hex jiii Decode | #|Doc | Transcript [E Picture > Console ""::: gt Pl oo Dot Owe |- Vet | I Pt it ) o
¥ZoomIn = ZoomOut ¥ 100% v |4 ] i :
1) 43957EDAE7EGFEED868C423F6657F6E2D0478FD5
Name 43957EDAE7EGFEEDBGBC423F6657F6E2D0478FD5
File Created 05/10/17 17:00:34
Last Written 05/10/17 17:00:37
Last Accessed 05/10/17 17:00:34

https://tradeocean-6949_kxcdn.com/load/crtv/img/19403. jpg: >
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Digital Forensic Investigation bookmark #6

Endpoint Security Solution, previously feeded with Government Agency loC, has detected the
connection to the malicious |IP address:

exc] € 2017-10-05 15:00:36Z NetworkAgentEvent/Genersted | Remote: [LrR Faovd LR bir4d3 Locak 10.160.50.135:5... Protocol: TCP PID: 10572 Process: firsfoxexe Process Path: C:\Program Files {x86)\Moxzilla Firefox

resolve firstSeen lastSeen source Lacal e

hwns21476452 . hestwindsdns.com 19/06/17 00:00 02/06/18 02:37 riskig|virustotal Local Port: 49910
hwns21404152.hostwindsdns.com 10/09/17 17:43 02/06/18 02:35 riskigqg Protocok TP
hwns21452212.hostwindsdns.com 10/09/17 17:44 03/04/18 12:22 riskiq

Wwucheeccofriend.oxrg 405/10/17 07:25 05/10/17 07:59|riskiq _
hohwwllB888.0oxrg 01/10/17 00:00 01/10/17 07:43 emexrging threats|riskig|virustotal

uujeedesignreflect.com 27/09/17 00:00 27/09/17 07:25 riskig|virustotal PID: 1es7z

aigaimysuite.org 20/09/17 21:17 20/09/17 21:17 riskiq :’“"‘ _ ""é
eeluiaimdeals.com 17/09/17 22:16 18/09/17 18:33 riskiq Path: CrProgram Fles xB3E Maz1a Firedon

The malicious AD redirect the user against the alerted IP, but at that time the resolved domain was
already changed to wucheecofriend|.]org, instead of phohww11888][.]org.
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Digital Forensic Investigation bookmark #7

Virus Total Report for 192[.]129[.]215[.]155 on 2017-10-01
URLs ©

Date scanned Detections URL

2017-10-01 https://phohww11888.0rg/3896419890748/1506870094854572/firefox-patch.js

Fake Firefox
Updater used to

Very low

detection rate install the

malware in case
of Mozilla Firefox
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The security bulletin dispatched by the critical infrastructure Italian police

lunedi 09/10/2017 11:27

Posta Cnaipic <chaipic@interno.it>

Kovter: campagna di palvertising g¢spone milioni di utenti a infezioni malware

To

Message "\ segnalazione.pdf (36 KB} § 10C.zip (1 KB)

Notification e-mail

Sitrasmette la segnalazione allegata

Ministero dell'Intermno

Dipartimento della Pubblica Sicurezza

Direzione Centrale per la Polizia Stradale. Ferroviaria, delle Comunicazioni e per 1 Reparti Speciali della Polizia di Stato
Servizio Polizia Postale e delle Comunicazioni

Centro Nazionale Anticrimine Informatico per la Protezione delle Infrastrutture Critiche

via Tuscolana, 1548 - 00173 Roma

Tel. +39-06-46530118 - Mob. +39-313-8063547 - Fax +39-06-46530607.

P E.C.: dipps.serv.comunicazioni cnaipic(@pecps.intemo.it

Hiockt B3

0e4763d4f9687cb88fl198af8cfce4bfb7148b5b7cabdc02061b0baff253eeal2 |51478a02alebd667dc59£5a80938
0e4763d4f9687cb88f198af8cfce4bfb7148b5b7cabdc02061b0baff253eeal2|3259da57cag8a353b44db249e£532
0e4763d4f9687cb88f198af8cfce4bfb7148b5b7caédc02061b0baff253eeal2 |0e4763d4£9687cb88f198af8cfce
192 .125.102.1U7
192.129.215.155
2045552575
b8adéce352f502e6c9d2b47db7d2e72eb3c04747cef552b17bb2e5056d6778b9 | b1457ec2cT7cl1f4ffbf1d79%9e00fc
bB8adéce352f502e6c9d2b47db7d2e72eb3c04747cef552b17bb2e5056d6778b9 |b8dd94ceca4aSac2ddéef46e332c
B8ad6éce352f502e6c9d2b47db7d2e72eb3c04747cef552b17bb2e5056d6778b% |b8adéce352£502e6c9d2b47db7d2
cipaewallsandfloors.net
f449dbfba228ad4b70c636b8c46e0bff1db9139d0ec92337883f89fbdaff225e|ca58f0cfcad43fcca24957561e63c
f449dbfba228ad4b70c636b8c46e0bff1db9139d0ec92337883f89fbdaff225e|1e7e165b9657209df8f6c647994¢8
f449dbfba228ad4b70c636b8c46e0bff1db9139d0ec92337883f89fbdaff225e|£449dbfba228ad4b70c636bBc46e
firefox-patch.js|ab0466eeb204cf180a273203f88%ea89
firefox-patch.js|bdf164a7619ce30bd60261355cfad4a3c3c3e920
firefox-patch.js|a%efd709d60e5c3£0b2d51202d7621e35bad%83e24aedc9fbas54fb7b%aael4£f35
1 FlashPlayer.hta|4197567bd4ce008377d50849d31c0c40
FlashPlayer.hta|d87d89f2001d5b5c4el2de37ef9a572367af8011
FlashPlayer.hta|4ebcé6eb334656403853b51ac42fb932a8eel4c96d3db72bca3ab982fe39657db3
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Triggered signature in end point security platform

BB Address 192.129.215.155 connected Alerted on

INC 523760 CNAIPIC Kovter
ipvANetworkEvent/remotelP egual 192.129.215.155

1 aeried iys ago ¢

1 0of 1 IPv4 Network Event

192.129.215.155

INC-523760 CNAIPIC Kovter

e Custom
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Incident Response Case Management #1

~ Mytasks (@ Waiting tasks (88) Alerts (1529

[} Case # 31 - Kovtar malvertising

A Created by Andrea Minigozzi @ Tue, Oct 10th, 2017 10:50 +02:00 [’ 1 Related case

Related Cases &

Case
metadata

as TLP
and Tags
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Easily
correlate

events and
Incidents

& Details = Tasks @) A Observables €E)
Summary
Severity
TLP
Title Kovtar malvertising
Assignee Andrea Minigozzi
Date Tue, Oct 10th, 2017 10:50 +02:00
Tags m m m
Description P

Ricercatori di sicurezza hanno recentemente tracciato una campagna di malvertising su larga scala
condotta da un gruppo conosciuto come KovCoreG (anche MaxTDS), noto per aver gia distribuito Kovter in
numerose altre operazioni. Le vittime vengono colpite tramite falsi aggiornamenti per i tre popolari
browser Chrome, Firefox e Edge oppure per FlashPlayer, cui l'utente arriva tramite un reindirizzamento
malevolo comparso per la prima volta su PornHub e che ha abusato della rete pubblicitaria Traffic Junky.
Si viene infatti rediretti verso un sito malevolo contenente codice JavaScript pesantemente offuscato
identico a quello utilizzato per Neutrino e NeutrAds. Il JavaScript scarica dunque sul PC della vittima un
binario intermedio che contiene uno script PowerShell cifrato e che a sua volta lancia il payload finale di
Kovter. A rendere pericoloso questo attacco si combinano diversi fattori: una campagna estremamente
estesa, target di alto livello e sofisticate tecniche di ingegneria sociale, tutti elementi che rendonoiil
numero di utenti potenzialmente esposti all'infezione molto alto, verosimilmente nell’ordine di milioni. La

maggior parte degli utenti coinvolti si attestano al momento negli Stati Uniti, in Canada, in Gran Bretagna

e Australia.

Additional information

No aditional information have been specified

Metrics
No metrics have been set

Related cases

Newest (Case # 20 - test case)

Created on 2017-09-06
Shares 9 observables
Tagged as

See all (1 related case)

@ Close

" Flag

»“ Merge

7 Share (0)

DOWNLOADING: 60%



Incident Response Case Management #2

““TheHive NewCase ~ Mytasks @) Waitingtasks (8§) Alerts (d§33) |4l Dashboards

& Details £ Tasks (0] A Observables €T) Related Cases ® 192[.]129[.J215[.]155 ®

(P 1920 1291121511155 Analyze observables against several
==

analyzers for fast and reliable response

TheHive

Metadata Links
TLP [ TLP-AMBER | Observable seen in 1 other case(s) E
TP Case Date added Ve ry
Date added Tue, Oct 10th, 2017 10:54 +02:00 .
(ip): 192.129.215.155 Wed, Oct 11th, 2017 14:03 +02:00 I I ‘
Isl0C #20 - test case S I n e O

Has been sighted o) Ca n b e
Labels [ kovtar | cnaipic | malvertising |
l correlated

with all the
other
cases.

Analysis Runall

Last analysis Action

Abuse_Finder_2_0 S evera I ana Iyze rs A Tue, Oct 10th, 2017 10:57 +02:00 (CORTEX-SERVER-ID)
are available for
CIRCLPassiveSSL_2_0 d Iﬂ:'e re nt p I atfo rm S '  Tue, Oct 10th, 2017 10:56 +02:00 (CORTEX-SERVER-ID)
Censys_1 0
>

and feeds thanks to
DNSDB_IPHistory_2_0 th e commun |ty A Tue,Oct 10th, 2017 10:56 +02:00 (CORTEX-SERVER-ID)
DomainTools_ReverselP_2_0 CO ntri b uti O n A Tue, Oct 10th, 2017 10:56 +02:00 (CORTEX-SERVER-ID)

DomainTools_ReverseWhois_2_0

Analyzer

{

=

o

)
BEBEBRE

Q]

A Tue, Oct 10th, 2017 10:56 +02:00 (CORTEX-SERVER-ID)

P ]
Ke?d
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LDO-CERT contribution to «The Hive Project»

Pull requests Issues Marketplace Explore

If you are using TheHive, get the last version of the report templates and import them into TheHive.
2. LDO-CERT

New Analyzers ( \\ Italy http://www.leonardoco... cert@leonardocompany....
- We have added 11 analyzers to this release, bringing the total to 53 (83 if we count all the flavors): DRepositories © People 6 (Teams 0 [Projects 0 £ Settings
: Type: All v Language: All ~ Customize pinned repositories
1. Crtsh: contributed by crackytsi
Top languages
: : MISP
2. Cybercrime-Tracker: contributed by ph34tur3 o o R —
MISP - Malware Information Sharing Platform & Threat Sharing WA M ® PHP
3. FireEye iSIGHT: contributed by Davide Arcuri and Andrea Garavaglia from LDO-CERT @PHp Y476 dsAGPLA0  Updated 7 daysago
People 6>
4. GreyNoise: contributed by Nclose Cortex-Analyzers
Forked from TheHive-Project/Cortex-Analyzers .% Lo
. . . i Cortex Analyzers Repository A n . a =
5. IBM X-Force: contributed by Davide Arcuri and Andrea Garavaglia from LDO-CERT B ) {
6. Malwares: contributed by Davide Arcuri and Andrea Garavaglia from LDO-CERT o inite someane
Forked from cuckoosandbox/cuckoo
7. MnemonicPDNS: contributed by Michael Stensrud from the Nordic Financial CERT KoK BT 1 A Aot TG sl are el systerh M

JavaScript ?1,171 Updated on 31 Jan

8. StaxxSearch: contributed by Robert Nixon
PyMISP

Forked from MISP/PyMISP

9. StopForumSpam: contributed by Marc-André Doll from STARC (by EXAPROBE) Python fibrary using the MISP Rest AP! i b

@Python ¥132  Updated on 23 Jan
10. ThreatCrowd: contributed by Rémi Allain from Cyberprotect
misp-objects

11. Unshortenlink: contributed by Rémi Pointel from CERT-BDF Forken fous Ml chlects

Definition, description and relationship types of MISP objects i

Shell ¥28 Updated on 23 Jan
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Tools used during the investigation:

EnCase Forensic has been used for Digital Forensic on the acquired
Hard Disk image.

MISP has been used to share loC

The Hive has been used to manage the case, the actions and analyze indicators

Mandiant Redline has been used to analyze malicious artifacts

SANS SIFT Workstation (FOR.508) has been used primarily to analyze RAM
dump via volatility and then to process several other Windows artifacts.
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Attack attribution and Cyber Threat Intelligence enrichment

T E NGRS NI Based on OSINT information available in MISP and The

OCTOBER06.2017 Kafeine and Proofpoint Staff

Hive platform, we can easily and quickly attribute the
incident to Kovter Group and its malvertising campaign.
The original Proofpoint® report has been used to confirm
step-by-step our investigation and findings.

The victim’s computers was not infected by the malware
due a lucky timing: when the user browsed the infected
site, a redirection chain started but the exploit kit wasn't

best known for distributing Kovter ad fraud malware and sitting atop the affiliate model that distributes Kovter - .

more widely. This attack chain exposed millions of potential victims in the US, Canada, the UK, and Australia del |Ve red d Ue the Change Of the domaln name, feW hOU rS
leveraging slight variations on a fake browser update scheme that worked on all three major Windows web .

browsers. The attack has been active for more than a year and is ongoing elsewhere, but this particular infection befo re th e S I g n atu re a I e rt .

pathway was shut down when the site operator and ad network were notified of the activity.

Overview

Proofpoint researchers recently detected a large-scale malvertising attack by the so-called KovCoreG group
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LESSON LEARNED #1

Usable and applicable security policy;

Awareness about cyber risks, through periodically and dedicated actions vs
users targetted by cybersecurity incident, improving training and communication;

Apply disciplinary measures for policy violation;

Limit the use of external connection, considering the exception or special needs
driven by the business, improving security controls also evaluating the «security
posture» of the user before allowing the exception.
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LESSON LEARNED #2

r—r)

BUSINESS SECURITY +

CYBER SECURITY

Raccolta di articoli dedicati alla sicurezza informatica.

CYBER SECURITY v

Create a
dedicated
intranet portal
accessible by
all employees
to inform about
security and
cyber security
threats.

~—
-~

CYBER RESPONSE
VPNFilter una nuova botnet dalle
potenzialita distruttive

Gabriella Rizzello - maggio 30, 2018

correntisti
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TLP: GREEN

La truffa via PEC a banche e

[SLOLTENELERY Massimo Polese

Vulnerabilita critica in PGP e
S/MIME: rischio di lettura di
messaggi crittografati

Cyber Response [IXTUTREY]

SECURITY GOVERNANCE  INDUSTRIAL SECURITY  MEDIA v BUSINESS SECURITY v CYBER SECURITY v SECURITY GOVERNANCE

Vulnerabilita Office 365
Gabriella Rizzello

] Office 365

ita 0-day che consente
il sisterna di

Critical Office 365 Vulnerability
ts 100 Million Email Users at R

LDO-CERT: verifica delle procedm;e sul
fil di lana!

Giornata mondiale delle
password..... Twitter scopre
un bug che le riguarda

By Martha Foci

" CYBER SECURITY EARLY WARNING "4
Campagna di phishing tema
GDPR

CYBER RESPONSE

Il salto nel buio del CERT di
Leonardo

do in cui

utenti,

Le piu pericolose nuove
tecniche di attacco secondo il
SANS

Cyber Security Early Warning ELLHIERZ2I)

La vertenza dei camionisti in
Brasile
Ufficio Travel Security

SMiShing: la nuova frontiera
della truffa
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