Malware Reweaponization

case study

Karlis Podins, CERT.LV
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Malware Architecture

Office document — zip archive

Outer EPS image

Inner EPS — encrypted with static xor key

Outer shellcode

Inner shellcode — encrypted with PRNG

Dropper executable

Payload exe

C&C - encrypted

CVS 2017-
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EPS exploit













Challenges

Office document — zip archive

Outer EPS image

Inner EPS — with static xor key

Outer shellcode

Inner shellcode — with PRNG

Dropper executable

Payload exe

Cé&C -
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Reohfu‘scation

Perfect symetry

Known algorithms :
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One-time pad generation

— Keystream not affected by i
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PoC
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Protocol

DNS 222
NNS Lo
AYSH @74
DNS 85
DNS 14e
DNS 69
DNS 200
DNS ¥
DNS 2493
DNS 75
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Standard
Standard
Standard
Standard
Standard
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Standard
Standard
Standard

query
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response
ex9fae A
response
Bxcdbl A
response
©x720e A
response
ex4372 A
response
ex97bc A

©xec®9 A google.com A 172.217.20.174 N..

roaming.officeapps.live.com

©x9fae A roaming.officeapps.live.com C..

teredo.ipv6.microsoft.com

oxcdbl No such name A teredo.ipv6.micr.. |

cycon.org

©x720e A cycon.org A 164.25.137.98 A 1..

ocsp.digicert.com

©x4372 A ocsp.digicert.com CNAME cs9.w..

OoOCsSp.msocsp.com

RERERCE O O Oy

. 26.244.. 16.6.2_15 85.254.193... DNS 70 Standard query ©x6fb9 A ccdcoe.org

Frame 683: 69 bytes on wire (552 bits), 69 bytes captured (552 bits) on interface ©

Ethernet II, Src: PcsCompu_85:c5:cd (©8:00:27:85:c5:cd), Dst: RealtekU_12:35:02 (52:54:©0:12:35:
Internet Protocol Version 4, Src: 18.8.2.15, Dst: 85.254.193.137

User Datagram Protocol, Src Port: 52958, Dst Port: 53

Domain Name System (query)

@ 7 Domain Name System: Protocol Packets: 11474 - Displayed: 84 (0.7%) Profile: Defauit




Reweaponization Choices

Office document — zip archive

Outer EPS image

Inner EPS — encrypted with static xor key

Outer shellcode

Inner shellcode — encrypted with PRNG

Dropper executable

Payload exe

C&C - encrypted
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0262
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