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An incident in Taiwan in 2018
Quick introduction for risks of Manufacturing industry
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A case study for Manufacturing Industry
An incident happened in Taiwan in 2018

Virus outbreak caused 
almost NT 2.6 billion 
(US 84.28 mil) of loss

What really had 
happened?
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What are the factors that made it happen?
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Interconnection between IT and OT



77

Is Industry 4.0 a Buzzword? – No
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What is Industry 4.0?
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Convergence of IT, OT and IP

Information Technology Operational Technology Intellectual Property Convergence of traditional IT, 
OT equipment and IP assets
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How threats can figure into the convergence

Intellectual Property
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Characteristics of Manufacturing Industry
Unique threat landscape to Manufacturing Industry



1212

IT OT

3-5 26-34

Equipment Lifecycle

vs 
years years
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Use of Windows XP in Manufacturing
OS Type Manufacturing 

Industry
Other

industries Difference

Windows 7 60.2% 61.0% -0.8%
Windows 10 28.9% 29.4% -0.5%
Windows 8.1 5.3% 5.8% -0.5%
Windows XP 4.4% 2.5% +1.9%
Windows XP 64-bit 0.5% 0.3% +0.2%
Windows 8 0.4% 0.7% -0.3%
Windows Vista 0.2% 0.2% 0.0%
Windows 2000 0.1% 0.1% 0.0%

Percentage point differences between distribution of operating systems in Manufacturing and other 
industries based on Trend Micro telemetry data for the period from July to December 2018
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Prevalence of Downad in Manufacturing
Malware Type Manufacturing Industry Other industries Difference

Trojan 39.3% 40.6% -1.3%
PUA 14.7% 15.3% -0.6%
Worm 9.9% 8.3% +1.6%
Hacking tool 7.5% 6.7% +0.8%
Cryptocurrency miner 4.0% 3.6% +0.4%
Adware 3.6% 4.4% -0.8%

Malware Family Manufacturing Industry Other industries Difference
WannaCry 3.3% 3.2% +0.1%
Downad 2.9% 1.2% +1.7%
Coinminer 2.0% 0.5% +1.5%
MalXMR 1.8% 1.2% +0.6%

Percentage point differences between distribution of malware types and families in Manufacturing 
and other industries based on Trend Micro Telemetry for the period from July to December 2018
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Malicious Autorun.inf detections

Detections of Autorun.inf across industries based on Trend 
Micro Telemetry for the period from July to December 2018
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Data exchange via USB between IT and OT
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Case study for Manufacturing 
Industry

PlugX for Ransomware



1919

PlugX on Manufacturing Network
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• 2017/09/10 02:00:42 AM" we identified execution 
of C:\\RECYCLER\\demo.exe
• The binary was deployed through IIS web service process w3wp.exe
• Dropped BKDR_PLUGX.ZTEG 

: iusb3mon.dll sha1: cedd4391f03b00b319e93b6a7f8fd69fbc6059e5
• 2017/09/10 02:00:40 attacker uploaded HKTL_MIMIKATZ: 

C:\\RECYCLER\\m32.exe
• Spread laterally
• Victim: a manufacturing enterprise in China

PlugX and Ransomware: incident highlights
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• A similar incident was reported by tencent
(https://s.tencent.com/research/report/461.html on a different victim
• The hacker extorted the victimized company in the message   on 

the desktop

"We are not a ransomware that spreads automatic
ally, we are professional hacker organization that  

specifically targets enterprises"

PlugX for 9.5 Bitcoins ransom

https://s.tencent.com/research/report/461.htm
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• We identified more targets in Taiwan and China

Date Detection Path Accessed by Detection Industry Country

09/09/2017 18:03 C:\RECYCLER\demo.exe
C:\WINDOWS\system32\
inetsrv\w3wp.exe BKDR_PLUGX.ZTEG Manufacturing CN

20/09/2017 08:34 C:\PerfLogs\demo.exe C:\Windows\explorer.exe BKDR_PLUGX.ZTEG Manufacturing CN

09/10/2018 01:39 C:\root\80.exe
C:\WINDOWS\system32\
inetsrv\w3wp.exe BKDR_PLUGX.DUKRX Manufacturing TW

PlugX for ransom is not a single instance
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Targeted ransomware and mining campaigns

Dediki = Dedicated 
servers
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Strange things in Manufacturing Networks

another case
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Equation tools weaponized to distribute coin miner
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Snapshot of activity in the affected infrastructures
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CVE-2017-0143
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EQUATION TOOLS
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EQUATION TOOLS
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COINMINER
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BACKDOOR ZEGOST
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Possible insight on victim machines
• HRM-3 IBM-PED JA02-SARTHANA K3Server KAVITHA-PC LenaOffice2 MG1795-LAB-AND 

MG3624-DIV-DHD NetAdmin-DC operation-asst PortEng1-PC PVR150-PC PVR50-PC 
RCH12001D RD-3 RKH-HISteam RKSSH-Acc-PC rksshfr RKSSH-HR3 RNV-CR-WF SAL-Leslie 
SAPERPDEV Shashi-HP SVShah-PC SZ-RDNB002 TallyEC-PC Thomas-Win7 VALVE-
TESTING1 VENKAT-FIN Win-Marc Win-SolomonPC3 YE-MAINSTORE3 YEQC-DELL YE-
SHIPPING5 YUDESIGN-5 YU-STORE-1
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https://blog.trendmicro.com/trendlabs-security-intelligence/advanced-targeted-attack-tools-used-to-distribute-cryptocurrency-miners/
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APT tools For Coin mining and Ransom
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Threats and Risks to 
Intellectual Property
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Unintentional leaks due to poor configuration
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ACM_SHENZ.A
• Create a user with admin 

privileges
• Create writable network shares
• Open ports for SMB with 

vulnerabilities

ACM_MEDRE.AA
• Send PST file of Microsoft 

Outlook to a predefined email 
address
• Send an opened CAD (DWG) file 

to a predefined email address

Malicious CAD files

CAD file can be weaponized for espionage
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Use of older version of Microsoft Office

Comparison of versions of Microsoft Office, which 
includes Microsoft Word, from the National Cyber 
Security Centre

Microsoft Word 97 macro (W97M) 
detections by Microsoft Office version

Use of old Office versions is common in Manufacturing
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Distribution of Confidential information

止まらぬ日本企業の文書流出 中国サイトに186社分（日本経済新聞・2018年3月1日）
https://www.nikkei.com/article/DGXMZO2756453001032018CR8000/

第２回情報技術情報防衛シンポジウム
「中国における営業秘密漏えいの実態、
及びこれに対する効果的な対応⽅策」
（IP FORWARD・2015年1⽉27⽇）
https://www.ipa.go.jp/files/000043950.pdf

Stolen Confidential Documents can be distributed in public
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Distribution of leaked CAD files

Sites showing leaked CAD files pertaining to a popular smartphone

Stolen CAD data also can be distributed in public
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Counterfeit products issue

$250billion a year damage worldwide One of major crimes for INTERPOL
https://news.un.org/en/story/2014/01/459622-new-un-campaign-
spotlights-links-between-organized-crime-and-counterfeit-goods

https://www.interpol.int/en/Crimes/Illicit-goods/Illicit-goods-the-issues

Counterfeit is a serious issue for Manufacturing companies
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Counterfeit becomes “Supercopy”

潜入！闇のマーケット 中国“スーパーコピー”の衝撃 2016年9月
6日
http://www.nhk.or.jp/gendai/articles/3857/1.html

The issue can be more serious in the era of industry 4.0
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Threats and Risks to 
exposed OT systems
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Exposed ICSs
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Underground Activities related to 
Manufacturing industry
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SCADA 0days dealt on the Underground
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PLC password crackers sold online on the 
underground 
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Hacking as a Service
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Industrial equipment purchase request
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Shodan Shop with Industrial Section
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Access to the Industrial Environment
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Conclusion and 
Final Remarks
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Impacts on the Manufacturing Industry

•Productivity Impact Through Production Disruption 
•Business Impact Through Market Disruption
•Reputational Risks
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Securing your journey to Industry 4.0

•Manufacturing industry is in significant change
•Manufacturing companies need to be aware of the 
emerging threats and risks
• IT administrators need to cooperate with OT 
engineers
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