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An incident in Taiwan in 2018

Quick introduction for risks of Manufacturing industry
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three percent, and impaq
single-digit revenue grow

TSMC Spokespers
Lora Ho

Senior Vice Presidd
Tel: 886-3-5054602

Spokesperson

, TSMC Corporate Communications




BUSINESS

TECH FINANCE POLITICS STRATEGY LIFE ALL Bl PRIME INTELLIGEN|
INSIDER

Renault-Nissan is resuming production after a global
cyberattack caused stoppages at 5 plants

Laurence Frost and Naomi Tajitsu, Reuters 2y 15, 2017, 1:25 Forbes Billionaires Innovation Leadership Money Consumer

Renault-Nissan said on Monday
that output had returned to 9,396 views | Jun 22, 2017, 05:00am

e aglobal eyberatidh Cyber Attack At Honda Stops
caused widespread disruption Pro ducti on After Wannacry

including stoppages at several

of the auto alliance's sites. WO rm Str ikes

w

Renault and its Japanese
partner are the only major car

Peter Lyon Contributor ©®

I focus on all things to do with cars.
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What are the factors that made it happen?
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Interconnection between IT and OT
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Is Industry 4.0 a Buzzword? — No

Country Strategy Issue Date

China Made in China 2025 May-15
FEIRIE2025E RFEEERMTERRE

Germany  Industrie 4.0 Nov-11

India Make in India Sep-14
Digital India

Japan Connected Industries Mar-17
Society 5.0

Russia 4.0RU Jul-17

UsS Industrial Internet Consortium Mar-14
Manufacturing USA
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What is Industry 4.0?

1700s 1800s

L

Mechanical Mass Cyber-physical
manufacturing production automatlon system use
1 1 1
Steam-powered Electric-powered machines IT enabled the use of Technologies like ML/AI
machines replaced aided the production of geographically disparate enabled automated
human labor goods in massive systems, reducing information sharing and
quatities production cost even decision making
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Convergence of IT, OT and IP

|
i

Industry 4.0

Convergence of traditional IT,

Information Technology Operational Technology Intellectual Property
OT equipment and IP assets
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How threats can figure into the convergence

[
ﬁ Gains access to
¢
Threat actor IT <
Co,
xS My,
Q’(’ AN 0p, -
& ""Ses

| | Pivots into Pivots into : 0
iree 4 0
Unwiting cmplye \ " / :
oo
e Intellectual Property
Gains access to

Malicious oT
insider
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Characteristics of Manufacturing Industry

Unique threat landscape to Manufacturing Industry
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Equipment Lifecycle

3-5years 26-34years
VS
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Use of Windows XP in Manufacturing

| osee MR e
Windows 7 60.2% 61.0% -0.8%
Windows 10 28.9% 29.4% -0.5%
Windows 8.1 5.3% 5.8% -0.5%
| Windows XP 4.4% 2.5% +1.9% |
Windows XP 64-bit 0.5% 0.3% +0.2%
Windows 8 0.4% 0.7% -0.3%
Windows Vista 0.2% 0.2% 0.0%
Windows 2000 0.1% 0.1% 0.0%

Percentage point differences between distribution of operating systems in Manufacturing and other
industries based on Trend Micro telemetry data for the period from July to December 2018
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Prevalence of Downad in Manufacturing

Malware Type Manufacturing Industry Other industries _

Trojan 39.3% 40.6% -1.3%
PUA 14.7% 15.3% -0.6%

| Worm 9.9% 8.3% +1.6% |
Hacking tool 7.5% 6.7% +0.8%
Cryptocurrency miner 4.0% 3.6% +0.4%
Adware 3.6% 4.4% -0.8%
ing | Otherindustries | o/
WannaCry 3.3% 3.2% +0.1%

| Downad 2.9% 1.2% +1.7% |
Coinminer 2.0% 0.5% +1.5%
MalXMR 1.8% 1.2% +0.6%

Percentage point differences between distribution of malware types and families in Manufacturing
and other industries based on Trend Micro Telemetry for the period from July to December 2018
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Malicious Autorun.inf detections

e Manufacturing 25.77%
* Government 13.49%
* Education 12.73%
e Healthcare 11.68%
e Technology 5.63%
e Energy 4.66%

Oil and gas 2.80%
e Utilities 2.44%
® Banking 2.07%
® Retall 2.05%
® QOthers 16.68%

Detections of Autorun.inf across industries based on Trend
Micro Telemetry for the period from July to December 2018
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Data exchange via USB between IT and OT
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Case study for Manufacturing
Industry

PlugX for Ransomware
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PlugX on Manufacturing Network

) https://www.cyber.nj.gov/threat-profiles/trojan-variants/plugx w 4

@ 9k

NJCCIC HOME REPORT ABOUT THREAT CENTER RESOURCES JOIN

PlugX

APRIL 12, 2017 « TROJAN VARIANTS

PlugX is a remote access trojan (RAT) first identified in 2012 that targeted
government institutions. It is similar to the Poison Ivy malware, allowing remote
users to perform data theft or take control of the affected systems without
permission or authorization. PlugX is distributed through email attachments in
spearphishing campaigns, mainly targeting specific businesses and organizations,
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PlugX and Ransomware: incident highlights

e 2017/09/10 02:00:42 AM" we identified execution
of C:\\RECYCLER\\demo.exe

* The binary was deployed through IIS web service process w3wp.exe

* Dropped BKDR_PLUGX.ZTEG
: iusb3mon.dll shal: cedd4391f03b00b319e93b6a7f8fd69fbc6059e5

« 2017/09/10 02:00:40 attacker uploaded HKTL_MIMIKATZ:
C:\\RECYCLER\\m32.exe

* Spread laterally
* Victim: a manufacturing enterprise in China
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PlugX for 9.5 Bitcoins ransom

* A similar incident was reported by tencent
(https://s.tencent.com/research/report/461.html on a different victim

* The hacker extorted the victimized company in the message on
the desktop

"We are not a ransomware that spreads automatic
ally, we are professional hacker organization that
specifically targets enterprises"”

. . EDINBURGH
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https://s.tencent.com/research/report/461.htm

PlugX for ransom is not a single instance

* We identified more targets in Taiwan and China

C:\WINDOWS\system32\
09/09/2017 18:03 C:\RECYCLER\demo.exe inetsrv\w3wp.exe BKDR_PLUGX.ZTEG Manufacturing CN
20/09/2017 08:34C:\PerfLogs\demo.exe C:\Windows\explorer.exe BKDR_PLUGX.ZTEG  Manufacturing CN
C:\WINDOWS\system32\
09/10/2018 01:39C:\root\80.exe inetsrv\w3wp.exe BKDR_PLUGX.DUKRX Manufacturing TW

T . EDINBURGH
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Targeted ransomware and mining campaigns

Checked Sell Dediki under vb * c. miner, locker, poker, etc. | Sample by country | Low prices | Dedicated

servers | DedicateT.com
& defender71 - @ 01/25/2019 - nibrutdediki rdp dedik tobuydedik tobuydediki rdp

defender71
New user
check in: 01/25/2019
Messages: one
Sympathy: 0
Points: one

01/25/2019

On sale there are various Dedik under WB * in, poker, miner, locker, etc.
Sort by country:

RU / UA - 130 rub.

USA / Canada - 150 rubles.

Europe - 140 rubles.

China - 80 rubles. (Often taken under the cryptors and miners)

(Germany, France, Spain, Italy, England, Japan, Netherlands, Czech Republic, Poland)

There are also many other countries, find out the presence of certain countries by contacts!

Regular customers discounts!

Qg
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Equation tools weaponized to distribute coin miner

@& GitHub, Inc. [US] | https://github.com/misterchuc/shadowbroker

LI misterchOc / shadowbroker oW

<> Code Issues 7 ') Pull requests 1 'l Projects 0 Security 1 Insights

The Shadow Brokers "Lost In Translation" leak

D 24 commits ¥ 1 branch © 0 releases

Branch: master ~ New pull request

. misterchOc white knight fix

B oddjob oddjob

M swift decrypted files https://steemit.com/shadowbrokers/@theshadowbrokers/I.

T . EDINBURGH

CONFERENCE JUNE 16-21 2019



Snapshot of activity in the affected infrastructures

Coinminer.Win64.MALXMR.DAM
HT_SHADOWBROKERS_HD2300EB.UVPM  [ransom wanNAjuiPooooo001

HT_IMETERNAL_GI070704.UVPM

HS_RELSLODR.SM1 Ransom_WCRY.SM2
HEUR_JSRANSOM.04

vommsssmscss: T |SHADOWBROKERS] GL220OZDUNMPM o st zomscompens
hos_saurvsm | Coinminerin32MALXMB SMBMA || [} 0I_IEQ“ATEB| | 7_EQTONEX_GEOGO0GBUVPM  yy_swroRT ciosotcT.uvem

- - TRO)_GEN.ROO2COPKL1S
=
cnlnmlner‘ MA“M HISM WI"32 Trojan.Win32.FUGRAFAAB

TROJ_FRS.ONZS00OCL19

HA Vbfus
EXPL_CPINKSM  yym1 cVE20170143.component TROJGA_EQUATEDH  Trojan.Win3ZEQUATED.LZCWO Coinminer.Win64.TOOLXMRAR
TROJ_GEN.ROTICOOCS19 HKTL_PYTRCH

TrolanWinGavooisAs  TROJ_ETEROCKC  THROJ_EQUATEDK  yrojanWin32.EQUATED.LZCWQ  TROJ_EQUATED.O TRO) FRS.ONA104CL19
TrojanWin32vooisas  TrolanWin32.EQUATED.LICWR nutllulnsu HEUR_OLEXPA ory pritior

PUA_MskToolbargG  BKDR_EQUATEDLICMU  1po; pouaTED.LZCMT mm Trojan Win64.VOOLS. SMALO1

TROJ GEN.ROOACOOCT19 HT_AGENT_HBOSO002E.UVPM HackToolXMLCVE20170143 Acomponent
Coinminer.Win64. MALXMR.AI HS_PCASTLESMST

FIRST EDINBURGH
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70

65
60
55
Il BKDR_EQUATED.LZCMU
50 I BKDR_ZEGOST.SM34

B Coinminer.Win32.MALXMR.SM...
I HKTL_PYTRCH

I HT_SHADOWBROKERS_GL2...
I HT_SHADOWBROKERS_HAL...
I HackTool XML.CVE20170143....
I Ransom_WCRY.DAM

Bl TROJ64_EQUATED.H

I TRO)_EQUATED.

I TRO)_EQUATED.LZCMT

I TROJ_EQUATED.O

E-N
wvi

w
v

Detections count
-
o

30 Il Trojan.Win32.EQUATED.LZCWO
Trojan.Win32.EQUATED.LZCWQ
25 I Trojan.Win32.EQUATED.LZCWR
B Trojan.Win32.VOOLS.AB
I Trojan.Win32.ZYX.USASHEM19
20 Il Trojan.Win64.VOOLS.AB
Bl WORM_WCRY.F
15
10
| . .

8:00 AM 9:00 AM 10:00 AM 11:00 AM 12:00 PM
Thu Jun 6
2019
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Possible insight on victim machines

* HRM-3 IBM-PED JAO2-SARTHANA K3Server KAVITHA-PC LenaIQLﬁ_gez_Mg_‘LZ%;LA&Ajl\lD
MG3624-DIV-DHD NetAdmin-DC operation-asst PortEngl-PC|PVR150-PC PVR50-PC
RCH12001D RD-3 RKH-HISteam RKSSH-Acc-PC rksshfr RKSSH-HR3 RNV-CR-WF SAL-Leslie
SAPERPDEV Shashi-HP SVShah-PC SZ-RDNBO0O02 TallyEC-PC Thomas-Win7 VALVE-
TESTING1 VENKAT-FIN Win-Marc Win-SolomonPC3 YE-MAINSTORE3 YEQC-DELL YE-

-STORE-1

PVRS50-F-5¢-3%-3% ¢ 9¢-3180
Flange Mounting 13

—_— -

B PVR 150-Series Single Vane Pumps
+— Suction Port

RCH12001 Repair camera head
1% BSP.F Thd.

=

N
| @ O\|/o 0
B ©' 0 © 0
Y |
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JUNE 16-21 2019
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Home » Malware » Advanced Targeted Attack Tools Found Being Used to Distribute Cryptocurrency Miners

Advanced Targeted Attack Tools Found Being Used to
Distribute Cryptocurrency Miners

Posted on: June 13, 2019 at 5:09 am Posted in: Malware Author: Trend Micro

000C

by Cedric Pernet, Vladimir Kropotov, and Fyodor Yarochkin

Regular cybercriminals appear to be taking a page from targeted
attack actors’ playbooks — or rather, toolkits — to maximize
their profits from illicit activities like cryptojacking.

One of the differences between regular cybercrime and targeted
attacks is intent: The former will almost always have immediate
financial gain as its main motivation while the latter will have
other goals, for example, intellectual property theft. Furthermore,

the mindsets of the threat actors can be very different. Regular
cybercriminals will typically need to think of how they can
compromise as many individual devices as possible (for example, to deliver ransomware, coin
miners, or banking trojans) while targeted attack threat actors will need to plan how to infiltrate and
gain full access to corporate networks and remain as discreet as possible.

https://blog.trendmicro.com/trendlabs-security-intelligence/advanced-targeted-attack-tools-used-to-distribute-cryptocurrency-miners/
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APT tools For Coin mining and Ransom
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Threats and Risks to
Intellectual Property
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Unintentional leaks due to poor configuration

Index of /CAD/DWG

Nuame I ast modifiod Sive Dewerintion

°°° mmmm-foc ]+

& CcC O ® Not Secure | w

Index of JCAD/D

2000008 206N 09200

Index of /downla
WNW,

Pare

Mar 2004 450 1 2N
2O & B
BRANDO. dwg 19 Ma
Blowm_Casadesus

—

Index of /cad/OS I oty S— Information Authorized Rescllers

Sorry!

59
{The page you were looking for was not found. Please select from the menu above or click here to go to our home page.

s
08
05

w9 You may request further product information further information
You may contact us via the following:
Index of /cad/OS
www To request further information you may CLICK HERE, or to purchase a motor, please contact one of our Authorized D¢
| AT You ma: directly via the following:
05-Sep-2004 2153 91
2 86K [ ] PLMB

ROXF 055
PLMB400S. DXF 05

Index of /home/d

G P
10-14 1438

Problems with these web pages? Contact the person responsible for the problems!

Website Use

Index of fas/crd

dwy/ » SOR—-JERY

Parert Diecitey - AXUREHAITIS dwyg - AXLREHAI150 0wy - AXLRBHAIES dwy
AXLRBHAI1B0 dwyg - AXLRBMAIISS dwp - AXLRES 0.dwy - AXLRBHAIZZS. dwg
AXLROHALRAO dwyg - AXLRIMARSS dwy - AXLREHAIZTO dwg - AXLRBHALZSS dwg

N200OOUSZOON 08 | 408 dwg 0504 122 a
N2000OOS71LIN-052107.dwg  2012-05-04 12:20 774K
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Malicious CAD files

ACM_SHENZ.A ACM_MEDRE.AA

. Create a user with admin . Send PST f|Ie of Mlcrosoft

CAD f|Ie can be weaponlzed for espionage

e Send an opened CAD (DWG) file

* Open ports for SMB with _ .
to a predefined email address

vulnerabilities

FAS4A-FILE 3 Do not change 1it?
167
8 S W SCN wilol 50T veS cU

oo ENINBURGH
cFo'NBé:c!; JUNE 16-21 2019



Use of older version of Microsoft Office

Block Require

Narsion Default n‘macro from the Trus‘ted digital Blo?k Per
behavior - locations - application
internet signature
Office 2016 | Supported until | Block until the user Yes Yes Yes Yes
2025 clicks the Enable
e Office 2013 40% Macros bution
r . Office 2013 | Supported until | Block until the user Yes* Yes Yes ‘ Yes
Use of old Office versions is common in Manufacturing
o Office 2016 4% Macros button |
. Office 2007 | Supported until | Block until the user Yes Yes
o 0,
I Office 2003 0% I 2017 clicks the Enable
Macros button
Office 2003 | Not supported Macros run Yes Yes
automatically
e feature was added to Office y Microsoft Update.

Comparison of versions of Microsoft Office, which
includes Microsoft Word, from the National Cyber
Security Centre

Microsoft Word 97 macro (W97M)
detections by Microsoft Office version

T . EDINBURGH
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Distribution of Confidential information

HALEOXENBHI N TWSOEEHRED
REV—EZXKXF, 5E (N1 RKy) NEET
xaﬂﬁﬁfhfﬁﬁxﬁjolT%éA&
rfoOx7—7; (ERR) AL

N1 7/ AL .10/ A+ 1471009 NYr24i8

A3—2yrheFRALEHLORERE

—

IP FORWARD

S, . ETHLEHRICT—FOPIVLEDT 25T VT
A—FTE FREZHBOAMMAT O O0-FTESES

[T A XBHEEY AN

‘Stolen Confldentlal Documents can be distributed in public

@ ERDIEX

BEALROAFBIXB/EBUS N TVIXB/AF Y b

XEHNEBEINTWeRERX—D—D5Y =Ted ¥

—ERAEFETZIRICDIc D, RADKH P
ATHETED NI EH SN2 RAMEDRBERID(EH
ZILBHo o

MBIEFr—VOERIY -2

TR T gl = waTT (T 2.3 SR

(wenku.baidu.com) (www. docm com) (doc.mbalib.com)

——
iggEE doc88.com

(www.doc88.com)

%sxﬂm-#mﬁ

(ishare.iask.sina.com.cn)

24

LEFELHAXLEDOXERY hEYAMI1864t4 (BAEFHE-2018E3H1H)
https://www.nikkei.com/article/DGXMZ02756453001032018CR8000/
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5 2 EERBATERE S YR L
[REIICHTZEELWBERI VL DOERE,

RUhicdd 2 RAEMEHEK]
(IP FORWARD - 201551 827H)

https://www.ipa.go.jp/files/000043950.pdf
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Distribution of leaked CAD files

)@X }‘ f; Lk”}ﬂ]( AI)L}(‘J” XiE 11235\ XHE 2017-10-08
iy TREE HNEE EBESTER, KRFLRHIHE SRR !

NOTICE OF PROPRIETARY PROPERTY?®

THE INFORMATEE CONTAINED HEREIN [S
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Counterfeit products issue

@) UN News &

-
|

AL ToMCs NOT™ SECRETARY-GINIRAL MEDA
. Americen Asla Peciic Mdde Lt Lurope o)
AUDIO MUB § SUSSCRIDE I8
New UN campaign spotlights links between organized crime and counterfeit

goods
llicit goods - the issues

o f

Counterfeit is a serious issue for Manufacturing companies
bl Y ORGANIZED CRIME e

Traising to fight ilicit
M'u figh

ing, drug trafficking, pion, Deidery and money laundering. Bick rade damages

:':"M-‘*'ﬂi the global economy and harms public health worldwide. All regions of the wordd and all
partners

r

Industry sectors are affected

+ Shep safely

W Jamsary 2004 f v &8 R ©

RELATED STORIES

The United Nations today launched a new campalgn to ralse awareness about the links between
organized crime and the trade In counterfeit goods, which amounts to $250 billion a year
cooperation

Profits from the sale of illicit products
funds other types of crime

$250billion a year damage worldwide One of major crimes for INTERPOL

https://news.un.org/en/story/2014/01/459622-new-un-campaign- https://www.interpol.int/en/Crimes/Illicit-goods/Illicit-goods-the-issues
spotlights-links-between-organized-crime-and-counterfeit-goods
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Counterfeit becomes “Supercopy”

AARRZEDS
fE“2—/{—2¢-"

BABov—45yk hE“R—/S—abF—"0OEHE 2016498
6H
http://www.nhk.or.jp/gendai/articles/3857/1.html
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Threats and Risks to
exposed OT systems
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Exposed ICSs

1 TON BATCH PROCESS SYSTEM

RSl

s for movement 1
Max

Boundarie
Min

180 O

Angular offset: | 000
Release

= —
Spring back Batch Process Engineering/
Pushed;endmg values Raw Materials Management Automation
@ +
D:‘l,r 00f ;|
ol Sod o
Comment Reaction Filtration Paste Maklng
Modeles 3D SYStem SYStem System
h’o!\ defini
= == < Batch Process Procurement &
o fafalslelelelalelolel oo BRI g o] Final Product Pre-Post Final Product
el olololelaloleleleololols ROl s (ol Analysis Management

o lolelololaloleloal JoMMRole]e]
' nnnnnunmnnu v ng
- an =4~

016 / 500

altGr

2 (@i

Main Settings Manual Trend Alarm Log
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Underground Activities related to
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SCADA 0days dealt on the Underground

Vulnerabilities in scada

The topic in the " Buy / Sell / Exchange " section was created by 4t4k4 , Jun 30, 2015 .

? 4t4k4
e Newbie

Good day to all. interested inmay vulnerabilities in the SCADA system. Ready to pay well to

anyone who can help JID: sp1d3r@exploit.im©
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PLC password crackers sold online on the
underground

o
|comi »|f9600  ~|H Toolbus ~|i]

AB0O010C00002 *# PASSWORD
_ Password TASK EXT

ABOUT

Designed by TUANLT Email: pummmmnli mns
Skype: mmm—m—m or WhatsApp: ' e

s EDINBURGH
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Klassny

Member

Registered: 2014-10-12

Posts: 15

PM

Intellectual Property, Assets, Confidential, Industrial Sp e

Dear EVO

I'm looking for anything that falls that category. If you work on a big name, multinational, bank, tech firm or whatever. Im buying:

- Blueprints, CAD, CAM Files

- Source Code, Software

- Confidential Documents

- Custom sensible information, competitive advantage
- Finance Algos. Black Boxes

We discuss revenue details on PM. If you hate your employer or you think you worth more, talk to me.

e . EDINBURGH
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Rent-A-Hacker

Products | rags | Register | Login

-
Rent-A-Hacker

Experienced hacker offering his services!

(Illegal) Hacking and social engineering is my business since i was 16 years old, never had a real job so i had the time to get

really good at hacking and | made a good amount of money last +-20 years.

I have worked for other people before, now i am also offering my services for everyone with enough cash here.

Pric  Product

Ian

peo

Ian

i’ficf Small job, for example: Email and Facebook hacking, installing trojans, small DDOS

You

Tec

- Wi

- C/ , , o . , .

-od Medium-large job, ruining people, espionage, website hacking, DDOS for big websites

- Sp

- Ba

- An

Soc

-ve Large job which takes a few days or multiple smaller jobs, DDOS for protected sites

- If

peo

-Al

Wh UPGRADE: INSTANT reply within 30-60 minutes instead of 24-36 hours for urgent cases. If |

md Need longer this will get refunded. Only buy this ta5)ether with one of the other options.

Som

Price

250 EUR
0.029 8

500 EUR
0.0598

900 EUR
0.106 B

200 EUR
0.024 B

ll?
8

Buy now

.

lH

Buy now

B

'



Industrial equipment purchase request

™ 10.05.2018, 21:22

CobaltDron

Newbie

Group: Members
Joined: 15-February-2013

0 posts
Thanks: 9

Thanked 2 Times in 2 Posts

Put by (2) Dislajk: 2

Nocraswnu Auanaik 0 times in

0 posts

Reputation: 1

= [Buy] Need to drive the equipment

Greetings friends, I need a man who will drive the equipment I need is not expensive, who will make cheaper, so I will work.
immediately write to drive away the shkolodrocherov.

I will work only through the guarantor, at my expense, the guarantor until I receive the machines I need.

machine tools on 3-157.p.

only about 3-5 stations, the situation will show, I can take the staf even at your own address for your convenience. further will work

with a proven person on a permanent, telephones and small electronics, buying up both on order and without, if there are such people
here, write to the cart.

dog CobaltDron

31T ANNUAL
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Shodan Shop with Industrial Section

@ Not Secure | shodanshop.com/primery-poiska-v-shodan-analiz-schneider-electric/

the main Contacts Score  Webcams Industry Modems Printers

C
J

10d

Servers

With Google search, we determine that we are invited to log in by thgq industrial VPN router

eWON , with the login account adm and the password adm .

4 ewou Vew VO Al Somrany Dagnostic Confguraton
CO—T— fhnjatey D e gt
User (Adm)
LAN 1P /Mask 192, 168. 1. 18/255.255.255.0 Current time Wiy 87
Seral humber 1550000352 Firmsware Version W 8 N1
Tramparest Forwardang
arrect T Connect

Clear transp. forwardng

Irtermet Connecton mmm.-Cmm(Mme.c-:o ;e

Cose hternet Cornecton
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KelvinSecTeam Hackers ‘

. 8.8.8.8 ¢ y
KELVINSECTEAM

Posts: 620
Threads: 551
Joined: Apr 2018
Reputation:

Credits:

www.ksecureteam.com
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Irnp3SXyOsn1fB921cm5Qx)
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Conclusion and
Final Remarks
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Impacts on the Manufacturing Industry

* Productivity Impact Through Production Disruption
* Business Impact Through Market Disruption
* Reputational Risks

EDINBURGH

JUNE 16-21 2019



Securing your journey to Industry 4.0

* Manufacturing industry is in significant change

* Manufacturing companies need to be aware of the
emerging threats and risks

*|T administrators need to cooperate with OT
engineers

EDINBURGH
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Thank you! Y TIREND. | rosearch

Bakuei _Matsukawa
Vladimir_Kropotov
Fyodor Yarochkin
Ryan_Flores
<@trendmicro.com>

Trend Micro Research
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