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• 387 ENISA Inventory listed teams:
• teams in CSIRTs Network: 40

• Trusted Introducer listed:173 out of 174 

• Trusted Introducer accredited: 152 out of 158
• 23 out of 40 CSIRTs Network members are 

accredited

• Trusted Introducer certified: 25 out 25*  
• 7 out of 40 CSIRTs Network members are certified

• FIRST members: 177 out of 450
• 30 out of 40 CSIRTs Network members are FIRST 

Members

CSIRTS SITUATION IN EUROPE TODAY

http://enisa.europa.eu/csirts-map
* 16 certified and 9 Re-Certification Candidate

http://enisa.europa.eu/csirts-map


EVERYBODY IS TALKING ABOUT 
INCIDENTS

• Incident handling 
• Incident reporting
• Cross border incidents
• Statistics
• Performance and internal KPI
• Comparison with other entities
• Trends
• Global / annual overview
• Explanation of external report
• Media outreach
• Policy discussion



COMMUNITY COMES TOGETHER: 
REFERENCE SECURITY INCIDENT 
TAXONOMY WORKING GROUP – RSIT WG

• ENISA introduces this idea in 
2017 to the TF-CSIRT

• 52 participants from 17 MS and 
European Institutions within 
European CSIRT community

• Building a common language to 
face future incidents

https://github.com/enisaeu/Reference-Security-Incident-Taxonomy-Task-Force

https://github.com/enisaeu/Reference-Security-Incident-Taxonomy-Task-Force/blob/master/Documentation/ToR.md
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• Approved as official TF-CSIRT working group by the TF-

CSIRT Steering Committee on 26 September 2018.

• Taxonomy available in human and machine readable format

REFERENCE INCIDENT TAXONOMY 
WORKING GROUP – RSIT WG

TF-CSIRT Hague 
May 2017

TF-CSIRT 
Stockholm 

September 2017

ENISA publishes 
status report

Q4 2017

RSIT WG GitHub 
with working 
version and 

documentation 

TF-CSIRT Vilnius 
September 2018

TF-CSIRT meeting 
& FIRST Regional 

Symposium 
Europe

January 2019

TF-CSIRT 
Luxembourg May 

2019

https://github.com/enisaeu/Reference-Security-Incident-Taxonomy-Task-Force

https://github.com/enisaeu/Reference-Security-Incident-Taxonomy-Task-Force/blob/master/Documentation/ToR.md
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As the need for information exchange, 
incident reporting and use of automation 
in incident response increases, it is 
becoming evident that developing a set of 
standardised guidelines is crucial. This 
common ground would help incident 
handlers in dealing with technical 
incidents on a daily basis.  

RSIT WG SCOPE 

https://github.com/enisaeu/Reference-Security-Incident-Taxonomy-Task-
Force/blob/master/Documentation/ToR.md

https://github.com/enisaeu/Reference-Security-Incident-Taxonomy-Task-Force/blob/master/Documentation/ToR.md
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• Develop Reference Document (Classifications, incident 
types or examples, and definition) using eCSIRT.net as a 
starting point.

• Define and develop an Update and Versioning Mechanism
• Host reference document
• Organise regular physical meetings with the stakeholders
• In the 2nd phase broader working group with non-European 

teams (FIRST) to achieve global consensus on incident 
reference taxonomy

AIM AND OBJECTIVES
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USE CASES

• Incident handling
• Incident reporting
• Media outreach
• Policy discussion
• Cross border incidents
• Pivot mapping with 

existing initiatives

Statistics
• Performance and 

internal KPIs
• Comparison with other 

entities
• Trends
• Global / annual overview
• Explanation of external 

report

https://github.com/enisaeu/Reference-Security-Incident-Taxonomy-Task-
Force/blob/master/Documentation/Use%20Cases.md

https://github.com/enisaeu/Reference-Security-Incident-Taxonomy-Task-Force/blob/master/Documentation/Use%20Cases.md
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PIVOT MAPPING 



HOW RSIT WG WORKS

Taxonomy text as a working copy on GitHub in MISP 
machine tag schema.
Use GitHub 's "pull request" feature to transparently 
document change requests via a JSON file . 
Anyone can add or change text and he/she is allowed to 
propose these changes on GitHub via pull requests.
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STARTING POINT ECSIRT.NET
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After discussion, the WG decided to implement as of Version 1 of the 
taxonomy the following principles:
• The first column should be considered as being fixed in nature – maximum 

one change/year.
• The second column is considered as being more adaptable – two to three 

times/year.
• There must be a clearly defined update process for both columns.
• This process should include the history and version number of the changes 

(CHANGELOG file, etc.).

ADDITIONAL NEW FIELDS, UPDATE 
AND VERSIONING MECHANISM 
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• Every new version MUST have a new version number and this version number 
SHOULD be added as meta-data.

• Old versions MUST remain online.
• For changes and the addition of new fields, the process is the following:
• Members propose change(s) and/or additional field(s) together with their motivation 

and use case(s) to the mailing list/GitHub at least 30 working days before the next 
meeting of the working group.

• The WG will discuss the proposal(s) during the next physical meeting and vote.

Please note that:
• The first column is of the “MUST” (mandatory) type, the second column is of the 

“SHOULD” (recommended but not mandatory) type.

ADDITIONAL NEW FIELDS, UPDATE AND 
VERSIONING MECHANISM 
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VERSION 1.1

https://github.com/enisaeu/Reference-Security-Incident-Taxonomy-Task-
Force/blob/master/working_copy/humanv1.md

https://github.com/enisaeu/Reference-Security-Incident-Taxonomy-Task-Force/blob/master/working_copy/humanv1.md
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FROM ECSIRT.NET TO RSIT V1.1
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FROM ECSIRT.NET TO RSIT V1.1
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FROM ECSIRT.NET TO RSIT V1.1
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MACHINE READABLE
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Incident Handling Automation

Threat Intelligence Platform

Security tools

Taxonomy users

Statistics based on the RSIT WG taxonomy

DEPENDENCIES AND TOOL MAPPING

DIGIT CSIRC

Presenter
Presentation Notes
Incident Handling AutomationIntelMQThreat Intelligence PlatformMISP Project as included in MISP taxonomySecurity toolsAIL as the tool supports MISP taxonomy out-of-the-boxTaxonomy usersCERT.atStatistics based on the RSIT WG taxonomyIncident statistics per Month and Quarter of CERT.at yearly report 2017 (german only)process management toolRTIR
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NEXT STEPS

Join us and help us 
developing the taxonomy 
and build a common 
language to better share 
future incidents

Via email

csirt-relations@enisa.europa.eu

IRL after this talk or stop 

by the ENISA booth 

BOF Reference Security 
Incident Taxonomy Working 
Group (RSIT WG):
Today Lowther Suite
17:00 – 18:00



THANK YOU FOR YOUR 
ATTENTION 

+30 28 14 40 9711

csirt-relations@enisa.europa.eu

www.enisa.europa.eu
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