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# Baselining: What and Why
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Baselining: What and Why
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Know Your Environment
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Know Your Environment

AWith Baselining, turn over every stone; even normal behavior may be
abnormal in reality

AWhen processing data, classify normal behavior and abnormal behavior
1 Certain behaviors can have multiple classifications

AStart your classification buckets large, add detail after each pass
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Baselining vs Blueprinting Methods

Reactive Proactive
AFirehose of data ABlueprint First
Alngest all data into SIEM ACreate rules for abnormal
behavior

ATune False Positives
Forever ASuffer less False Positives
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Tools and Procedures
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