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When What

09:00 — 10:30 Introduction to ACT

10:30 — 10:45 Break

10:45 — 13:00 Assignments, case study

13:00 — 14:00 Lunch (not provided)

14:00 — 15:30 Recap, breakout (API/Graph queries)
15:30 — 15:45 Break

15:45 — 18:00 Practical work (build something)
18:30 — 19:00 Newbie reception

19:00 — 21:00 Icebreaker reception



1Goal

To collect and organize
our knowledge of threats
to make 1t usetul
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Semi-Automated...

Analysis
Enrichment
Information Sharing
Countermeasures



I Semi-Automated Cyber Threat Intelligence (ACT)

The main objective of the research project is to develop a platform for cyber threat
intelligence to uncover cyberattacks, cyber espionage and sabotage.

The project will result in new methods for data enrichment and data analysis to
enable identification of threat agents, their motives, resources and attack
methodologies.

In addition, the project will develop new methods, work processes and
mechanisms for the generation and distribution of threat intelligence and
countermeasures, to stop ongoing and prevent future attacks.
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I Data Model category:sinkhole

*Objects
-Global ipv4:127.0.0.1
-Example: IP address

*Facts
-Connected to one or two objects
-Immutable
-Timestamped
-Owner
-Role-based and explicit access control
-Backed by evidence and comments

resolvesTo:A

fqdn:foo.com



IModels, Taxonomies and Vocabularies

Mariss  Tocics = Tocvigws < Omps  Sofware  Resources - Boor?  corore (R

-MITRE ATT&CK L —

- https: //attack.mitre.org

*MITRE PRE-ATT&CK

- https://attack.mitre.org/pre-attack/
*STIX 2.0 vocabularies

- https://oasis-open.github.io/cti-documentation/

* Ryan Stillions’ DML model

- http://ryanstillions.blogspot.com/2014/04/the-dml-model 21.html



https://attack.mitre.org/
https://attack.mitre.org/pre-attack/
https://oasis-open.github.io/cti-documentation/
http://ryanstillions.blogspot.com/2014/04/the-dml-model_21.html

'Current OSINT Sources

Import:

*APTNotes
- https://github.com/aptnotes/data
*APT & CyberCriminal Campaign Collection

- https://github.com/CyberMonitor/APT CyberCriminal Campagin Collections
*RSS Feeds

- Infosec blogs

*MISP (circl.lu feed)
*MITRE ATT&CK

Enrich:

‘mnemonic PassiveDNS
- https://passivedns.mnemonic.no/

*Shadowserver IP-BGP

- https://www.shadowserver.org /wiki/pmwiki.php/Services/IP-BGP
*VirusTotal



https://github.com/aptnotes/data
https://github.com/CyberMonitor/APT_CyberCriminal_Campagin_Collections
https://passivedns.mnemonic.no/
https://www.shadowserver.org/wiki/pmwiki.php/Services/IP-BGP

Problems

Multiple ways to represent the same information
Different names for the same thing

Threat actors

Malware



I Example: Campaign targets sector

targets

campaign




I Example: Campaign targets sector

attributedTo

incident campaign

targets

memberOf




I Example: Campaign targets sector

attributedTo

incident campaign

targets

memberOf

mnemonic



I Example: Threat actor uses tool (ATT&CK)

uses

threatActor




I Example: Threat actor uses tool (ATT&CK)

attributedTo

threatActor

incident

attributedTo

observedIn classifiedAs




I Example: Threat actor uses tool (ATT&CK)

attributedTo

threatActor

attributedTo

observedIn classifiedAs

mnemonic



I Example: mdssum connects to ipv4

connectsTo




I Example: md5sum connects to ipv4

componentOf

connectsTo

represents




I Example: md5sum connects to ipv4

componentOf

connectsTo

represents

mnemonic



I Different names

- o
o




I Different names

alias

alias

Fancy Bear




Data Model

*Objects
-Global
-Example: IP address

*Facts
-Connected to one or two objects
-Immutable
-Timestamped
-Owner
-Role-based and explicit access control
-Backed by evidence and comments

*Placeholders

onnectsTo

attributedTo
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I Platform Architecture — Core technologies

Cassandra

/W§

nifié

m» elasticsearch
wr

Apache,\
&Tinkerl’op

2ENLP




Import Enrich Store

pDNS

Scio

ACT Core

<
>

BGP/ASN




| Platform Architecture — Workflow orchestration

*Originally developed by NSA

*Open sourced and transferred to the Apache
Foundation in 2014

*Manage flows of data supporting a large
number of inputs and outputs:

-HTTP, FTP, SCP, Kafka, Elasticsearch, JMS, Syslog,
MongoDB, Hadoop, Cassandra, SMTP, POP3, etc

; ControlRate L=~ PDNSWorker

| |~ ControlRate 1.6.0 ExecuteStreamCommand 1.6.0

[ org.apache.nifi - nifi-standard-nar i org.apache.nifi - nifi-standard-nar

| In 0 (0 bytes) g L slniee 0 (0 bytes) 5 min
' Read/Write 0 bytes /0 byt 5 Queued 0 (0 bytes) . /Write 0 bytes / 0 bytes 5 min
. Out 0 (0 bytes) 5 min Out 0 (0 bytes) 5 min

| Tasks/Time 0/00:00:00.000 S min Tasks/Time 0/ 00:00:00.000 5 min



Mitre ATT&CK Shadowserver ASN

m l
O ATT&CK Worker
n I mE \ AN

t sval Object val
Shadowserver ASN act (type:value) ject (type:value)

mentions:ipv4 ipv4:127.0.0.1

i Virus Total Worker report:acbag876aaaf6afc(...) mentions:threatActor threatActor:APT29

renort:achaa876aaaf6afe( ) mentions:sector sector:Financial
Passive DNS Worker Object (type:value) Fact (type:value) Object (type:value)
ipv4:127.0.01 memberOf ipv4Network.127.0.0.0/16
SCIO Worker ipv4Network:127.0.0.0/16 memberOf asn:60234
"""""""""""""""" ' organization:Google owns asn:60234

Enrichment e content:aab678547865478abc (...) = connectslo uri:http://127.0.0.1

Action/triggers <+—» Backend > REST API

S Cassandra mw» elasticsearch

%



Platform Architecture — Graph database

Looked into existing graph databases, but
they lacked proper fine granular permissions
(and many of them had commerecial licenses
that could not be used in the research
project)

Apache Tinkerpop implemented on top of
Cassandra/Elasticsearch

Graph queries opens up a range of
possibilites that is not possible on a flat data
structure
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Backend REST API GUI

Apach

TinkerPop
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"API - Swagger
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lifact
Ml/fact/uuid/{fact}/access
Mtifact/uuid/f{fact}/access/{subject}
v1ifact/uuid/{fact}/comments
/fact/uuid/{fact}/comments
vlifact/uuid/{fact}/retract

M /fact/uuid/{id}

Iv1ifactType

M1/factType
v1/factType/uuid/{id}

M /factType/uuid/{id}
/v1/object/{type}/{value}
1/object/{type}/{valus}/facis
M1lobject/{typel/{value}/iraverse
/w1/object/search
v1lobject/traverse
M1lobjectiuuid/{id}
v1lobject/uuidiid}/facts
M1/objectiuuid/{id}/traverse
iv1lobjectType

v1iobjectType

Show/Hide  List Operations = Expand Operations

Create a new Fact.

Retrigve a Fact's ACL.

Grant a Subject access to a Fact.

Retrieve a Fact's comments.

Add a comment to a Fact.

Retract an existing Fact

Retrieve a Fact by its UUID.

Create a new FactType.

List available FactTypes.

Update an existing FactType

Retrieve a FactType by its UUID.

Retrieve an Object by its type and value.

Retrieve Facts bound to a specific Object.

Traverse the Object/Fact graph starting at an Object identified by its type and value.
Search for Objects.

Traverse the Object/Fact graph after performing an Object search.
Retrieve an Object by its UUID

Retrieve Facts bound to a specific Object.

Traverse the Object/Fact graph starting at an Object identified by its UUID
List available ObjectTypes.

Create a new ObjectType.



I API — Python library (act-api on pypi)

Navigation

= Project description

D Release history

3. Download files

Project links

) Homepage

Statistics

View statistics for this project via
Libraries.io, or by using Google
BigQuery

Meta
License: ISC License (ISCL) (MIT)
Author: mnemonic AS

@ ACT, mnemonic

Project description

python-act

python-act is a library used to connect to the ACT platform.

The platform has a REST api, and the goal of this library is to expose all functionality in the API.

Objects and Facts

The act platform is built on two basic types, the object and fact.

Objects are universal elements that can be referenced uniquely by its value. An example of an object can be
an IP address.

Facts are assertions or obsersvations that ties objects together. A fact may or may not have a value desribing
further the fact.

Facts can be linked on or more objects. Below, the seenlin fact is linked to both an ipv4 object and report
object, but the hasTitle fact is only linked to a report.

Objecttype  Object value Facttype Factvalue Objecttype  Object value
ipv4 127.0.0.1 seenin report report cbc80bb5c0c0f8944bf73(...)

report cbc80bb5¢c0c0f8944bf73(...)  hasTitle Threat Intel Summary  n/a n/a



ISplunk Add-on - Queries

splunk A or Adminis

Search 5 Reports

New Search
| act apt29
+ 25 results (10/2118 1:00:00.000 PM to 10/22/18 1:51:39.000 PM) No Event Sampling « Job "
Events (D) Patterns Statistics (25) Visualization
20 Per Page v # Format Preview v
rd
dest_object_type
fact_value = Fd fact_type = < S source_object_value = e
- usesTechnique technique APT29
= threatActorAlias threatActor APT29
apt29-hammertoss-stealthy- hasTitle eaaed5a060599dat27ceedchb5ad6704b91d6d3231189aacTfa24d4629aba54c
tactics-define-a.pdf
= usesTool tool APT23
- usesTechnique technique APT29
= usesTool tool APT29
- usesTechnique technique APT29
= threatActorAlias threatActor APT23

- usesTool tool APT29



I Splunk Add-on — Annotate search results

| source="carbanak.csv" dest_ip=179.43.140.82( | acta dest_ip All time = |
2 | table dest_ip usesC2* seenln=

+ 3 events (before 10/22A8 2:27:42.000 PM) No Event Sampling = Job - - (- * Smart Mc

Evenis Patterns Statistics (3) Visualization

20 Per Page = # Format Preview =

desi_ip = o usesCipv4 = o seeninireport =

179.43.140.82 chec176592ea26c4ee2 797427325921 F 9c624e51ffab866aaalicd1 944 Tectd45echc@4ad9e24b3T7eadd518b74780¢
188f261e5fca94bdifcledclaafeedcd 2d468ch6523158909dada7echdf9491339cedce1550154832b0c5396c2f Shbaf

65e9408c338e98a8bc166a8d41 8264015

179.43.146.82 cbec176592ea26c4ee27974273e592ff 9c624e51ffab866aaaTic41f944F Tec6B45echich4adde24biTeadd518bT74788c
188f261e5fcad4bd1fcledclaafeedcd 2d468cb6523158989dada7e6b@f9491339cedcel 550 64832b8c5396c2f Sbbaf
6e9488c338e98a8bc166a8d41 8264019

179.43.146.82 checl76592ea26c4ee27974273e592fF 9c624e51ffab866aaaTic41f944f TeciB45echich4ad9e24b3Teadd518bT747808c
188f261e5fcad4bdifcledcl aafecscld 2d460cb6523158909dade7e6baf9491339cedce1550f64832b0c5396c2f 5hbaf
£e9408c338e98a8bc166a8d41 8264019



I'Threat Intelligence Platform - Summary

*Github repositories
-https://github.com/mnemonic-no/act (installation docs)
-https://github.com/mnemonic-no/act-api-python
-https://github.com/mnemonic-no/act-bootstrap
-https://github.com/mnemonic-no/act-frontend
-https://github.com/mnemonic-no/act-platform
-https://github.com/mnemonic-no/act-scio
-https://github.com/mnemonic-no/act-splunk
-https://github.com/mnemonic-no/act-triggers
-https://github.com/mnemonic-no/act-workers
-License: ISC (BSD compatible)

*Public AWS instance

—https: //act-eul.mnemonic.no



https://github.com/mnemonic-no/act-api-python
https://github.com/mnemonic-no/act-api-python
https://github.com/mnemonic-no/act-bootstrap
https://github.com/mnemonic-no/act-frontend
https://github.com/mnemonic-no/act-platform
https://github.com/mnemonic-no/act-scio
https://github.com/mnemonic-no/act-splunk
https://github.com/mnemonic-no/act-triggers
https://github.com/mnemonic-no/act-workers
https://act-eu1.mnemonic.no/
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I Before We Start
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I Accessing the read-only AWS instance

GUI:
https://act-eui.mnemonic.no

Tasks:
https://act-eui.mnemonic.no/examples/

API:
https://act-eui.mnemonic.no/swagger/



https://act-eu1.mnemonic.no/
https://act-eu1.mnemonic.no/examples/
https://act-eu1.mnemonic.no/swagger/

I Introduction 1

A c T The Open Threat
Intelligence Platform EXAMPLES ABOUT
Otect ype o CRETSE e d06432486e7e9c2bBaaefaf42c11ct
hash - hash
ect value 3 facts
d06432486e7e9c2hBagel4f42c1 1cf8el mentions 1
represents 2

Graph que

SEARCH CLEAR GRAPH

Merge previous [ ] Predefined graph queries

ASN | NETWORK
nash
4054324867e9c2b8aaef4742cT 1 cfaefe196
THREAT ACTORS | TOOLS
EXPORT
d06432486e7e9c2b... d06432486e7e9c2b... “Sin"-ful SPIDER...

Layour

euler -

Layou v

Facts

Display as node:

@
+
Date Anytime

CREATE FACT




I Introduction 1 — Click and Double-clic

EXAMPLES ABOUT

Obiect Tip= oRAPH ORECTEE Ao d06432486e7e9c2b8aaefafa2c11ct
hash - content
e 8 facts
d06432486e7e9c2bBaacfaf42¢11cfBet at 2
classifiedAs 2
Graph que mansabo represents 4
B (o . bf314¢718a470ed5...

SEARCH CLEAR GRAPH

Merge previous [ ] Predefined graph queries

hash: network://185.68. ASN NETWORK

40643248667e9c208aze 1414201 1ciBefe 196

THREAT ACTORS | | TOOLS
content
006432486e7e0c208aael4142c T 1cfefe196

d06432486e7e9c2b d06432486e7¢9c2b...

EXPORT

et
euler - trickbot

“8in"-ful SPIDER..

L: ~

Facts suri>

Display as node:

coes ° 90948b766755b8bf... [ <
Retractions +

CREATE FACT
Date

o e e Any time » <



I Introduction 1 — History, Layouts and Filtering

A CT | e

EXAMPLES ABOUT

o GRAPH trickbot
. . s tool
hash '
o 88 facts
d06432486e7e9c2b8aaef4f42¢1 1cfBet e alias 2
category malware
Graph que e classfiedAs 56
A o, ke g outE S ement 2
. mplements 9

SEARCH CLEAR GRAPH

Merge previous Predefined graph queries
hash

ALIASES | ASN INCIDENTS
6432486879c2bBazefdi42c 1 IciBete] 96

NETWORK | | REPORTS

ntent:
6432486e7e9c2D8azel4142c 1 IctBere] 06

THREAT ACTORS
tool: trickbot

EXPORT

Layour
euler -

CREATE FACT




ACT |

I Introduction 1 — Fact Types

EXAMPLES

ABOUT

d06432486e7e9c2bBaaef4f42c1 1cf8ef

Graph que

SEARCH CLEAR GRAPH

Merge previous [ ]

sefdia2c] IciBere]96

content:
006432486e7e0c2t

2ef4142c1 1ctBere]96

tool: trickbot

EXPORT

Layour

euler -

GRAPH

trickbot

tool

88 facts

alias 2
category

classifiedAs 56
mplements 2

Predefined graph queries
ALIASES | ASN  INCIDENTS
NETWORK | | REPORTS

THREAT ACTORS

CREATE FACT



I Introduction 1 — Graph Queries

ACT s

EXAMPLES ABOUT

. GRAPH trickbot
hash v tool
88 facts
d06432486e7e9c2bBaacfdf42e11cf8et slias 2
category matware
14 classifledAs 56
A Graph query, ke g oUE(Q . mplements 29
SEARCH CLEAR GRAPH ®

Merge previous o

Predefined graph queries

hash
10543248627¢9c208ase 1414201 1ofBefe196!

ALIASES | | ASN INCIDENTS

content
1064324865790 2083301414201 TcfBere] 96!

tool: trickbat
EXPORT
Layout
euler -
Layout v
® +

CREATE FACT




I Introduction 1 — Graph Queries

A C T The Open Threat

EXAMPLES ABOUT

i - o trickbot
. tool
) [ 88 facts
d06432486e7e0c2bBaaefdf42c] 1cfaet alias 2
& category matware
Graph query
[ classifiedAs 56
E < — mplements 29

Predefined graph queries

ALIASES | ASN INCIDENTS

NETWORK | | REPORTS
00643243627 20c208aael4r42¢ 1 |ciaete196 THREAT ACTORS
tool: trickbot

EXPORT

Edges

: o N
Retractions

i 0

CREATE FACT




Introduction 2

Try the following object queries and explore the graph:

threatActor: APT3
tactic: lateral-movement
tool: foosace

ipv4: 153.148.23[.]118



Task 1
Try the following object query:
tool: remsec

Which threat actor is associated with this tool?
Which techniques are associated with this threat actor?

Can you find any reports that mention file hashes classified as
remsec?



Task 2
Try the following object query:
ipv4: 188.116.32[.]1164

Try to find reports, threat actors, tools and any other
information related to this IP address.



Task 3
Explore Autonomous System Number 8048

asn: 8048

What kind of malicious behaviour has been observed from this
AS?

Where is the organization that owns AS8048 located?



I Introduction 3 — Aliases

The Open Threat
Intelligence Platform

ACT

GRAPH OBJECTS (3)

twoface

ph query

SEARCH CLEAR GRAPH

Merge previous

tool: twoface

EXPORT

54c8bfaObe1d1419... twoface fe9cdef3c88f83b7...

Retractions
Show retracted facts

Any time +

K
x

EXAMPLES ABOUT

twoface

2 facts

classifiedAs 2

Predefined graph queries
ALIASES || ASN | INGIDENTS
NETWORK | REPORTS

THREAT ACTORS

CREATE FACT



I Introduction 3 — Aliases

A c T The Open Threat
Intelligence Platform

EXAMPLES

ABOUT

GRAP! 0BJECTS

tool -

twoface

g.optional(emit().repeat(outE(‘alias’).ott

SEARCH CLEAR GRAPH

Merge previous ® twoface

tool: twoface .

optional(emit tE(alias’).othe

EXPORT

ot v seasharpee

Facts
Display as node:

Edges

Show labels

Retractions
Show retra

Any time + .

fe9cdef3c88f83b7...

54c8bfa0be1d1419..

twoface

2 facts

classifiedas 2

Predefined graph queries
ALIASES | | ASN INGIDENTS
NETWORK | REPORTS

THREAT ACTORS

CREATE FACT



I Introduction 3 — Aliases

Google

twoface AND seasharpee m Q

Alle Bilder Shopping Videoer Google Maps Mer Innstillinger Verktay

6 resultater (0,35 sekunder)

TwoFace Webshell: Persistent Access Point for Lateral Movement ...
hitps:/fotx alienvault. com/pulse/ frelated ¥ Oversett denne siden

16. okt. 2018 - Due to these two layers, we use the name TwoFace to track this webshell. Reference:
Twoface.c Backdoor: ASP/Seasharpee A Backdoor.

TwoFace (Malware Family) - Malpedia

https://malpedia.caad fkie.fraunhofer de/details/asp.twoface ¥ Oversett denne siden
According to Unitd2, TwoFace is a two-staged (loader+payload) webshall written in C# and maant to
run .. aka: Minion, HighShell, HyperShell, SEASHARPEE

Group: OilRig, IRN2, HELIXKITTEN, APT34 - MITRE ATT&CK™
https:/fattack mitre.org/groups/G0049f » Oversett denne siden

50185 - SEASHARPEE, Command-Line Interface, Remote File Copy, Timestomp, Web Shell - S0096
Systeminfo - System Information Discovery.

Overview - Free Automated Malware Analysis Service - powered by ...
https:/iwww hybrid-analysis com/__/0a77e28e6d0d7bd057167¢ca... ¥ Oversett denne siden
Submit makware for free analysis with Falcon Sandbox and Hybrid Analysis technology. Hybrid Analysis
develops and licenses analysis tools to fight malware.

lis webshells - EPSIX

epsix.com.brmrghywi/is-webshells.php ¥ Oversett denne siden

RGDoor is an 1IS backdoor that actors used the TwoFace webshell to load onto an 1S web server. 2
Installing ..... SEASHARPEE: SEASHARPEE is a Web shell

o301 2017 Di2'o "I

WWW.SCooper.co.iliprl...232¢...Aamon %202 2% 20201 7%20n1w%2001'0%20N1T. pdf

) MiDon MU' 72 e 0 Mgnal yiITnT xnk wn (, TwoFace Loader ) "uwan 'o'0a shell
... { .Seasharpee - > v2ionj *T 7w N wx ., TwoFace Payload



I Introduction 3 — Aliases

A

Discover

Visualize

Dashboard

Timelion

Canvas

Machine Learning

Infrastructure

Logs

APM

Dev Taals

Monitoring

Management

Default

Collapse

1 hit New Save Open Share Inspect CAuto-refresh €
>_ twoface AND seasharpee Options
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I Introduction 3 — Aliases

https://www.clearskysec.com/wp-content/uploads/2018/01/ClearSky cvber intellicence report 2017.pdf

“The Webshell is named TwoFace as it is comprised by two components. The first is named TwoFace Loader, a basic
and preliminary shell that extracts and installs the second component, a more advances tool named TwoFace

Payload (identified by Microsoft as Seasharpee). These tools are written in #C, and run on Webservers that support
ASP.NET.”


https://www.clearskysec.com/wp-content/uploads/2018/01/ClearSky_cyber_intelligence_report_2017.pdf

I Introduction 3 — Aliases

The Open Threat
Intelligence Platform

EXAMPLES ABOUT

GRAPH OBJECTS (11 (a1
- seasharpee
~ IRN2 ol
. 9 facts
twoface A category malware
_— classifiedas 4
g.optional(emit().repeat(outE(‘alias’).ott implements 4
- QilRig
A ery, like g.oute
SEARCH CLEAR GRAPH
Merge previous . HELIXKITFEN wipcident> Predefined graph queries
ot ALIASES || ASN INCIDENTS
tool: twoface
optional(emit() tE( 2lias).othe
NETWORK | | REPORTS
tool: seasharpee Jevant>
stional(emit ) othe THREAT ACTORS
EXPORT
. 54cBbfalbeld1419
. seasharpeé
Le v
twoface
fe9cde(3ca8fBab7
Facts o
Displa
Edges +
how ®

Retractions

CREATE FACT
Show rescted facts ®




Task 4

Try to find an alias for the tool ‘gulpix’. Then try to find a
publically available, credible source that confirms your
findings.
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BREAKOUT: API, GRAPH QUERIES,
EXPLORATION

------

1B ,
mnemonic



I Breakout: API/workers, graph queries, exploration

* API/workers - Geir
-https://github.com/mnemonic-no/act-workshop-api
-https://github.com/mnemonic-no/act-api-python
-https://github.com/mnemonic-no/act-workers
*Graph queries - Martin
-http://tinkerpop.apache.org/docs/current/reference/
-https://github.com/mnemonic-no/act-frontend/blob/master/src/config.json
* Exploration



https://github.com/mnemonic-no/act-workshop-api
https://github.com/mnemonic-no/act-api-python
https://github.com/mnemonic-no/act-workers
http://tinkerpop.apache.org/docs/current/reference/
https://github.com/mnemonic-no/act-frontend/blob/master/src/config.json

GRAPH QUERIES

With Great Power Comes Great Responsibility

mnemonic



IGraph Query 1

The Open Threat

Intelligence Platform

ipv4 -

153.148.23.118 accounts.serveft... eemete.freetcp.c...

g.bothE().otherV()

A Gremlin query, like g outE()

SEARCH CLEAR GRAPH

Merge previous @

\p\,‘i‘IESB 4823118 OBJECTS (4) FACTS (0)
bothE().atherV()

Type Value
EXPORT  RESOLVE FACTS

accounts.serveftp.com

fqdn eemete freetep.com
ipvd 153.148.23.118
Layout 0 v

153.148.23.118 liumingzhen.myft.. &l

Retractions
Srow reracted facts ® .

Date

e b e e Any time v .



IGraph Query 2 — Show Edges

A c T The Dpen Threat
Intelligence Platform

ipvd -
ject va

153.148.23.118

g.bothE().otherV().path().unfold()

A Gremlin query, like 0 OUtE]

liumingzhen.myft...

SEARCH CLEAR GRAPH

Merge previous

ipv4:153.148.23.118 accounts.serveft.. OBJECTS (4) FACTS (3)
bothE () otherV(). path().unfol 153.148.23.118 .
Type 1 Value

EXPORT  RESOLVE FACTS
accounts.serveftp.com

cemete.freetcp.com
fqdn liumingzhen.myftp.org

ipva 153.148.23.118

eemete.freetep.c...

Facts Lol
Display 2 o

Edges
Sh

Retractions
how retracted facts

Date

o b e e Any time « .



The Open Threat
Intelligence Platform

153.148.23.118
emlin quel

g.bothE().otherV().bothE().otherV().patt

SEARCH CLEAR GRAPH

Merge previous ®

ipvd: 153.148.23.118
3 bothE().otherV() bothE().o

EXPORT RESOLVE FACTS

Retractions

how retra

pste Any time v

"
x

OBJECTS (42)

Type 1

Value
liumingzhen.myftp.org
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cemete freetcp.com
153.148.23.118
153.148.19.155
153.148.108.225
153.141.131.147

153.251.208.128

153.141.140.110
114.147.96.30
114.147.125.105

153.251.200.241

114.147.108.250

FACTS (64)



IGraph Query 4 — Filter Edges (Facts)

A c T The Open Threat
Intelligence Platform

ipv4 -

153.148.23.118

g.bothE().otherV().bothE(resolvesTa).0

SEARCH CLEAR GRAPH

Merge previous

”’\"Lt‘se ae2amie B OBJECTS (23) FACTS (24)
g.bothE() otherv().b solvesTo).otherv(

Type 4 Value
EXPORT RESOLVE FACTS

accounts.serveftp.com

eemete freetcp.com

Layout
liumingzhen myftp.org
euler - ——
® Skl o L] ipva 15314823118
R [ ]
La v [ ipd 153.251.246.245
. ipvd 153.251.250.140
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Edges
\g abels + ipva 153.141.131.147
ipd 123.51.208.69
Retractions
Show retracted facts - ipvd 153.148.108.225
Date ipud 153.251.252.64
Any time - o -
Filter hv max time



IGraph Que

A c T The Open Threat
Intelligence Platform

5 — Filter Nodes (Objects)

153.148.23.118
Sremlin aue

g.bothE().otherV().bothE().otherV().has|

SEARCH CLEAR GRAPH

Merge previous [ ]

ipv4:153.148.23.118
g.bethE().otherv().bot

hasLabel

EXPORT RESOLVE FACTS

Facts
Display as

Edges
Show labels
Retractions
show retra

bate Any time «

OBJECTS (23) FACTS (43)

Type
fqdn
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ipvd

Value

eemete freetcp.com
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liumingzhen.myftp.crg

153.148.23.118
03c464ee9620082eace3618259493edb!
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IGraph Query 6 — Unique Tool Usage

A c T The Open Threat
Intelligence Platform

threatActor -

<ineitient>

SEARCH CLEAR GRAPH

Merge previous

threatActor: APT3

OBJECTS (7) FACTS (6)
as(’startNode') inE (attrib erv().
schtasks Type 1 Value
EXPORT  RESOLVE FACTS
content <content>
content <content
- incident cincident>
euler -
<coltent> incident <incident
La v threatActor APT3
threatActor BRONZE BUTLER
tool schtasks
" a
cincld: P
+
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Public Read-Only ACT Instance

https://act-eul.mnemonic.no/examples/
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New Information Sources

Security events
Incidents
Reputation lists

Malware analysis systems
STIX feeds



Information Sharing

Mechanism for sharing schema
Format (STIX?)
Trust models



Trust and Confidence

Trust (source)
Confidence (fact)
Subjective Logic (quantify uncertainty)



GUI Improvements

Timelines
Share workspace
Prune graph



'GUI Improvements

Create Fact

Fact type
attributedTo ~

Source Destination
Object Type . Object Type
threatActor attributedTo person v

Object value *

Object Value
Ole Brumm

Axiom

Access mode

3 Public ~

Comment

This is just a test]




mnemonic



