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“The Nation’s Risk Advisor (and Reducer)”

 Composed of divisions devoted to:
 Cybersecurity
 Infrastructure Security
 Emergency Communications
 National Risk Management
 Stakeholder Engagement
 Integrated Operations

 Serves as the “GovCERT” and National CSIRT for the US

CISA: What It Is
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*Coronavirus Aid, Relief, and Economic Security

CISA COVID-19 Task Force (CTF) Timeline
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Threats to Pandemic Response
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 Operation Warp Speed / “Tier Zero” (~30 
organizations)
 Critical to vaccine R&D and manufacturing

 “Tier One” (~100 organizations)
 Critical to healthcare supply chain and 

logistics

 Healthcare Delivery Organizations (HDOs) 
(~6,000 organizations)
 Hospitals, Clinics, etc.

Analyzing the Mission Space (“Ball Bearings”)
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Potential Countermeasures

“Lead The Target”

Develop Scale 
Production Distribute
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 CARES Act Hires: Staff recruited through special, 
temporary authorities to ensure CISA had the necessary 
expertise to best support US critical infrastructure 
through the pandemic

 Career team members: Staff seconded from their career 
positions within CISA to support the CTF efforts full-time

 The CTF worked across nearly every division and office 
within CISA

 Reported primarily to CISA’s Executive Director

Forming the CTF
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 February 2021 Milestone: 500K + 150K

 October 2021 CISA Insight

 November 2021 Centers for Disease Control 
Morbidity and Mortality Weekly Report

 January 2022 CTF Hand-off

Example CTF Analysis: “Provide Medical Care”
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Conceptual Model of Cascading Impacts
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2020 US Deaths Above Average, Excluding COVID-19
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COVID-19 Deaths 2019-2020 Demographic Comparison

13

TLP:WHITE



Tom Millar & Josh Corman
June 30, 2022

TLP:WHITE

Hospital Services and Departments Disrupted by Cyber Attack
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Emergency Services Outpatient Services

Radiology

Electronic 
Health RecordsLaboratory

Patient Portal

• Inability to view 
records, test results, 
or upcoming 
appointments

• Closure of COVID-19 testing sites
• Delay of processing and 

communicating test results

• Inability to requisition 
scans or imaging

• Delay or cancellation of 
elective surgeries

• Loss of communication 
with other hospitals

• Diversion of ambulances

• Inaccessible patient record systems
• Staff required to manually record 

patient progress and treatment
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Conceptual IT System Functionality after Ransomware Event
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Conceptual Model of Impact of Cyber Attack on Patient Outcomes
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Target Rich; Cyber Poor
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Bad Practices
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Stuff Off Search
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Known Exploited Vulnerabilities (KEV)
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Pragmatic Cyber Security Webinar
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 Individual outreach to each “Tier Zero” organization to provide tailored 
services

 Highlights:
 Full Red Team assessments
 Cyber Hygiene assessments
 Enhanced Information Sharing
 Cyber Sentry / Persistent Threat Hunting

Helping “Tier Zero” (Vaccine R&D + Manufacture)
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 Individual outreach to each “Tier One” organization

 Highlights:
 Stopransomware.gov
 Stuff Off Search
 Bad Practices
 Cyber Hygiene Services
 KEV Catalog
 National Cyber Awareness System
 Tabletop Exercise Packages
 Information Sharing

Helping “Tier One” (Vaccine & Healthcare Supply Chain)
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 Broad outreach efforts targeting national associations and communities

 Highlights:
 Stopransomware.gov
 Stuff Off Search
 Bad Practices
 Cyber Hygiene Services
 KEV Catalog
 National Cyber Awareness System
 Tabletop Exercise Packages

 This work is ongoing and continuous (post-CTF)

Helping HDOs
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 Cold Chain / Cold Storage Risks for Vaccines

 Hospital functions & effects on services

 Strains on National Critical Functions (55)

 2nd & 3rd order effects on Critical Infrastructure Sectors (16)

 Supply Chain Disruptions

 Essential Critical Infrastructure Workforce (ECIW) risks

Cross-Sector Analysis & Risks to Critical Infrastructure
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 What Worked:
 CARES Act Staff helped increase collaboration throughout CISA
 A crisis is the perfect time for pilot efforts
 Task Forces are great for forcing more outreach to different communities (i.e. HDOs)
 International Sharing

 What Needs Work:
 Awareness of CISA, our role, and our capabilities
 Right-sizing the CISA Service Catalog 
 Build more capacity for concurrent incident response and support (“Right of Boom”)
 “Experts” needs to include administrative experts, too
 Silo-busting, trust, and muscle memory for massively multi-disciplinary, cross-sector risks 

and incidents 

Lessons Learned for Future Task Forces
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Questions?
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