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“The only true 
wisdom is in 
knowing you 
know nothing.”

Sting, CC BY-SA 2.5 <https://creativecommons.org/licenses/by-sa/2.5>, via Wikimedia Commons







“MITRE ATT&CK is a curated 
knowledge base and model for 
cyber adversary behavior, 
reflecting the various phases of 
an adversary’s attack lifecycle 
and the platforms they are 
known to target.”

https://attack.mitre.org/docs/ATTACK_Design_and_Philosophy_March_2020.pdf



W.carter, CC BY-SA 4.0 <https://creativecommons.org/licenses/by-sa/4.0>, via Wikimedia Commons





 Reconnaissance
 Resource Development
 Initial Access
 Execution
 Persistence
 Privilege Escalation
 Defense Evasion
 Credential Access
…

Tactics



 Tactical Objectives
 Attack Phases

Tactics









 How
 Attribution
 Detection
 Heat Maps

Techniques



 How and What
 Example: Valid Accounts

 Too General for Attribution
 Detection of Procedures

Techniques



“The techniques within ATT&CK may have many procedures for 
how an adversary could implement them — and because 
adversaries are always changing, it is difficult to know what all 
those procedures are in advance. 
That makes discussing coverage of a technique tough, especially 
when some ways of detecting behavior rely on individual 
procedures and some may span multiple procedures or even an 
entire technique.”

MITRE ATT&CK Coverage (1/2)

https://attack.mitre.org/docs/ATTACK_Design_and_Philosophy_March_2020.pdf



“Anyone mapping to ATT&CK should be able to explain the 
procedures they cover. 
Similarly to how it’s unrealistic to expect coverage of 100% of 
ATT&CK techniques, it’s unrealistic to expect coverage of all 
procedures of a given technique, especially since we often 
cannot know all of them in advance.”

MITRE ATT&CK Coverage (2/2)

https://attack.mitre.org/docs/ATTACK_Design_and_Philosophy_March_2020.pdf





Procedures



Procedures

https://attack.mitre.org/docs/ATTACK_Design_and_Philosophy_March_2020.pdf





jimmyweee, CC BY 2.0 <https://creativecommons.org/licenses/by/2.0>, via Wikimedia Commons



The Road Ahead

 Remove «what» techniques
 Enumerate procedures
 Enumerate tactics
 Transform procedures to detection analytics
 STIX Patterning



SOCCRATES and Contact Information

Web Site
 https://soccrates.eu  

E-Mail 
 meian@mnemonic.no

LinkedIn
 https://linkedin.com/in/martineian
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