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History of Industrial Environments

Air-gapped
Data exchange with IT
0T / Cloud-based
services
Holes in the
perimeter

Long hardware lifetime
High availability

Limited know-how

Integrated security
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OT with Manual Vulnerability Management

Evaluate Perform risk-

Gather vulnerability ffected based Test Implement

information decisions on mitigations mitigations

systems mitigations

Time consuming — acceptable for only few vulns per year!
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Can we proceed like this?
How the vulnerabilities grow in IT

Cisco Microsoft Oracle

1400

1200

1000

800

60

o

40

o

20

o

o

2002 m2003 m2004 2005 W 2006 m2007 m2008 mW2009 m2010 m2011 2012 w2013 m2014 w2015 m2016 ®m2017 m2018 m2019 m2020 m2021

Siemens AG 2022 | TLP:WHITE SI E M E N S



Can we proceed like this?

How the vulnerabilities grow in OT
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# Advisories / # CVEs

Detailed look at Siemens
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Published Advisories and CVEs per Year

Number of new and updated advisories published and vulnerabilities included in new advisories, per year.

@ New Advisories Advisory updates @ SVEs @ External CVEs @ Siemens CVEs
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Not just the vulnerabilties increase

Number of products covered in Siemens Vuln Handling
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How fast is the problem growing?

Can thIS WOrk In fUtU re? Published Advisories and CVEs per Year

Number of new and updated advisories published and vulnerabilities included in new advisories, per year.

@ New Advisories Advisory updates @ SVEs @ External CVEs @ Siemens CVEs
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Bridging Siemens-Customer Processes (e.g. Patch handling)

Product Vendors Users

Tools and processes Quality of Advisory Processes Tools and prerequisites

. . H | Y] | i
1 Office Applications umar.1 regdab € anua adylsory Web Browser
advisories processing
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Bridging Siemens-Customer Processes (e.g. Patch handling)

Current status

Product Vendors

Users

Tools and processes Quality of Advisory

Machine readable
advisories

Content Management
System

Human readable

Office Applications o
advisories
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Processes Tools and prerequisites

Manual advisor
processing
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Bridging Siemens-Customer Processes (e.g. Patch handling)

Product Vendors

Users

Tools and processes Quality of Advisory

Machine readable
advisories

Content Management
System

Human readable

Office Applications o
advisories
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Processes

Semi-automatic advisory
processing

Manual advisory
processing

Tools and prerequisites

Asset management with
~.smart search*

Web Browser

SIEMENS
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TC Workspace Login Account Login
‘ OAS I S O P E N About  Projects & Committees  Standards  GetInvolved  News & Events

Related links

OASIS Common Security Advisory Framework .
(CSAF) TC » |PR Statement

* Membership

+ Obligated Members

* Email Archives

Standardizing automated disclosure of cybersecurity vulnerability issues » Comments Archive

» Ballots
Omar Santos, osantos@cisco.com, Chair

* Documents

s Schedule
Table of Contents

TC Participants
+ Announcements

Overview . :
* Representing these OASIS Foundationals and Sponsors:

» Officers » Accenture

* Subcommittees » Cisco Systems

» TC licisons * Cryptsoft Pty Ltd.
» TC Tools and Approved Publications s Cybeats

» Technical Work Produced by the Committee * Dell

» OASIS TC Open Repositories Sponsored by the Committee e EclecticlQ

» Expository Work Produced by the Committee » Hitachi, Ltd.



Our Website for Advisories

Last Update
Il
Siemens Security Advisory by Siemens ProductCERT Info Version Download
N S$8A-392912: Multiple Denial Of Service Vulnerabilities in
S SCALANCE W1700 Devices ® V1.0 2022-04-12 L HTML 4 CSAF L PDF 4 TXT
_ Publication Date: 2022-04-12
S Last Update: 2022:04-12 200and S7- @ V1.0 2022-04-12 LHTML 4 CSAF 4 PDF L TXT
Current Version: V1.0 ‘ — — — —
CVSS v3.1 Base Score: 7.4 ants)
N y - I, '}
SUMMARY .
S evices ® V1.0 2022-04-12 4 HTML 4 CSAF 4 PDF L TXT
Vulnerabilities have been identified in devices of the SCALANCE W-1700 (11ac) family that could allow an - - - -
N attacker to cause various denial of service conditions.
Siemens has released updates for the affected products and recommends to update to the latest versions.
S P ° P ® V1.0 2022-04-12 LHTML L CSAF 4 PDF L TXT
| AFFECTED PRODUCTS AND SOLUTION
S Affected Product and Versions Remediation Jterniche ® V1.0 2022-04-12 LHTML 4 CSAF 4 PDF 4 TXT
Update to V3.0.0 or later version
SCALANCE W1788-1 M12 (6GK5T788-1GY01- | https:/support.industry. siemens. com/cs/ww/enlview/105
0AAD): 808629/
= All versions < V3.0.0 See further recommendations from section
Workarounds and Mitigations
5 Update to V3.0.0 or later version @ V1.0 2022-04-12 S HIML 4 CSAF L PDF & TXT
SCALANCE W1T858-2 EEC M12 (6GK5788- https://support.industry. siemens. com/cs/wwien/view/109
= 2GY01-0TAD): 808629/
All versions < V3.0.0 See further recommendations from section

Waorkarounds and Mitigations

Update to VV3.0.0 or later version

SCALANCE W1788-2 M12 (8GK5788-2GY01- | hitps://support.industry.siemens.com/cs/ww/eniview/109
0AADY: 808629/

All versions < V3.0.0 See further recommendations from section
Workarounds and Mitigations

Update to V3.0.0 or later version

SCALANCE W1738-21AM12 (BGK5788- https:fisupport.industry siemens com/csiww/en/visw/103
2HY01-08A0): 808629/
All versions < V3.0.0 See further recommendations from section

Workarounds and Mitigations
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https://siemens.com/cert/advisories

CSAF — A quick glance into the format

{

"document™: {
"title™: "SSA-
"category”: "Sie
"csat_version”: .a",

"publisher”: {
"name”: "Siemens ProductCERT",
"contact_details”: "productcertf@s
"category™:
"namespace”:

Security Advis

"vendor”,

"https://www.siemens

s
"distribution”: {
"text™: "Disclosure
"tlp": {
"label™:
¥

"WHITE"

s
"tracking™: {
"id": "SSA-392912",
"status”: '
"version™: "1%,
"revision_history”: [
{
"number”: "1",
"legacy version”: "1.8",
"date": "2822-84-12T700:80:807
"summary”: “"Publication Date”
}
1.
"initial release date": "2822-84-12T88:8
"current_release_date": "2822-84-12T60:8
"generator”: {
"engine”: {

Siemens AG 2022 | TLP:WHITE

: Multiple Denial OFf Servi

Vulnerabilities in SCALANCE W1788 Devices”,

"title": "CVE-2822-28328",
"notes”: [
{
"title™:
"category”: "summary",
"text": "Affected devices do not properly

"Summary",

handle malformed M

"name™: "Improper

1s

"mrodurt ctatuce™: I

"known_affected”: [

Input Walidation"

)
)
3

1
1
"scores™: [
{
"cvss_v3T: {
"wversion™: "
“"bhaseScore”: 7.4,
"baseSeverity": "HIGH"
"vectorString”: "CVSS:
Bo

fAC:L/PRINJUL:N/S:C/CiN/TI:N/Y

"product_tree": {
"branches”: [

{

"category™:
"branches™: [

{

"name" :

"SCALANCE W1788-1 Mi12",

"category™: “product name”,

"branches™: [
{
"name”: "<
"category™:
"product”:

“product_id":

“name”:

"product_identification helper™: {

Vi.e.a",
‘product version_range
mye
SCALANCE W1788-1 M12",

"model numbers™: [

"BGK5TEE-1GY81-8AAR"
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Introducing Unique Product Identifiers

Product Vendors

Users

Tools and processes

Unique Product Identifiers

Content Management
System

Office Applications
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Quality of Advisory

Input for automated asset
management

Machine readable
advisories

Human readable
advisories

Processes

Automatic advisory
processing

Semi-automatic advisory
processing

Manual advisory
processing

Tools and prerequisites

Asset management with
unique product identifiers

Asset management with
~.smart search*

Web Browser
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Identifying products — not a simple problem

Q, Search Results (refine search)

Search Parameters: There are 259 matching records.
« Keyword: s7-1500 Displaying matches 1 through 20. " _ ]
/ product_tree
s CPE Status: FINAL _—
« CPE Naming Format: 2.3 "branche
Vendor Product {
cpe:2.3:a:siemens:simatic_s7-1500:-%:** %% %% oy CyvES - name =
siemens simatic_s7-1500 "
category
cpe:2.3:a:siemens:simatic_s7-1500:2.0:*:**:*:7%:*:*  view CVEs -
wy e
siemens simatic_s7-1500 hl'EIrI C ht‘
cpe:2.3:a:siemens:simatic_s7-1500__software_controller:-:*:*:*:*:*:*:*  yjew cvEs
siemens simatic_s7-1500__software_controller
cpe:2.3:a:siemens:simatic_s7-1500_software_controller:-******1*  view cves
siemens simatic_s7-1500_software_controller
cpe:2.3:a:siemens:simatic_s7-1500_software_controller:2.0:*:*:*:*:*:*:* yjiew CVEs
siemens simatic_s7-1500_software_controller
cpe:2.3:a:siemens:simatic_s7-1500_software_controller:2 okt view CVEs — -
siemens simatic_s7-1500_software_controller name
"ot ory™ -
cpe:2.3:a:siemens:simatic_s7-1500_software_controller:2.5:*:*:*:*:*:*:* yiew cvEs _EELIT ¥ -
siemens simatic_s7-1500_software_controller " " r
product”: {
cpe:2.3:a:siemens:simatic_s7-1500_software_controller:2.6:*:*:*:***:*  view CVEs " — 'j _ 1_ " 'j
slemens simatic_s7-1500_software_controller Fll oduc '_11'
" o -
cpe:2.3:a:siemens:simatic_s7-1500_software_controller:2, *okokik kY View CVEs name 3
siemens simatic_s7-1500_software_controller LL] pr, I_.Iduc.'. idﬂﬂti'l:icatiﬂ n hE].p'Er‘" -
cpe:2.3:a:siemens:simatic_s7-1500_software_controller:20.8:* **:*:* %1% vy cyEs "o _ m,
model numbers™: [
siemens simatic_s7-1500_software_controller
=11 -
cpe:2.3:h:siemens:6es7510-1dj01-0ab0:- View CVEs J‘ = J‘
siemens 6es7510-1dj01-0ab0
cpe:2.3:h:siemens:6es7510-1sj01-0abo:- View CVEs
siemens 6es7510-15j01-0ab0
cpe:2.3:h:siemens:6es7511-1ak01-0ab0:-1*1* ¥ 1% %1% ey cyEs
— 7E11 1aln1 kA

-> CPE is not a solution for us -> our approach: use our own order numbers

Siemens AG 2022 | TLP:WHITE SI E M E N S



Bridging the gap to SBOM: VEX

Supplier '

External System
Service Provider

System Integrator

¥

Acquiring
Enterprise
ICT/OT Supplier

Reduced Visibility, Understanding and Control

CSAF: detailed information about a vulnerability SBOM: deep visibility into supply chain

L

VEX: short vendor statement “affected” / “not affected” *)

* [ ile!
) CSAF offers a corresponding profile! SIEMENS
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Outlook

Product Vendors

Users

Tools and processes

Unique Product Identifiers

Content Management
System

Office Applications
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Quality of Advisory

Input for automated asset
management

Machine readable
advisories

Human readable
advisories

Processes

Automatic advisory
processing

Semi-automatic advisory
processing

Manual advisory
processing

Tools and prerequisites

Asset management with
unique product identifiers

Asset management with
,Smart search*

Web Browser

Only partly applicable to OT
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Thanks for your attention!
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